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BRIDGE FORWARDING METHOD AND
APPARATUS
FIELD OF THE TECHNOLOGY

[0001]

The present invention relates to the network

switching technical ?eld. More particularly, the present
invention relates to a bridge forwarding method and a bridge

forwarding apparatus.
BACKGROUND OF THE INVENTION

[0012]

Step 108: Determining to forward the frame with

the broadcast mode.

[0013] Step 109: Obtaining all the output ports corre
sponding to the VLAN in which the input ports locates, and
proceeding to the step 110.

[0014] Step 110: Determining whether the output port is
the same as the input port, if so, proceeding to the step 111;

otherwise, proceeding to the step 112.

[0002] There are two approaches for forwarding the
frames of the Ethernet at present: Layer 2 Ethernet bridge
and Layer 3 IP route. The Layer 2 Ethernet bridge refers to

warding loops.

a method for searching the Destination Media Access Con

[0016]

trol (MAC) address forwarding table by using the MAC

[0015]

Step 111: Abandoning the frames to prevent for

Step 112: Forwarding the frame to the output port.

address to obtain the exit information and forwarding the

[0017] The above-mentioned input port and output port

data packets according to the exit information. The Layer 3
IP route is a method for searching the routing table by using

correspond to one VSI, and the relationship between the
VLAN and the VSI is one-to-one relationship.

the destination IP to obtain the exit information and for

warding the data packets according to the exit information.
The MAC address forwarding table is obtained through the

[0018] Since in one access domain, the relationship
between the VLAN and the VSI is one-to-one relationship,

self-learning of source MAC (SMAC) address or statically

and the multiple-to-one relationship between multiple

con?gured by software.

VLANs with one VSI is not supported, the Ethernet frames
can only be forwarded within one VLAN by means of Layer

[0003]

At present, as de?ned in the Ethernet bridge for

warding standard, one Virtual Switching Instance (VSI)
corresponds to one Virtual Local Access Network (VLAN)
in one access domain. The Layer 2 Ethernet bridge forward

ing is forwarding the frames within one VLAN, and if the
frames need to be forwarded between different VLANs, the

forwarding must be implemented through the Layer 3 IP

2 Ethernet bridge forwarding. If the frames need to be
forwarded across VLANs, the Layer 3 IP routing must be
adopted. In addition, the Ethernet frames can only be
broadcasted to one VLAN by means of bridge forwarding,
and broadcasting to multiple VLANs by means of bridge

forwarding is not supported.

routing.

SUMMARY OF THE INVENTION

[0004] FIG. 1 is a ?ow chart illustrating the bridge for
warding within one VLAN in the prior art. As shown in FIG.

1, the MAC address forwarding table is searched by using

[0019] The embodiments of present invention provide a
bridge forwarding method and a bridge forwarding appara

the destination MAC address and the VLAN Identi?er (ID),
the exit information is obtained, and the frames are for
warded according to the exit information. The main proce

tus to realiZe cross-VLAN bridge forwarding of frames.

dure of bridge forwarding includes the following steps:
[0005] Step 101: Receiving the frame from the input port,

[0021] obtaining an input virtual local area network
(VLAN) identi?er (ID) and a destination media access
control (MAC) address of a frame upon receiving the frame
from an input port;

and obtaining the input VLAN ID of the frame.

[0006]

Step 102: The self-learning of SMAC address is

implemented, i.e., recording the input port corresponding to
the SMAC address in the MAC address forwarding table
corresponding to the VLAN ID.

[0007] Step 103: Searching the MAC address forwarding
table corresponding to the VLAN ID by using the destina
tion MAC (DMAC) address obtained from the frame.

[0020] A bridge forwarding method includes:

[0022] determining an output port and an output VLAN ID
according to the input port, the input VLAN ID and the
destination MAC address of the frame, and forwarding the
frame according to the output port and the output VLAN ID.

[0023] According to a preferable embodiment, the method
includes:

[0008] Step 104: If the searching result in the step 103 is
the unicast forwarding, performing the step 105; if the
searching result in the step 103 is the multicast forwarding,
performing the step 106; if the searching result is not hit,
performing the step 108.

Virtual Switching Instance (VSI);

[0009] Step 105: Searching the MAC address forwarding

MAC address of a frame upon receiving the frame from an

table to obtain the output port, and then proceeding to the
step 110.

[0010] Step 106: Searching the MAC address forwarding
table to obtain the Multicast ID (MID).

[0024] establishing relationship between one or more
combinations of input port and input VLAN ID with one

[0025]

obtaining an input VLAN ID and a destination

input port;
[0026] determining the VSI corresponding to the combi
nation of the input port and the input VLAN ID;

the MID to obtain a set of the output port, and then

[0027] obtaining the output port and the output VLAN ID
corresponding to the destination MAC address through
searching a MAC address forwarding table corresponding to

proceeding to the step 110.

the VSI.

[0011] Step 107: Searching the Multicast table by using
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[0028] According to another preferable embodiment of the
present invention, the method includes:
[0029]

establishing relationship between one or more

combinations of input port, inner-layer VLAN ID and outer
layer VLAN ID with one VSI;

[0030] obtaining the input inner-layer VLAN ID and the
input outer-layer VLAN ID of the frame;
[0031] determining the VSI corresponding to the combi
nation of the input port, input inner-layer VLAN ID and

input outer-layer VLAN ID;
[0032] obtain the output port, output inner-layer VLAN ID
and output outer-layer VLAN ID corresponding to the
destination MAC address through searching the MAC
address forwarding table corresponding to the VSI.

[0033] A Bridge forwarding apparatus includes:
[0034]

at least one input port, for receiving a frame from

VLAN ID is determined, so source port ?ltering can be

implemented effectively to prevent forwarding loops. In
addition, bridge forwarding among multi-layer VLAN IDs is
supported by the present invention.
BRIEF DESCRIPTION OF THE DRAWINGS

[0044] FIG. 1 is a ?ow chart illustrating the bridge for
warding of frames in the prior art.
[0045] FIG. 2 is a ?ow chart illustrating the cross-VLAN
bridge forwarding according to an embodiment of the
present invention.
[0046]

FIG. 3 is a ?ow chart illustrating the cross-VLAN

bridge forwarding according to another embodiment of the
present invention.
[0047] FIG. 4 is a schematic diagram illustrating the
bridge forwarding apparatus according to an embodiment of
the present invention.

more than one VLAN;

[0035]

DETAILED DESCRIPTION OF THE
INVENTION

a forwarding unit, for obtaining an input VLAN ID

and a destination MAC address of the frame received from

the input port, determining an output port and an output
VLAN ID according to the input port, the input VLAN ID
and the destination MAC address of the frame, and output

ting the frame;
[0036]

at least one output port, for transmitting the frame

to more than one VLAN.

[0037] wherein, the forwarding unit includes:
[0038] a storing module, for storing relationship between
combinations of input port and input VLAN identi?er and
VSIs, as well as MAC address forwarding tables corre

sponding to the VSIs, wherein at least one combination of

input port and input VLAN ID corresponds to one VSI;

[0039] an input analyzing module, for obtaining the input

[0048] The present invention will be further described in
detail hereinafter with reference to the accompanying draw
ings to make the technical solution and the advantages of the
present invention clearer.

[0049] The embodiments of the present invention extend
the existing bridge forwarding method within one VLAN to
realiZe the cross-VLAN bridge forwarding of frames. In the
solution of the present invention, one VSI corresponds to a

number of doublets {port, VLAN ID}, i.e., one VSI binds a

number of doublets. Each doublet {por‘t, VLAN ID} is
regarded as a virtual port, so the bridge forwarding of frames

is accomplished among the virtual ports.
[0050]

In all the doublets corresponding to the same VSI,

VLAN ID and the destination MAC address of the frame,
and outputting the input VLAN ID and the destination MAC

the relationship may be one port corresponding to one or
more VLANs, or multiple ports corresponding to one or

address;

more VLANs. The VLAN may be one or more VLANs from
the same Ethernet port, one or more VLANs from different
ports of the same Ethernet access network, or one or more

[0040] a ?rst forwarding module, for determining the VSI
corresponding to the combination of the input port and the
input VLAN ID according to the relationship between the
combination of the input port and the input VLAN ID and
the VSI, and obtaining the output port and the output VLAN
ID through searching the MAC address forwarding table
corresponding to the VSI;

[0041] a second forwarding module, for forwarding the
massage according to the output port and the output VLAN
ID obtained by the ?rst forwarding module.
[0042]

As can be seen from the above-mentioned technical

scheme, the cross-VLAN bridge forwarding of frames is

realiZed by establishing the relationship between the {Port,
VLAN} and the VSI and implementing bridge forwarding of
frames among different {Port, VLAN}s, and the multiple
to-one relationship between multiple VLANs with one VSI,

including one-to-one correspondent relationship is realiZed.
The broadcast frames can also be copied for all the {Port,

VLAN} combinations corresponding to the VSI, and the
bridge broadcasting to multiple VLANs is supported.

[0043] Further, during the process of frame forwarding,
whether the input/ output port is the same as the input/ output

VLANs from different ports of multiple Ethernet access
networks.
Embodiment l

[0051]

FIG. 2 is a ?ow chart illustrating the cross-VLAN

bridge forwarding. As shown in FIG. 2, in this embodiment,
the cross-VLAN bridge forwarding method mainly includes
the steps of:

[0052] Step 201: Receiving the frame from the input port.
[0053] Step 202: Obtaining the input VLAN ID of the
frame. Speci?cally, deciding whether the VLAN ID is
carried in the frame, if so, obtaining the VLAN ID of the
frame; otherwise, obtaining the default VLAN ID relevant to
the input port, and adding the VLAN ID into the frame.

[0054] Step 203: Searching the mapping table by using the
doublet {input port, input VLAN ID} to determine the
corresponding VSI. Here, the VSI is represented by VSI ID,
and the searching result is the corresponding VSI ID. For
sake of simplifying the description, one doublet {input port,
input VLAN ID} is de?ned as one input virtual port.
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[0055] The mapping table is established to prescribe the
relationship between a set of the multiple virtual ports and
one VSI, and the format of the items in the mapping table is

{port, VLAN ID, VSI ID}, and the keyword for searching
the mapping table is {port, VLAN ID}, the searching result
is the VSI ID corresponding to the virtual port.

[0056]

Step 204: The self-leaming of SMAC address is

implemented, i.e., recording the input port and the input
VLAN ID corresponding to the SMAC address in the MAC

address forwarding table corresponding to the VSI.

[0057] Step 205: Obtaining the DMAC from the frame,
and searching the MAC address forwarding table corre
sponding to the VSI with the DMAC address as the key
word, or obtaining the DMAC address and the input VLAN
ID from the frame, and searching the MAC address for
warding table corresponding to the VSI with the DMAC
address and the VLAN ID as the keywords.

[0058] For the instance of the MAC address forwarding
table being not differentiated according to the VSI, i.e., only
one MAC address forwarding table is con?gured, the uni?ed
MAC address table is searched with the VSI ID and the
DMAC address as the keywords, or the uni?ed MAC
address table is searched with the VSI ID, the DMAC
address and the input VLAN ID as the keywords.

[0059] Step 206: If the searching result in the Step 205 is
the unicast forwarding, proceeding the step 207; if the
searching result is the multicast forwarding, proceeding the
step 209; if the searching result is not hit, proceeding the step
213.

[0060]

[0068] Step 213: If there is nothing can be found from the
MAC address forwarding table, determining to forward the
frame with the broadcast mode.

[0069] Step 214: Obtaining all the output virtual ports
corresponding to the VSI, i.e., {output port j, output VLAN
IDj}, wherein, j=1 . . . m, the j is the serial number of the

output virtual ports, and the m is the total number of the
output virtual ports in the broadcast mode.

[0070] All the output virtual ports corresponding to the
VSI is obtained by searching the broadcast table, and the
broadcast table is also established through the multicast
protocol or any other approach in the switch. The keyword
for searching the multicast table is the VSI ID, and the
searching result is a set of all the {output port, output VLAN
ID} corresponding to the VSI ID.
[0071]

Step 215: Copying the received frame to m copies.

[0072] Step 216: Substituting the output VLAN IDj for the
input VLAN ID in the frame, proceeding to the Step 217.
[0073] Step 217: Determining whether the output virtual
port is completely the same as the input virtual port, i.e.,
determining whether the output port is the same as the input
port and the output VLAN ID is the same as the input VLAN
ID, if the output port is the same as the input port and the
output VLAN ID is the same as the input VLAN ID,
proceeding to the Step 218; if the output port is the same as
the input port while the output VLAN ID is not the same as
the input VLAN ID, or if the output port is not the same as
the input port and the output VLAN ID is the same as the

input VLAN ID, proceeding to the Step 219.
One ?ag bit in the item of the MAC address

forwarding table is used for representing unicast forwarding

[0074] Step 218: Abandoning the frame.

mode or multicast forwarding mode, so whether the frame is

[0075]

forwarded with unicast or multicast mode can be determined

according to the value of the ?ag bit.

[0076] The formal standard of the Virtual Bridge LAN,
IEEE 802.1 Q, prescribes that multiple logical subnet

[0061] Step 207: Searching the MAC address forwarding
table to obtain {output port, output VLAN ID}, for sake of

VLANs can be divided in one physical bridge apparatus, and
each VLAN corresponds to one logical forwarding table. In
practical terms, one MAC address forwarding table is gen

simplifying the description, de?ning the {output port, output
VLAN ID} as the output virtual port.

[0062] Step 208: Substituting the output VLAN ID for the
input VLAN ID in the frame, and proceeding to the step 217;

[0063] Step 209: Searching the MAC address forwarding
table to obtain the output MID.

[0064]

Step 210: searching the multicast table with the

MID as a keyword to obtain a set of the output virtual port,
i.e., {output port i, output VLAN IDi}, wherein, i=1 . . . n,

the i is the serial number of the output virtual ports, and the
n is the total number of the obtained output virtual ports after

searching the multicast table;
[0065] The multicast table is established through the mul
ticast protocol or any other approach in the switch, and the
keyword for searching the multicast table is the MID. The
searching result is a set of all the {output port, output VLAN

Step 219: Forwarding the frame to the output port.

erally divided into multiple logical forwarding tables
according to the VLAN ID. Four bytes are added in the
Ethernet frame structure, and these four bytes are called
generally as the Virtual Local Access Network Tag (VLAN
Tag). In these four bytes, 12 bits are used for expressing the
VLAN ID.

[0077]

The IEEE 802.1ad standard adds Q-in-Q and

VLAN Translation based on the IEEE 802.1 Q. The Q-in-Q
refers to adding one more layer of VLAN Tag for the frame

of IEEE 802.1Q in an Ethernet switch, the previous Tag of
the frame is known as CE-VLAN, and the new Tag added by
the operators on the PE is called P-VLAN. Employing two
layers of the VLAN makes the CE-VLAN used by the users

and the P-VLAN used by the operators independent to each
other. The VLAN Translation refers to translating one
VLAN ID to another on a port of a bridge.

ID} corresponding to the MID.

[0078] In the above-mentioned Step 208, Step 212 and
Step 216, substituting the output VLAN ID for the VLAN ID

[0066]

in the frame. If the Q-in-Q service de?ned by the IEEE 802.1
ad protocol is adopted, the previous VLAN ID is reserved

Step 211: Copying the received frame to n copies,

wherein the n is a positive integer.

[0067] Step 212: Substituting the output VLAN IDi for the
input VLAN ID in the frame, proceeding to the step 217.

and a layer of new output VLAN ID is added, i.e., more 4
bytes are added, and 12 bits of the 4 bytes are used for

expressing the output VLAN ID.

May 3, 2007

US 2007/0097968 A1

[0079] In this embodiment, the process of the source port
restraint can be performed after obtaining the output virtual
port and before substituting the VLAN ID. For example, in
the case of the unicast forwarding, after obtaining the virtual

the outer-layer VLAN ID and the inner-layer VLAN ID in

the frame; otherWise, obtaining the default outer-layer
VLAN ID and the default inner-layer VLAN ID relevant to

port in the Step 207, determining Whether the output virtual

the input port, and adds the default outer-layer VLAN ID
and the default inner-layer VLAN ID in the frame.

port is completely the same as the input virtual port, if they
are completely same, abandoning the frame and ending the
current ?oW; if they are not completely same, substituting

[0086] Step 303: Searching the mapping table by using the
input virtual port, i.e., using a triplet {input port, input

the output VLAN ID for the VLAN ID in the frame, as said

VLAN ID} to determine the corresponding VSI ID.

in the Step 208.

[0087]

[0080] As said in the Step 204, the MAC address forWard
ing table is established through self-leaming, one MAC
address forWarding table can be established in the sWitch,
and the contents learned in connection With the multiple

implemented. That is, recording the input port, input outer
layer VLAN ID and the input inner-layer VLAN ID corre
sponding to the SMAC address in the MAC address for
Warding table corresponding to the VSI.

VSIs are recorded in the MAC address forWarding table. In
the MAC address forWarding table, different VSI can be

[0088] Step 305: Obtaining the DMAC address from the
frame, and searching the MAC address forWarding table

Step 304: The self-leaming of SMAC address is

differentiated by VSI ID. Alternatively, multiple MAC

corresponding to the VSI With the DMAC address as the

address forWarding tables can be established, and each MAC
address forWarding table corresponds to one VSI. When the

keyWord, or searching the MAC address forWarding table
corresponding to the VSI With the DMAC address, the input
inner-layer VLAN and the input outer-layer VLAN ID as the

SMAC address self-leaming is implemented, the input port
and the input VLAN ID of the frame are recorded in the

MAC address forWarding table corresponding to the VSI.
The format of the items in the MAC address forWarding

table is {VSI ID, MAC address, Port, VLAN ID}, the
keyWord for searching the table is {VSI ID, DMAC} or
{VSI ID, DMAC, input VLAN ID}, and the searching result

is corresponding {output port, output VLAN ID}.
[0081] In the MAC address forWarding table, the VLAN
ID can be recorded or searched indirectly through the format

of the Tag Value or Tag Index. Here, the relationship
betWeen the VLAN ID and the Tag Value or the Tag Index

should be established in advance. For instance, transforming
the learned VLAN ID to a Tag Value or a Tag Index

according to the pre-established relationship, and records the
Tag Value or the Tag Index in the corresponding item in the
MAC address forWarding table. When the output virtual port
is found after searching the MAC address forWarding table
With a keyWord, and the output VLAN ID found is expressed
by the Tag Value or the Tag Index, the output VALN ID can

be obtained according to the pre-established relationship.
Embodiment 2

[0082] The Embodiment 1 describes the bridge forWard
ing of frames With only one input VLAN ID. In practical
terms, hoWever, there is more than one layer of input VLAN
ID and output VLAN ID, i.e., there are tWo layers or more
than tWo layers of input VLAN ID and output VLAN ID. For

example, in the applications according to IEEE 802.1 ad
standard, tWo layers of VLAN IDs are carried in the frame.
In this kind of application environment, there are tWo layers
of input VLAN ID, so it possibly needs tWo layers of output
VLAN ID. In this embodiment, a number of {input port,

keyWords.
[0089] For the instance of the MAC address forWarding
table being not differentiated according to the VSI, i.e., only
one MAC address forWarding table is con?gured, the uni?ed
MAC address forWarding table is searched With the VSI ID
and the DMAC address as the keyWords, or the uni?ed MAC

address forWarding table is searched With the VSI ID, the

DMAC address, and the input inner-layer VLAN and the
input outer-layer VLAN ID as the keyWords.
[0090] Step 306: If the searching result in the Step 305 is
the unicast forWarding, proceeding to the Step 307; if the
searching result is the multicast forWarding, proceeding to
the Step 309; if the searching result is not hit, proceeding to
the Step 313.

[0091] Step 307: Searching the MAC address forWarding
table to obtain the output triplet {output port, output outer

layer VLAN ID, output inner-layer VLAN ID}.
[0092] Step 308: Substituting the output out-layer VLAN
ID for the input outer-layer VLAN ID in the frame, pro
ceeding to the Step 317.

[0093] Step 309: Searching the MAC address forWarding
table to obtain the output MID.

[0094] Step 310: Searching the multicast table using the
MID to obtain a set of the output virtual ports, i.e., {output

port i, output outer-layer VLAN IDi, output inner-layer
VLAN IDi}, Wherein, i=1 . . . n, the i is the serial number

of the output virtual ports, and the n is the total number of

the output virtual ports found by searching the multicast

input outer-layer VLAN, input inner-layer VLAN} corre

table.

spond to one VSI, i.e., a number of {input port, input

[0095]

Step 311: Copying the received frame to n copies.

outer-layer VLAN, input inner-layer VLAN} is bound With
one VSI.

[0083] The main procedure of bridge forWarding of frames
With tWo layers of input VLAN ID and output VLAN ID is
described in detail With reference to FIG. 3.

[0084] Step 301: Receiving the frame from the input port.
[0085] Step 302: Determining Whether the VLAN ID is
carried in the frame, if so, obtaining the VLAN ID including

[0096] Step 312: Substituting the output outer-layer
VLAN IDi for the input outer-layer VLAN ID in the frame,
substituting the output inner-layer VLAN IDi for the input
inner-layer VLAN ID in the frame, and then proceeding to
the Step 317.
[0097]

Step 313: If there is nothing can be found after

searching the MAC address forWarding table, determining
that the frame is forWarded With the broadcast mode.
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[0098] Step 314: Obtaining all the output virtual ports
corresponding to the VSI, i.e., {output port j, output outer

layer VLAN IDj, output inner-layer VLAN IDj}, Wherein,
j=l . . . m, the j is the serial number of the output virtual

ports, and the m is the total number of the broadcast output

virtual ports.
[0099]

Step 315: Copying the received frame to m copies.

[0100] Step 316: Substituting the output outer-layer
VLAN IDj for the input outer-layer VLAN ID in the frame,

substituting the output inner-layer VLAN IDj for the input
inner-layer VLAN ID in the frame, and then proceeding to
the step 317.

and the output inner-layer VLAN ID is substituted for the
input inner-layer VLAN ID; or the frame is forWarded to the
output port after the output VLAN ID is added.

[0109] When the source port ?ltering is performed, the
input port and the output port are compared, and the input
VLAN ID and the output VLAN ID of the corresponding
port are compared, if the comparison results are completely
same, the frame is abandoned; otherWise, the frame is
forWarded.

[0110] The present invention also provides a bridge for
Warding apparatus, as shoWn in FIG. 4, the apparatus
includes:

[0101] Step 317: Determining Whether the output virtual

[0111]

port is completely the same as the input virtual port, i.e.,

more than one VLAN;

determining Whether the output port, the output outer-layer
VLAN ID and the output inner-layer VLAN ID are the same

as the input port, the input outer-layer VLAN ID and the

input inner-layer VLAN ID respectively; if the output port,
the output outer-layer VLAN ID and the output inner-layer
VLAN ID are the same as the input port, the input outer

at least one input port for receiving the frame from

[0112] a forWarding unit for obtaining the input VLAN ID
and the DMAC address received by the input port, deter
mining the output port and the output VLAN ID according
to the input port, input VLAN ID and the DMAC address,
and then outputting the frame; and

layer VLAN ID and the input inner-layer VLAN ID respec

[0113]

tively, proceeding to the Step 318; otherwise, proceeding to

more then one VLAN;

the Step 319.

[0102] Step 318: Abandoning the frame.
[0103]

Step 319: Forwarding the frame to the output port.

[0104] In summary, the present invention combines mul
tiple {port, VLAN} s in a set, and binds the set to one VSI,
then the Ethernet frame is forWarded among the {Port,

VLAN}s corresponding to the same VSI, thereby realiZing
the cross-VLAN bridge forWarding of frames. The main idea
of the bridge forWarding is: obtaining the VLAN ID in the
frame upon receiving the frame from the input port; deter

mining the VSI corresponding to the {input port, input

VLAN ID}; searching the {output port, output VLAN ID}
corresponding to the {VSI, DMAC} in the MAC address
forWarding table, and forWarding the frame according to the
{output port, output VLAN ID} found after searching the
table. Here, the VLAN ID can be one VLAN ID or a

combination of tWo or multiple VALN IDs. For instance, a

number of {port, outer-layer VLAN, inner-layer VLAN}
and {port, VLAN} are bound to one VSI.
[0105] One layer of VLAN ID or tWo or more layers of
VLAN ID can be obtained from the inputted frame.

[0106]

If there is one layer of VLAN ID, the VSI corre

sponding to the {input port, input VLAN ID} is searched; if

at least one output port for transmitting the frame to

[0114] The forWarding unit includes:
[0115] a storage module for saving the relationship
betWeen the combinations of the ports and the VLAN IDs
With the VSIs, as Well as all the MAC address forWarding
tables corresponding to the VSI, Wherein, at least one
combination of the port and the VLAN ID corresponds to
one VSI;

[0116] an input analyZing module for obtaining the input
VLAN ID and the DMAC address of the frame, and out

putting the input VLAN ID and the DMAC address;
[0117] a ?rst forWarding module for determining the VSI
corresponding to the combination of the input port and the
input VLAN ID according to the relationship betWeen the
combination of the port and the VLAN ID With the VSI, then

searching the MAC address forWarding table corresponding
to the VSI to obtain the output port and the VLAN ID;

[0118] a second forWarding module for transmitting the
massage to the output port according to the searching result
of the ?rst forWarding module.

[0119] If the searching result of the ?rst forWarding mod
ule is only the output port and the output VLAN ID, the
second forWarding module is instructed to add the output

there are tWo layers of VLAN ID, the VSI corresponding to

VLAN ID into the frame or substitute the output port for the

the {input port, input outer-layer VLAN ID, input inner
layer VLAN ID} is searched.

input port in the frame before forWarding the frame to the

output port.

[0107] During the SMAC address self-leaming process,

[0120] The storage unit also saves the relationship
betWeen the multicast ID (MID) With the output port as Well

the VLAN IDs obtained from the frame are recorded in the
MAC address forWarding table in turn. When the MAC

address forWarding table is searched during the forWarding
process, the obtained output VLAN ID can be one layer, tWo
layers or more layers, Which is relevant to the VLAN ID

recorded during the SMAC address self-leaming process.
[0108] When the frame is forWarded, the output VLAN ID
of the corresponding layer is substituted for the input VLAN
ID of the corresponding layer, i.e., the output outer-layer
VLAN ID is substituted for the input outer-layer VLAN ID,

as the output VLAN ID.

[0121] If the searching result of the ?rst forWarding mod
ule is the output MID, the ?rst forWarding module searches
the multicast table using the MID to obtain a set of the output
ports and the output VLAN IDs, and this set includes N
combinations of the output ports and the output VLAN IDs,
Wherein, the N is a positive integer.

[0122]

In this case, the ?rst forWarding module instructs

the second forWarding module to copy the frame to N

May 3, 2007

US 2007/0097968 A1

copies, and adds the corresponding output VLAN in the N
frames respectively or substitutes the corresponding output
VLAN IDs for the input VLAN IDs in the N copies of
frames respectively before forwarding the N frames to the

corresponding output ports.

determining an output port and an output VLAN ID

according to the input port, the input VLAN ID and the
destination MAC address of the frame, and transmitting
the frame according to the output port and the output
VLAN ID.

[0123] If the searching result of the ?rst forWarding mod

2. The method of claim 1, further comprising:

ule is no corresponding output port and the output VLAN ID
found in the MAC address forWarding table, the M combi
nations of the output port and the output VLAN ID corre
sponding to the VSI are regarded as the obtained output port
and VLAN ID, Wherein the M is a positive integer.
[0124] In this case, the ?rst forWarding module instructs
the second forWarding module to copy the frame to M
copies, and adds the corresponding output VLAN in the M
frames respectively or substitutes the corresponding output
VLAN IDs for the input VLAN IDs in the M copies of
frames respectively before forWarding the M frames to the

establishing relationship betWeen one or more combina

corresponding output ports.
[0125] Before forWarding the frame to the output port, if
the second forWarding module detects that the output port is
the same as the input port and the output VLAN ID is the
same as the input VLAN ID, abandons the frame.

[0126] The ?rst module implements the SMAC address
self-leaning, and records the input port and the input VLAN
ID corresponding to the SMAC address in the MAC address

forWarding table corresponding to the VSI.

[0127] The input VLAN ID includes the input inner-layer
VLAN ID and the input outer-layer VLAN ID; the output
VLAN ID includes the output inner-layer VLAN ID and the
output outer-layer VLAN ID
[0128] Similar to the How shoWn in FIG. 3, if the VLAN
ID is a tWo-layer VLAN ID, When the second forWarding
module forWards the frame, substitutes the output inner
layer VLAN ID and the output outer-layer VLAN ID for the

input inner-layer VLAN ID and the input outer-layer VLAN
ID in the frame respectively. The second forWarding module
detects Whether the output VLAN ID is the same as the input

VLAN ID, and When the output inner-layer VLAN ID and
the output outer-layer VLAN ID are respectively the same as

the input inner-layer VLAN ID and the input outer-layer
VLAN ID, it can be determined that the output VLAN ID is
the same as the input VLAN ID.

[0129] The above-mentioned partitioning of the ?rst for
Warding module and the second forWarding module is only
for sake of simplifying the description. The instances here
inafter are also Within the scope of the present invention:

combining the ?rst forWarding module and the second
forWarding module to one module; splitting the ?rst for

tions of input port and input VLAN ID With one Virtual

SWitching Instance (VSI);
Wherein said determining the output port and the output
VLAN ID according to the input port, the input VLAN
ID and the destination MAC address of the frame

comprises:
determining the VSI corresponding to the combination of

the input port and the input VLAN ID;
obtaining the output port and the output VLAN ID cor
responding to the destination MAC address through
searching a MAC address forWarding table correspond
ing to the VSI.
3. The method of claim 2, Wherein said obtaining the input
VLAN ID of the frame comprises:

if detecting that the frame contains the VLAN ID, obtain
ing the VLAN ID in the frame;
if detecting that the frame does not contain the VLAN ID,
obtaining a default VLAN ID relevant to the input port,
and adding the VLAN ID to the frame.
4. The method of claim 2, Wherein said MAC address

forWarding table is established through self-leaming; and
establishing the MAC address forWarding table com

prises:
recording a source MAC address, the input port and the
input VLAN ID in the MAC address forWarding table
corresponding to the VSI.
5. The method of claim 2, Wherein said searching the
MAC address forWarding table corresponding to the VSI

comprises:
searching the MAC address forWarding table correspond
ing to the VSI With the destination MAC address as a
keyWord; or

searching the MAC address forWarding table correspond
ing to the VSI With the destination MAC address and
the input VLAN ID as keyWords.
6. The method of claim 2, Wherein said obtaining the

Warding module or the second forWarding module into more
modules; transferring a part of the functions of the ?rst

output port and the output VLAN ID through searching the
MAC address forWarding table comprises:

forWarding module to the second forWarding module or/and
transferring a part of the functions of the second forWarding
module to the ?rst forWarding module.

obtaining the output port and the output VLAN ID

[0130] The foregoing is only the preferred embodiments
of the present invention and is not intended to limit the scope

of the present invention. Any modi?cation, equivalent sub
stitution, or improvement made Without departing from the
spirit and principle of the present invention should be
covered by the scope set forth in the appended claims.

1. A bridge forWarding method, comprising:
obtaining an input virtual local area netWork (VLAN)
identi?er (ID) and a destination media access control

(MAC) address of a frame upon receiving the frame
from an input port;

through searching the MAC address forWarding table;
said transmitting the frame comprises:
adding the output VLAN ID in the frame, or substituting
the output VLAN ID for the input VLAN ID in the

frame; and
transmitting the frame to the output port.
7. The method of claim 2, Wherein said obtaining the
output port and the output VLAN ID through searching the
MAC address forWarding table comprises:
if the result of searching the MAC address table is a
multicast ID (MID), searching a multicast table With
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the MID as a keyword to obtain a set of N combinations

of the output port and the output VLAN ID, Wherein the
N is a positive integer;

said transmitting the frame comprises:
copying the frame to N copies;

adding the corresponding output VLAN ID in the N
copies of frame respectively or substituting the corre
sponding output VLAN ID for the input VLAN ID in
the N copies of frame respectively; and

transmitting the N copies of frame to the corresponding

output ports respectively.
8. The method of claim 2, Wherein said obtaining the
output port and the output VLAN ID through searching the
MAC address forWarding table comprises:

said obtaining the output port and the output VLAN ID
according to the input port, the input VLAN ID and the
destination MAC address further comprising:
determining the VSI corresponding to the combination of

the input port, input inner-layer VLAN ID and input
outer-layer VLAN ID;
obtain the output port, output inner-layer VLAN ID and
output outer-layer VLAN ID corresponding to the
destination MAC address through searching the MAC
address forWarding table corresponding to the VSI.
12. The method of claim 11, Wherein said MAC address

forWarding table is established through self-leaming;
said establishing the MAC address forWarding table com

prises:

if ?nding no corresponding output port and the output

recording a source MAC address, the input port, the input
inner-layer VLAN ID and the input outer-layer VLAN

VLAN ID in the MAC address table, M combinations
of the output ports and the output VLAN IDs corre
sponding to the VSI are regarded as the found output
port and the output VLAN ID, Wherein the N is a

ID in the MAC address table corresponding to the VSI.
13. The method of claim 11, Wherein said searching the
MAC address forWarding table corresponding to the VSI

positive integer;
said transmitting the frame comprises:
copying the frame to M copies;

adding the corresponding output VLAN ID in the M
copies of frame respectively, or substituting the corre
sponding output VLAN ID for the input VLAN ID in
the M copies of frame respectively; and

transmitting the M copies of frame to the corresponding

output ports.
9. The method of claim 2, further comprising:

before the frame is forWarded, abandoning the frame if
detecting that the output port is the same as the input
port and the output VLAN ID is the same as the input
VLAN ID.

10. The method of claim 2, further comprising:

establishing relationship betWeen the input VLAN ID
obtained from the frame With a Tag value or a Tag

index; and

comprises:
searching the MAC address forWarding table correspond
ing to the VSI With the destination MAC address as a
keyWord; or

searching the MAC address forWarding table correspond
ing to the VSI With the destination MAC address, the

input inner-layer VLAN ID and the input outer-layer
VLAN ID as keyWords.
14. The method of claim 11, Wherein said obtaining the

output port and the output VLAN ID through searching the
MAC address table comprises:

obtaining only the output port, output inner-layer VLAN
ID and output outer-layer VLAN ID through searching
the MAC address table;

said transmitting the frame comprises:
adding the output inner-layer VLAN ID and the output
outer-layer ID in the frame, or substituting the output
inner-layer VLAN ID and the output outer-layer ID for
the input inner-layer VLAN ID and the input outer
layer ID respectively; and

recording the Tag value or the Tag index corresponding to
the input VLAN ID in the MAC address forWarding
table corresponding to the VSI;

transmitting the frame to the output port.
15. The method of claim 11, Wherein said obtaining the
output port and the output VLAN ID through searching the
MAC address forWarding table comprises:

said obtaining the output VLAN ID through searching the
MAC address forWarding table further comprising:

if the result of searching the MAC address forWarding
table is a MID, searching the Multicast ID With the

searching the MAC address forWarding table to obtain the
Tag value or the Tag index; and

the output port, the output inner-layer VLAN ID and

MID as a keyWord to obtain a set of N combinations of

the output outer-layer VLAN ID, Wherein the N is a

obtaining the input VLAN ID according to the Tag Value
or the Tag.

positive integer;

11. The method of claim 1, further comprising:

said transmitting the frame comprises:

establishing relationship betWeen one or more combina

copying the frame to N copies;

tions of input port, inner-layer VLAN ID and outer
layer VLAN ID With one VSI;
said obtaining the input VLAN ID of the frame further

comprising:
obtaining the input inner-layer VLAN ID and the input
outer-layer VLAN ID of the frame;

adding the corresponding output inner-layer VLAN ID
and output outer-layer VLAN ID in the N copies of
frame respectively, or substituting the corresponding

output inner-layer VLAN ID and output outer-layer
VLAN ID for the input inner-layer VLAN ID and input
outer-layer VLAN ID in the N copies of frame respec

tively; and
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transmitting the N copies of frame to the corresponding

output ports.
16. The method of claim 11, Wherein said obtaining the
output port and the output VLAN ID through searching the
MAC address forWarding table comprises:
if ?nding no corresponding output port and the output
VLAN ID in the MAC address table, the M combina

tions of the output port, the output inner-layer VLAN
ID and the output outer-layer VLAN ID corresponding
to the VSI are regarded as the found output port, output

inner-layer VLAN ID and output outer-layer VLAN

ID;
said transmitting the frame comprises:
copying the frame to M copies;

adding the corresponding output inner-layer VLAN ID
and output outer-layer VLAN ID in the M copies of
frame respectively, or substituting the corresponding
output inner-layer VLAN ID and output outer-layer
VLAN ID for the input inner-layer VLAN ID and input
outer-layer VLAN ID in the M copies of frame respec

tively; and
transmitting the M copies of frame to the corresponding

output ports.
17. The method of claim 11, further comprising:

before the frame is transmitted, abandoning the frame if

detecting that the output port, the output inner-layer
VLAN ID and the output outer-layer VLAN ID are the
same as the input port, the input outer-layer VLAN ID

and the input outer-layer VLAN ID respectively.
18. The method of claim 1, Wherein said VLAN is one or
more VLANs on the same Ethernet port, or one or more

VLANs on different ports of the same Ethernet, or one or
more VLANs on different ports of more than one Ethernet.

19. A bridge forWarding apparatus, comprising:
at least one input port, for receiving a frame from more
than one VLAN;

a forWarding unit, for obtaining an input VLAN ID and a
destination MAC address of the frame received from

the input port, determining an output port and an output
VLAN ID according to the input port, the input VLAN
ID and the destination MAC address of the frame, and

outputting the frame;
at least one output port, for transmitting the frame to more
than one VLAN.

20. The apparatus of claim 19, Wherein said forWarding

unit comprises:
a storing module, for storing relationship betWeen com
binations of input port and input VLAN identi?er and
VSIs, as Well as MAC address forWarding tables cor
responding to the VSIs, Wherein at least one combina

input VLAN ID according to the relationship betWeen
the combination of the input port and the input VLAN
ID and the VSI, and obtaining the output port and the
output VLAN ID through searching the MAC address
forWarding table corresponding to the VSI;
a second forWarding module, for forWarding the massage
according to the output port and the output VLAN ID
obtained by the ?rst forWarding module.
21. The apparatus of claim 20, Wherein, When said ?rst
forWarding module obtains only the output port and the
output VLAN ID through searching the MAC address for
Warding table, instructs the second forWarding module to
forWard the frame after adding the output VLAN ID in the
frame or substitutes the output VLAN ID for the input
VLAN ID in the frame.

22. The apparatus of claim 20, Wherein said storing unit
also stores relationship betWeen multicast IDs (MID) and
combinations of output port and output VLAN ID;
When obtaining the MID after searching the MAC address

forWarding table, the ?rst forWarding module searches
a multicast table With the MID as a keyWord to obtain

a set of N combinations of the output port and the

output VLAN ID, Wherein the N is a positive integer;
said ?rst forWarding module instructs the second forWard
ing module to copy the frame to N copies, adds the
corresponding output VLAN in the N frames respec
tively, or substitutes the corresponding output VLAN
IDs for the input VLAN IDs in the N copies of frame
respectively, and forWards the N frames to the corre

sponding output ports.
23. The apparatus of claim 20, Wherein if ?nding no
corresponding output port and the output VLAN ID in the

MAC address forWarding table, the ?rst forWarding module
taking the combination of the M output ports and the M
output VLAN IDs corresponding to the VSI as the obtained

output port and VLAN ID, Wherein the M is a positive

integer;
said ?rst forWarding module instructs the second forWard
ing module to copy the frame to M copies, adds the
corresponding output VLAN in the M frames respec
tively, or substitutes the corresponding output VLAN
IDs for the input VLAN IDs in the M copies of frame
respectively, and forWards the M frames to the corre

sponding output ports.
24. The apparatus of claim 20, Wherein said second
forWarding module is also used for detecting Whether the
output port, the output VLAN ID are the same as the input

port and the input VLAN ID respectively before forWarding
the frame to the output port, and abandoning the frame in
Which the output port and the output VLAN ID are the same

as the input port and the input VLAN ID respectively.
25. The apparatus of claim 20, Wherein said ?rst forWard
ing module is also used for implementing source MAC

self-learning, and recording the input port and the input

tion of input port and input VLAN ID corresponds to

VLAN ID corresponding to the VSI in the MAC address

one VSI;

forWarding table.

an input analyZing module, for obtaining the input VLAN
ID and the destination MAC address of the frame, and

outputting the input VLAN ID and the destination
MAC address;
a ?rst forWarding module, for determining the VSI cor
responding to the combination of the input port and the

26. The apparatus of claim 19, Wherein said input VLAN
ID comprises an input inner-layer VLAN ID and an input
outer-layer VLAN ID; said output VLAN ID comprises an
output inner-layer VLAN ID and an output outer-layer
VLAN ID.

