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ELECTRONIC ACCESS CONTROL DEVICE

RELATED APPLICATIONS

This application is a continuation of U.S. patent applica-
tion Ser. No. 10/024,945 filed on Dec. 19,2001, now U.S. Pat.
No. 6,977,576 which is a continuation of U.S. patent appli-
cation Ser. No. 08/760,062 filed on Dec. 4, 1996 now U.S. Pat.
No. 6,359,547, which is a continuation-in-part of U.S. patent
application Ser. No. 08/339,555 now U.S. Pat. No. 5,617,082
of Denison et al, similarly entitled “ELECTRONIC
ACCESS CONTROL DEVICE UTILIZING A SINGLE
MICROCOMPUTER INTEGRATED CIRCUIT,” filed on
Now. 15, 1994, wherein all of the above related applications
are incorporated by reference. This application is also related
to co-filed application U.S. Ser. No. 10/885,948 entitled,
“ELECTRONIC ACCESS CONTROL DEVICE.”

FIELD OF THE INVENTION

This invention relates generally to access control devices,
and more particularly to electronic access control devices
controlled by microprocessors.

BACKGROUND OF THE INVENTION

An electronic access control device, such as an electronic
combination lock or an electronic alarm system, allows the
user to activate or deactivate the access control without the
use of the conventional key and mechanical lock mechanism.
With the development of microprocessor integrated circuits,
it is becoming common to implement microprocessor-based
control circuitry in electronic access control devices. Elec-
tronic access control devices are known, for example, from
U.S. Pat. No. 5,021,776. In this device, and other common
electronic access control devices, a microprocessor is used in
combination with a keypad and an electrically programmable
read only memory (EPROM). The microprocessor compares
the combination entered in the keypad by the operator with
the combination stored in the EPROM. If the two combina-
tions match, the microprocessor opens the lock.

There are problems associated with previous electronic
access control devices. One area of problems concerns the
manufacture of the devices, including the difficulty in pro-
gramming the non-volatile memory, such as the EPROM, for
storing the access code and other useful information for the
operation of the device. EPROMs, which usually require
parallel programming, interrupt the manufacturing process in
that they restrict when the manufacturer can program the
device. A manufacturer would prefer to program the access
code into the EPROM as the last step in the manufacturing
process. However, with parallel EPROMs, burning in the
code after the device has manufactured is difficult. After the
device is soldered together, the manufacturer must contend
with integrated circuit pin clips and must worry about inter-
ference with other circuitry on the manufactured device. Fur-
ther, manufacturing, with known electronic access control
devices, requires many pin connections which increase
manufacturing cost.

Related to the problems associated with the pin connec-
tions of the microprocessor integrated circuit (IC) is the con-
cern of device reliability and ease of use. When the device
contains a significant number of pin connections, the reliabil-
ity of the device decreases. Further, serial access to the
EPROM to determine the electronic access code is easier than
parallel access in terms of pin connections. When the user
forgets or loses the access code in the EPROM, a locksmith
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could plug into the device and retrieve the access code serially
without breaking into the safe. However, with parallel
EPROMs, serial access is not available.

One common problem associated with previous electronic
locks is their potential vulnerability to tampering. A conven-
tional electronic lock receives an access code via an input
device such as a keypad or electronic key reader, verifies the
access code, and then energizes a solenoid, relay, motor, or
the like to open the lock. This arrangement is vulnerable to
tampering because if the control circuit is somehow broken in
orremoved, one can open the lock by “hot-wiring” the control
lines for activating the lock-opening mechanism.

Another technically challenging problem is related to the
need to provide electrical energy to power the operation of the
electronic access control device. For many applications, it is
desirable to use a portable energy source, such as a battery, to
power the access control device. A battery, however, has a
rather limited amount of electrical energy stored therein.
Thus, it is extremely important to reduce the power consump-
tion of the control circuit and peripheral devices of the access
control device to extend the service life of the batteries.

For instance, it is typical to use a solenoid-operated lock in
an electronic lock. The power consumed by the solenoid in
opening the lock is quite significant. Thus, the battery can be
rapidly drained by the repeated operation of the solenoid. As
another example, it is common to include a low-battery detec-
tion circuit in an electronic lock to provide a warning signal to
the user when the battery voltage falls below a predetermined
level. The operation of the low-battery detection circuit, how-
ever, also consumes electrical energy and contributes to the
draining of the battery.

Some electronic locks are provided with electronic keys.
When an electronic key is presented to a key reader of an
associated electronic lock, it transmits an access code to the
electronic lock. By using an electronic key, the user does not
have to enter manually the access code by means of a keypad.
In certain applications, a remote control unit is used which
has a radio transmitter to send the access code to the lock
without direct electrical contact with the electronic lock.

Although electronic keys are a convenient feature, they
have their associated problems. One problem is related to the
unauthorized use of the keys. For example, many hotels pro-
vide safes equipped with electronic locks in their hotel rooms.
Such safes typically allow the hotel guests to set their own
access codes. In cases where the hotel guests forget the access
codes they set, the hotel management has to send someone
with a master key which has a master access code stored
therein to open the safes. There is a danger that such a master
key may be used for unauthorized opening of other safes in
the hotel.

Another problem associated with the use of an electronic
key or a wireless access code transmitter is that the key or the
transmitter may be lost easily, or the user may simply forget to
bring the key or transmitter. This problem is especially seri-
ous if the electronic access control device does not provide
other means, such as a keypad, for entering the access code.

SUMMARY OF THE INVENTION

It is a general object of the present invention to develop an
electronic access control device which is easier to manufac-
ture and more reliable to operate, and provides improved
security to prevent tampering or unauthorized access.

It is an object of the present invention to provide an elec-
tronic access control device with a non-volatile memory for
storing an access code that permits the manufacturer of the
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device to easily insert the access code into the device and then
read out the code for verification.

It is an object of the present invention to provide an elec-
tronic access control device that provides significantly
enhanced security and reduced vulnerability to tampering as
compared to previous electronic locks.

It is an object of the present invention to develop an elec-
tronic access control device which has fewer total compo-
nents and pin connections for smaller device area and greater
reliability.

It is another object of the present invention to develop an
electronic access control device with a solenoid-operated
lock which has reduced power consumption by reducing the
power used in operating the solenoid.

It is a related object of the present invention to develop an
electronic access control device that has an improved low-
battery detection circuit which has minimized energy con-
sumption.

It is a more specific object of the present invention to
provide an electronic alarm system for a bicycle that uses a
wireless transmitter for sending an access code for activating
and deactivating the alarm system and that is configured to
help the rider of the vehicle to prevent losing the transmitter or
forgetting to bring the transmitter.

It is another more specific object of the present invention to
provide an electronic access control system with a master key
for a plurality of remote electronic locks that effectively pre-
vents the unauthorized use of the master key.

The present invention accomplishes these and other objects
and overcomes the drawbacks of the prior art. First, there is
provided an electronic access control device which reduces
the number of pin connections required to manufacture, to
read, to program, and to operate the device. The device mul-
tiplexes the inputs and outputs of the microprocessor IC so
that a single pin can function as an input in one mode and an
output in another. The microprocessor determines, based on
the mode of operation, whether a pin functions as an input or
an output.

The electronic access control device of the present inven-
tion has a communication port connected to selected pins of
the microprocessor IC for accessing the non-volatile memory
for storing an access code. Through the communication port,
the manufacturer can interact with the microprocessor to
store an access code into the non-volatile memory and
retrieve the access code for verification. By virtue of the
provision of the communication port, the factory-pro-
grammed access code can be saved into the non-volatile
memory after the control circuitry is completely assembled.

In one embodiment, the electronic access control device
has a microprocessor IC with a plurality of pins, a keypad for
inputting user-entered access codes and a non-volatile
memory, such as an EEPROM, external of the microproces-
sor for storing an access code. At least one of the IC pins is
connected to both the keypad and the non-volatile memory
for receiving the user-entered code from the keypad and trans-
ferring data between the IC and the memory.

In accordance with the object of the invention to reduce the
vulnerability to tampering, the present invention provides an
electronic access control device which has two microproces-
sors. The first microprocessor is preferably disposed close to
the user interface such as a keypad or an electronic key reader.
The second microprocessor is preferably disposed close to
the lock mechanism and substantially shielded from external
access. When the first microprocessor receives a user-entered
code, it compares the entered code to a stored access code. If
those two codes match, the first microprocessor transmits a
special communication code to the second microprocessor.
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The second IC opens the lock if the transmitted communica-
tion code matches a stored communication code. Since the
second IC is well protected from external access, the risk of
tampering by hard-wiring is significantly reduced.

This dual-microprocessor arrangement is advantageously
used in a voice activated access control system which has a
first microprocessor circuit having speech recognition capa-
bility, and a second microprocessor circuit which carries out
a commanded operation when receiving a correct communi-
cation code from the first microprocessor circuit. The first
microprocessor circuit may include a transmitter for wireless
transmission of the communication code.

The dual-microprocessor arrangement is also advanta-
geously used in a motorcycle ignition switch control system
for turning on accessories or starting the engine in response to
the ignition key position.

The present invention also provides an effective solution to
the problem associated with the intensive need for power of
the solenoid. In the present invention, the electronic access
control device pulses the power to the solenoid so that the
overall power consumption in operating the solenoid is lower.
Thus, the battery has a longer life and the lock has an
increased number of accesses.

In accordance with a related aspect of the present inven-
tion, the electronic access control device employs a low-
battery detection circuit that is turned off and therefore con-
sumes no electrical power when the microprocessor is in the
sleep mode. The low-battery detection circuit uses a combi-
nation of a voltage divider and a transistor to compare the
battery voltage and the regulated voltage for determining
whether the battery voltage is low, and uses another transistor
in series with the voltage divider to selectively turn the current
through the voltage divider on and off. When the current
through the voltage divider is off, the low-voltage detection
circuit does not consume electrical energy.

In the case of an electronic access control system with a
master key and a plurality of remote electronic locks, the
present invention effectively prevents unauthorized use of the
master key. In accordance with the present invention, the
master key has a master access code and a number of access
stored therein. Each of the remote electronic lock has a key
reader to communicating with the master key. When an elec-
tronic lock detects in the key a correct master access code and
anumber of access that is at least one, it opens the associated
lock and decrements the number of access in the key by one.

In accordance with another aspect of the present invention,
there is provided an electronic alarm system for a bicycle or a
similar manually powered vehicle. The alarm system
includes a remote control unit installed in the helmet of the
rider of the bicycle, and an electronic alarm installed on the
bicycle. The remote control unit has a transmitter for the
wireless transmission of control signals to activate or deacti-
vate the alarm on the bicycle. The alarm on the bicycle
includes a motion detector for sensing the movement of the
bicycle. If the motion detector detects the movement of the
vehicle when the electronic alarm is activated, the alarm is set
off.

It is a feature of the present invention to mount the remote
control in the helmet of the rider of the bicycle. By virtue of
this arrangement, the rider is more likely to remember to wear
the helmet. The risk of losing the remote control is also
substantially eliminated.

These and other features and advantages of the invention
will be more readily apparent upon reading the following
description of the preferred embodiment of the invention and
upon reference to the accompanying drawings wherein:
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BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a perspective view showing an electronic access
control device having a keypad;

FIG. 2 is a block diagram of the electronic access control
device of FIG. 1,

FIG. 3 is the schematic of the electronic access control
device;

FIG. 4 is the flow chart at power-up of the device;

FIG. 5 is the flow chart of the device in normal operation;

FIG. 6 is a block diagram of a remote access control device;

FIG. 7 is a schematic of the input electronics of the remote
access control device of FIG. 6;

FIG. 8 is a schematic of another embodiment of the elec-
tronic control access device which has a non-volatile memory
sharing certain pins of a microprocessor with a keypad;

FIG. 9 is a functional block diagram showing an embodi-
ment of an electronic access control device having two micro-
processors communicating with each other to provide
enhanced security of the device;

FIGS. 10A and 10B are schematic views together showing
an application of the dual-microprocessor configuration of
FIG. 9 in an electronic combination lock;

FIG. 11 is a functional block diagram showing an applica-
tion of the dual-microprocessor configuration of FIG. 9 in an
ignition control system for a motorcycle;

FIG. 12 is a functional block diagram showing an applica-
tion of the dual-microprocessor configuration of FIG. 9 in a
voice controlled access control device;

FIG. 13 is a functional block diagram showing another
embodiment of the voice controlled access control device;

FIG. 14 is a functional block diagram showing another
embodiment of the voice controlled access control device
which has a central control station and remote devices;

FIG. 15 is a schematic view showing an electronic access
control system which has a master key for opening a plurality
of remote electronic locks; and

FIG. 16 is a schematic view of an electronic alarm system
for a bicycle which has a remote control unit mounted in a
riding helmet and an electronic alarm mounted on the bicycle.

While the invention is susceptible of various modifications
and alternative constructions, certain illustrated embodi-
ments hereof have been shown in the drawings and will be
described below. It should be understood, however, that there
is no intention to limit the invention to the specific forms
disclosed, but, on the contrary, the invention is to cover all
modifications, alternative constructions and equivalents fall-
ing within the spirit and scope of the invention as defined by
the appended claims.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

Referring to the drawings, there is shown in FIG. 1 an
illustrative electronic access control device 10 having a key-
pad 11, light emitting diodes (LEDs) 12 and 13, and a
mechanical lever arm 14. In this illustration, the device is used
as a lock for an office safe. The device can also be applied to
various applications including locks for vending machines or
amusement games.

The main components of the electronic access code device
are shown in FIG. 2 which include a keypad 11, a micropro-
cessor 14, an access code input and output 15, an acoustic
output (a piezo ceramic bender, Model No. KB1-1541) 16,
LEDs 12 and 13, a voltage regulator (LM29367-5.0) 17, a
battery 18, an electromechanical driver output 19, an oscilla-
tor 20, and a reset circuit 21. Inputs to the device may take the
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form of a thumbprint scan, a retinal scan, or a magnetic strip
input which may work in conjunction with a keypad or as a
sole means of input. Outputs may take the form of an alpha-
numeric display which may work in conjunction with an
acoustic output or an LED or as a sole means of output.

The manufacturers which provide microprocessors appli-
cable to the device include: Micro-Chip (PIC 16C54, PIC
16C57, PIC 16C71, PIC 16C76); Motorola (MC68HC705]1,
MC68HC705K1, MCG69HC705P6,  MC68HC705PS,
MC68HC705P9); National Semiconductor (COP 820C);
SGS-Thomson (ST 6210); Texas Instruments (370C311);
Zilog (Z84CO01).

A more detailed schematic of the device is shown in FIG. 3,
highlighting the reduced pin configuration and the serial
access to the electrically programmable read only memory
(EPROM) 22. Several of the pins on the microprocessor 14
are multiplexed and perform multiple functions, at times used
as inputs and at times used as outputs; thereby, the pin con-
figuration is able to use only 9 pins for the keypad input, the
acoustic output, and the EPROM 22 reading and writing. For
example, the 12 keypad entries are shown in rows and col-
umns. Each keypad entry in a row is connected to the corre-
sponding pin. For example, keypads “3”, “6”, and “9” are
connected to pin R1. Each keypad entry in the same column is
connected to a corresponding pin as well. For example, keys
“37, <07, “1”, and “2” are all connected to pin C3.

The multiplexing of the keypad allows for input of twelve
different inputs (“0” through “9”, PROG, and CLR) using a
four by three configuration, as shown in FIG. 4 and FIG. 5. In
particular, there are four rows and three columns in this con-
figuration. In accordance with another embodiment, a keypad
with four different inputs allows for as little as a two by two
configuration through multiplexing the inputs.

The following example will illustrate the multiplexing with
respect to the keypad 11. Normally, in sleep mode, pins R1,
R2, R3 and R4 are waiting for an input. When, for example,
the keypad “3” is input, pin R1, which keypad “3” is con-
nected to, is triggered signifying to the microprocessor 14 that
an interrupt has occurred. The microprocessor 14 then
executes an interrupt in the software program and changes
one of the four pins (R1, R2, R3 and R4) into an output
whereby a logic high is sent to the R1 pin. When a keypad is
pressed, it acts as a short circuit; thus, when the microproces-
sor 14 sends out alogic high, it then senses pins C1, C2 and C3
to determine exactly which keypad in the row has been
pressed. In this case, where keypad “3” is input, C3 is high.
Pressing keypad “3” acts as a short circuit so that when R1 is
sent high, there is a direct electrical connection between pin
R1 and C3 via keypad “3”1. Thus, the microprocessor 14 can
determine that keypad “3” was pressed based on R1 and C3
both being logic high.

Another example of using multiple functions as connected
to a single pin is the acoustic output 16. The acoustic output
16 is connected, via a transistor, to pin C2. Pin C2 is also
connected to keypads “CLR”, “4”, “5”, and “6”. When the
microprocessor 14 sends an audible signal output, pin C2 acts
as an output. When the microprocessor is sensing the keypad
input, C2 acts as an input.

A further example of multiple functions as connected to a
single pin is the EPROM 22 sensing function. The EPROM
22, as shown in FIG. 3, is part of the microprocessor 14. The
DATA line (bidirectional in that the line is able to input data to
write and output data to read) and CLOCK line of the EPROM
22 are connected to C1 and C2, respectively. Pins C1 and C2
are connected to the keypad as well. When the PROGRAM
signal is input, C1 and C2 function as inputs when writing to
the memory location in the EPROM and function as outputs



US 7,482,907 B2

7

when reading from the memory location in the EPROM 22.
Through this arrangement, the manufacturer may serially
program the device with the access code. The microprocessor
14 uses registers 56 to transmit the incoming serial data into
parallel data for the EPROM 22 to input. Further, the end user
may read the EPROM 22 access code serially as well. In
reading the EPROM 22, only three pins must be accessed
(PROGRAM, DATA, and GROUND). The microprocessor
14 uses registers 56 to transmit the outgoing parallel data
from the EPROM 22 to serial form for output.

It will be appreciated that by installing a communication
port, namely the access code 1/O 15, in the microprocessor-
based control circuit, the manufacturer of the device can
access the EPROM by interacting with the microprocessor 14
via the communication port. By virtue of this arrangement,
the manufacturer can program the access code into the
EPROM as the last step in the manufacturing process, i.e.,
after the control circuit has been fully assembled. Thus, there
is no longer the need to use a EPROM that is pre-programmed
with access codes, or to attempt to input the access code into
the EPROM by means of pin clips or the like during the
manufacturing process. This ability to program the EPROM
after the completion of the control circuit imparts significant
flexibility, efficiency, and reliability to the manufacturing
process.

The operation of the electronic access code device is shown
in flowchart form in FIG. 4 and FIG. 5. FIG. 4 shows the
initialization sequence of the device upon power-up 24. The
microprocessor, which contains an EPROM 22 and a random
access memory (RAM) 23, checks to see if there is an access
code stored 25 in the EPROM 22. The microprocessor 14
performs this operation by checking if a proprietary bit
sequence is set, wherein the particular sequence of bits sig-
nifies that the EPROM 22 has a stored access code. If the bit
sequence is present, the EPROM 22 contains the access code,
whereby the microprocessor 14 waits for input from the key-
pad or waits for an external read signal 26 from the micro-
processor 14.

If the bit sequence is not present, the EPROM 22 does not
contain the access code in its memory. The microprocessor 14
must then wait for the external program signal 28 which
signifies that the access code is being written to the EPROM
22. The external program signal, as shown in FIG. 3, is
labeled PROGRAM and is connected to pin 104 and pin IRQ
of'the microprocessor 14. In this mode, when the PROGRAM
signal is toggled, this signifies that the access code is being
burned into the EPROM 22. The microprocessor 14 then uses
the CLOCK and DATA lines to clock in the data thereby
reading the access code. Then, the microprocessor 14 stores
the access code into memory 30. The microprocessor 14
subsequently sets the proprietary bit sequence on the EPROM
22 signifying that the EPROM 22 contains the access code.
Finally, the microprocessor 14 waits for input from the key-
pad or waits for an external read signal 26 from the micro-
processor 14.

The EPROM 22 can also be used to store features other
than the access code. It can be used to determine such things
as: (1) the amount of time the solenoid 31 is to be energized
upon opening the lock; (2) the number of key presses in the
access code; (3) the option of disabling the permanent access
code temporarily when a new-access code is stored in RAM
23; (4) the device serial number; and (5) the date and time the
device was manufactured or put in service. These features
allow the manufacturer to deliver to an original equipment
manufacturer (OEM) customer a generic electronic lock
assembly. The OEM customer may then characterize all the
specific lock features at the OEM customer facility.
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As shown in FIG. 5, after the power-up initialization rou-
tine, the microprocessor waits for an entry from the keypad
32. Several functions are available based on the keypad entry.
If the program key (PROG key) is first pressed, the operator
wishes to input an additional access code 33. In this mode, the
microprocessor 14 inputs the next five numbers from the
keypad 34, 35, 36, 37, and 38. The comparator 57, within the
microprocessor 14, compares the two numbers and checks if
the input number matches the access code 39 from the
EPROM 22 which is stored in RAM 23. If the two numbers
match, this signifies that the operator knows the access code
in the EPROM 22 and therefore has clearance to input an
additional access code 40. Thus, the microprocessor accepts
the next five numbers from the keypad as the additional access
code 41,42, 43, 44, and 45, and stores the new access code 46
in RAM 23. The operator may then input either the access
code from the EPROM 22 or the additional access code to
open the lock. The operator may repeat this procedure and
place additional access codes into RAM 23. The additional
access codes will be stored in RAM 23 until the power is
removed from the microprocessor 14 at which time the RAM
23 memory will be lost.

An alternate mode of using the PROG key is to disable the
permanent access code in the EPROM 22 temporarily when a
new access code is entered into RAM 23. After the PROG key
is hit, the microprocessor 14 inputs the next five numbers 34,
35, 36, 37 and 38. The comparator 57, within the micropro-
cessor 14, compares the input number with the permanent
access code 39 from EPROM 22. If the two numbers match,
the microprocessor 14 inputs a second access code 41, 42, 43,
44, 45. In this alternative, when the microprocessor 14 stores
in RAM 23 the new access code 46, it disables access to the
permanent access code in RAM 23. Therefore, until the bat-
tery 18 is turned off, the only access code available is the new
access code stored in RAM 23.

If an operator enters the PROG key at any time other than
at the first keypad entry from sleep mode, the microprocessor
will display the error message 47 by sounding the acoustic
output 16 through pin C2 and the LED 13.

If a number from the keypad 11 is first entered while in
sleep mode 48, the microprocessor 14 waits until another four
numbers are entered 49, 50, 51, and 52, from the keypad 11.
The microprocessor 14 then compares the number entered
from the keypad 11 with the access code 53 stored in RAM
23. Ifthe numbers match, the microprocessor 14 energizes the
solenoid 31 at the output 54. The microprocessor 14 can also
energize a DC motor, an electro-mechanical relay, or a solid-
state relay. If the numbers do not match, the error message is
sent 47 by sounding the acoustic output at pin C2.

If the clear key on the keypad is entered at any time in the
operation of the device, the microprocessor 14 waits 5 sec-
onds before going back into sleep mode and waiting for the
next keypad entry.

One feature of the device is a lockout of keypad operations.
If the microprocessor 14 receives three consecutive opera-
tions which generate error messages 47, the microprocessor
14 will disable operation of the device for two minutes. Any
attempt to operate the device in the two minute lockout period
will generate an error message 47.

An additional feature of the system is a requirement that a
digit must be entered within a specified time. Otherwise, the
microprocessor 14 will send an error message 47 if there is a
five second lapse between keypad entries.

A further feature of the system is the modulated voltage
across the solenoid 31. When the correct access code is input
53 from the keypad 11, the microprocessor 14 energizes the
solenoid 31. The microprocessor 14 must supply sufficient
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power to the solenoid to unlock the lock (i.e., the solenoid
must push the plunger in against the coil to open the lock).
This involves two different operations. First, the solenoid 31
must physically push the plunger against the coil. Second, the
solenoid 31 must keep the plunger pushed against the coil for
the specified time in which to keep the lock unlocked.

The first operation (pushing the plunger) is very energy
intensive. The solenoid 31 must exert kinetic and potential
energy to physically move the plunger against the coil. The
second operation (maintaining the position of the plunger) is
less energy intensive. The solenoid 31 must exert only poten-
tial energy in terms of keeping the plunger compressed
against the coil. The device, in order to unlock the lock,
supplies the entire battery power necessary for the solenoid
31 to pull the plunger in against the coil. The microprocessor
14 accesses the timer 55, within the microprocessor 14,
whereby the timer indicates when to reduce the power. Once
the plunger is pulled in, the microprocessor 14 modulates the
voltage to the solenoid 31. This reduces the current into the
solenoid while the solenoid plunger is held in since the entire
DC current is not required to keep the plunger in the closed
position-relative to the coil. This in turn reduces the total
amp-hours of current out of the battery during an access cycle,
and the total number of accesses to the device increases.

By way of example, the solenoid 31 requires 300 milliamps
of current to pull the plunger in. The microprocessor 14
accesses the timer 55, waiting 0.5 seconds to do that opera-
tion. The microprocessor 14 then drops the solenoid current
to 150 milliamps. This current is sufficient for the solenoid 31
to keep the plunger flush against the coil. The microprocessor
14 accesses the timer 55 again, waiting for the timer 55 to
indicate that three seconds have passed, supplying the lower
current to allow the user to open the door. In this manner, the
microprocessor 14 uses approximately %2 as much power in
the modulated mode.

FIG. 6 highlights another aspect of the invention, the
remote operation of the electronic access code device using a
battery. The device can be integrated with other electronic
devices forming a system of electronic locks. At the center of
the system is a central control station whereby each of the
devices may be accessed.

The accessed device is designed for low power consump-
tion so that it may operate on a battery for an extended period
of'time. The remote access device is normally in a sleep mode.
In other words, the device is not in active operation. The
remote device can “wake-up” from the low power sleep mode
in a variety of ways. One method is for the circuitry in the
sleep mode device to sense the incoming signal. When the
signal is sent, the remote device resumes normal operation.
Another method is for the circuitry in the sleep mode device
periodically to resume normal operation and sense if there is
an incoming signal. If the incoming signal is sent, the cir-
cuitry is able to receive the bitstream data that contains the
access code. The circuitry thus remains in a low-power sleep-
mode condition for the majority of the time, dissipating low
power, while no signal is received. The device may then be
powered by a battery.

The remote electronic access code device is divided into
two parts: the input electronics 60 and the processing elec-
tronics 64. The processing electronics 64 contains a micro-
processor, an access code input and output, an acoustic out-
put, light emitting diodes (LED), a voltage regulator, and an
electromechanical driver output. Thus, the remote device is
similar to the microprocessor in processing the input access
code, as shown in FIG. 1, except the access code may be input
in several ways. In this embodiment, the data stream is input
serially into the microprocessor 14 so that a variety of serial
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inputs may be connected to the input of the microprocessor
14. For example, the access code may be input using a tradi-
tional keypad 11 transmitting data in serial mode. Moreover,
the data may be input serially using an electromagnetic signal
input from the radio frequency (RF), optical frequency or
infrared frequency bands. Thus, the microprocessor 14, in
this configuration, may accept the input from any one of this
inputs.

The input electronics 60 accepts the code sent from the
central control. The method of transmitting the code may take
several forms including an electromagnetic signal (such as a
RF signal sent by an RF serial bitstream transmitter, or an
infrared signal) or a data line (telephone line).

When an RF signal is used, the central station transmits a
signal via a transmit antenna 63 (transducer that sends radi-
ated electromagnetic fields into space). The radiated waves
containing the RF signal contains the bitstream access code
which is sent to the input electronics 60. The input electronics
60 contains the RF wake-up 61 and the RF decode circuitry
62. In one embodiment, the RF wake-up circuit 61 is ordi-
narily in a low power sleep-mode. However, for a 10 milli-
second period every 1 second, the RF wake-up circuit 61
senses for an RF bitstream signal. If an RF bitstream signal
exists, it remains awake and receives the entire RF bitstream
signal. The RF wake-up circuit 61 then sends a wake-up
enable signal to the RF decode circuit 62. The RF decode
circuit 62, via the antenna 63, translates it into a series of bits
and then sends the digital bitstream signal to the processing
electronics 65 to determine if the digital bitstream signal
contains the access code.

In another embodiment, the RF wake-up circuit 61 remains
in low power sleep mode until it senses the RF signal. The RF
signal, in this embodiment, contains a low carrier frequency
way and a high frequency RE bitstream superimposed on the
low frequency carrier wave. When the RF wake-up circuit 61
senses, via the antenna 66, that there is a signal tuned to the
low frequency carrier wave, the RE wake-up circuit 61 sends
a wake-up enable signal to the RF decode circuit 62. The RF
decode circuit 62 then accepts the RF bitstream access code
signal, and translates it into a series of bits for the micropro-
cessor 14.

FIG. 7 shows the schematic of the input electronics 60
wherein the RF wake-up circuit 61 periodically wakes up
from a low power sleep mode and senses if there is an incom-
ing RF signal. The RF wake-up circuit 61 consists of two
low-power CMOS inverter gates, INV1 and INV2, a CMOS
transistor Q3, resistors, and a capacitor. The two inverters
INV1 and INV2 are configured in an oscillator configuration
in a ratio of 1 to 100. In other words, the oscillator will switch
on for Yoo of a second. At this time, the CMOS transistor Q3
will turn on and supply the battery power to the RF decode
circuitry 62. The RF decode circuitry 62 will only draw bat-
tery power for Y100 of the time, and thus the battery will last
100 times longer than if the battery were permanently con-
nected to the RF decode circuitry 62.

The RF decode circuitry 62 consists of two bipolar junction
transistors Q1, Q2, two Operational Amplifiers, OP1 and
OP2, and resistors, capacitors, inductors and diodes con-
nected to these components. The RF input signal is referred to
as an on-off keying of high frequency bursts for set time
frames. In the present invention, the frequency is set at 320
MHz. A burst of frequency is detected by the Q1 and Q2
transistors with their circuits tuned to the correct frequency
(320 MHz in this example). The RF decode circuitry 62 then
senses the data bitstream sent in the form of digital 1 data
signal and digital O dead band of no frequency. Thus, atrain of
onand off frequency pulses would be received by the antenna,






