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SYSTEM AND METHOD FOR ROUTING A
DATA PACKET IN A WIRELESS NETWORK,
COMPUTING SYSTEM IN A SYSTEM FOR
ROUTING A DATA PACKET IN A WIRELESS
NETWORK, AND METHOD FOR ROUTING A
DATA PACKET IN A COMPUTING SYSTEM

[0001] The present invention relates to a method and sys
tem for forwarding a data packet in a wireless network, from

nodes to forward the data packet will be assigned and how
these node have to communicate between them will be estab
lished.

[0007] One example of routing protocol is described in the
application of the European patent EPll229l9, with title
“Routing method for ad hoc networks”, under the name of
CIT Alcatel. In this application a methodology that allows
establishing a forwarding path between a source node and a
destination node in a multi-hop ad-hoc network is described.

[0008] Another example of routing protocol is the IETF

a source node to a destination node, through at least one node

standard known as AODV (Ad hoc On-demand Distance

of the network which acts as the designated intermediate

Vector), which allows establishing forwarding paths in multi
hop ad-hoc networks. AODV starts discovering forwarding

node, establishing a forwarding path. More speci?cally, it
refers to a cooperative forwarding method for multi-hop ad
hoc networks that allows using the resources of the nodes next

to the nodes of the forwarding path to increment their capaci
ties of communication and processing.
[0002] It also refers to a method for forwarding a data
packet in a wireless network, to a computing system in a
system to forward a data packet in a wireless network, and to
a method for forwarding a data packet in a computing system.

[0003]

The invention may be directly put into practice as

cooperator forwarding method of a data packet, or may be

adapted to known protocols.
BACKGROUND OF THE INVENTION

[0004] One of the most important problems in signal trans
mission via radiofrequency is the fast attenuation that the
transmitted signal suffers with the distance. So, when it is
expected to transmit a data packet with a considerably high
data rate and long distance, a transmitter with large transmis
sion power is needed in order to make the data packet reach
the destination with a low error rate. Obviously, this solution

paths when a node of the network needs to known a forward
ing path to a new destination node.

[0009] Regarding the forwarding method, it uses the
address of the ?nal destination node of the data packet (that is,
of the end of the forwarding path that the data packet has to
follow) to get the address of the node in which the data packet
has to be transmitted (commonly named as next-hop). This
mapping may be found in what is commonly named forward
ing table. Theses addresses (together with the address of the
source node that generated the data packet and the address of
the node that is currently transmitting the data packet) are
found in the control header of the data packet when this data
packet is transmitted. Since, as described before, every node
of the forwarding path has a forwarding table which com
prises the information used to know to which node the data

packet has to be transmitted for an speci?c destination node,
the node processes the data packet and, by means of the
forwarding method, it discovers to which node the data packet
has to be sent.

[0010] In the case where the designated intermediate nodes
of the forwarding path are in a static position, the previously

is not suitable for, for example, mobile devices such as cel

known forwarding methods (for example, non-cooperative

lular phones or PDAs which have to consume little power or

methods) can have an acceptable performance. The problem

have limited transmission power.

appears when some of the designated intermediate nodes of
the forwarding path change to a state of inability to forward
the data packet, This can happen, for instance, if (i) the des

[0005] One of the adopted solutions, already several years
old, for transmitting data packets via radiofrequency has been
the creation of multi-hop communication networks, in which

ignated intermediate node moves to a place out of the cover

data packets are forwarded through the nodes of the network,

age range of the previous node of the designated intermediate

from a source node to a destination node of the network. First

node, (ii) the designated intermediate node is switched off,

of all, in order to be able to forward the data packet, a routing

due of lack of power or because the node enters into a power

protocol for discovering the forwarding path through the most

saving state; or (iii) because the data packet has been received

adequate nodes of the network is needed. On the other hand,
a routing (forwarding) method is necessary that indicates to

with errors. Whatever the situation is, the communication

every node of the forwarding path which forwarding path the
data packet should follow, and which normally consists of a
forwarding table lookup which sets the next node in the path
towards the destination, and the subsequent relaying of the
data packets addresses to this node.

[0006] Basically, the routing protocol establishes, from

between the nodes of the forwarding path breaks and there
fore, a loss of data packets starts to occur. A possible solution
to this situation is to update the forwarding tables of the nodes
of the forwarding path, adapting them to the new situation,
and establishing a new forwarding path. The main disadvan
tage of this solution is the large number of data packets that
can be lost during the time between the breaking of the for

among all nodes of the network, the nodes which have to take

warding path and the updating of the forwarding tables of the

part of the process of forwarding the data packet from the

implied nodes, since this process usually requires large peri

source node to the destination node, that is, it establishes the

ods of time (several seconds) for its execution.
[0011] On the other hand, cooperative protocols are well

designated intermediate nodes in which the data packets will
travel through. Moreover, this protocol provides all the rout
ing information needed in the forwarding tables of each of the
nodes that belong to the established forwarding path (each
node knows, according to the destination node, which node it
has to send the data packet to). To discover the forwarding
path, all nodes of the network have to communicate with each

other (for example, exchanging messages among themselves
with routing information), and this way the most suitable

known in the state of the art. They allow nodes to use the

resources of adjacent nodes to increase their capacities of

communication and processing. The design of these protocols
is a new and promising research ?eld. However, although its

popularity is increasing in wireless transmissions and peer
to-peer applications, it is less common in the intermediate
layers of the communications stack, mainly within the 2 to 4
layers of the OSI reference model of ISO (International Stan
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dards Organization). The main reason may be that the basic
methods and abstractions, such as a correct forwarding,
which will ease the design of this type of protocols, are not

de?ned in the communications stack that is used today in

networks, as in, for example, TCP/IP, standardized by the
IETF.

[0012] Recently, several documents related to cooperative
protocols in the physical layer (layer 1 of the communications
stack) have been published, for example, in [A. Nosratinia, T.
E. Hunter, A. Hedayat, “Cooperative Communication in
Wireless Networks”, IEEE Communications Magazine,

[0018] The system according to the present invention may
be considered as a cooperative forwarding method. Providing
means for obtaining a set of cooperating nodes of the desig
nated intermediate node causes that, in case that the inability
of the designated intermediate node is detected, this set of
cooperating nodes (which may comprise one or more nodes

of the network) will be the responsible for forwarding the data
packet, and then avoiding a break in the communication
between the nodes of the forwarding path, and so, there are no

lost packets, thus solving the transmission problems that
found in the current wireless networks. Basically, none of the

October 2004]. The results obtained show that it is possible to

nodes of the forwarding path have to modify its forwarding

obtain big power savings and big increases of range, although

table, thus no time is lost doing so and also no packets will be
lost.

they require complex radiofrequency hardware.
[0013] In the area of cooperative protocols within the appli
cation layer (layers 5 to 7 of the communications stack),
recently an increase of proposals for well-known protocols
has occurred, such as peer-to-peer (P2P). These proposals

[0019]

The set of cooperating nodes performs all of the

have demonstrated their capacity to create distributed sys
tems and self-organiZed, in which resources such as content,
CPU, storage or bandwidth are shared.

functions of the designated intermediate node, to assure that
the movement or the disappearance of this designated inter
mediate node does not affect the operation of the network.
The nodes of the wireless network cooperate with each other,
so that the designated intermediate node of the forwarding
path uses the resources of adjacent nodes to increment its

[0014]

capacities of communication and processing, hence achiev

Regarding to layers 2 to 4, evidences exist of achiev

ing large gains by using cooperative protocols in these layers
without an increase in the complexity of the hardware,

ing a more robust network as a result of sharing these capaci
ties of transmission and forwarding. These shared resources

although, as described before, they have not been deeply

may be, for example, antennas, RF chains, network inter

studied in the literature. Some examples of this work are the

faces, memory or processors.

following: [P. Larsson, “Selection Diversity Forwarding in a
Multihop Packet Radio Network with Fading Channel and
Capture”, ACM SIGMOBILE Mobile Computing and Com
munication Review, Vol 5 No. 4 (2001), 47-54], [S. Biswas, R.

[0020] During the period of time during which the coop
eration is being performed, the forwarding path determina
tion protocol may perform an alternative forwarding path

Morris, “ExOR: Opportunistic Multi-hop Routing for Wire
lessNetworks ”, Proceedings ofACMSIGCOMM’05 pp. 133

143, Philadelphia, Pa., USA, 2005] y [A. Bletsas, A. Khisti,
D. Reed, A. Lippman, “A Simple Cooperative Diversity
Method Based on NetworkPath Selection ” IEEE Journal on

determination. Once the alternative forwarding path has been
established, the data ?ow will follow the new forwarding
path. The relevant characteristic of the described method is
that, during the period of time of determination of a new

forwarding path, the data ?ow is not interrupted.
[0021] Another advantage of the invention is that the

Selected Areas in Communications, Vol. 24, No. 3, March

method may be useful for accommodating, in wireless net

2006]

works, the operation of already existent cooperative protocols

[0015] It must be pointed out that, in general, the same
method can be used by communication protocols placed in
different layers of the OSI reference model of ISO. For
instance, the forwarding of a packet is usually performed at
layer 3, but it can also be performed in other layers (for
instance, at layer 3 or even at application layer). Therefore the
method described is not limited to its application to a speci?c
layer of the OSI reference model of ISO.
DESCRIPTION OF THE INVENTION

[0016] From what was described above, it is an objective of
the present invention to provide a system for forwarding a
data packet in a wireless network which allows optimiZing the

performance of it.
[0017] This objective is achieved through claim 1, provid
ing a system for forwarding at least one data packet in a

wireless network, which comprises means for detecting the
inability of the designated intermediate node to forward, via
itself, the data packet from the node previous to the desig
nated intermediate node to the node after to the designated
intermediate node of the forwarding path; and means for
obtaining a set of cooperating nodes of the designated inter
mediate node, from among all the nodes of the network, to

(for example, the cooperative protocol MAC or the coopera
tive protocol ARQ), achieving a more natural operation.
[0022]

In an extreme situation, in which the set of cooper

ating nodes of the designated intermediate node does not have
any node, the network will continue operating as it operates if
it was a non-cooperative network, but never worse.

[0023] Preferably, the system comprises means for obtain
ing a set of possible cooperating nodes of the designated
intermediate node. This set of possible cooperating nodes
comprises the nodes that potentially may act as cooperating
nodes of the designated intermediate node, when this desig
nated intermediate node is not able to forward the data packet.

Obtaining this set of possible cooperating nodes of the des
ignated intermediate node may be performed at intervals of
time, for example, every three seconds, and it is independent
of the transmission of the data packet of the node previous to
the designated intermediate node of the forwarding path. This
way, as the set of possible cooperating nodes is already known
when the transmission is performed, the time needed to con

?rm the reception of the data packet is decreased, and this ?ts
very well for some protocols.

forward, through this set, the data packet from the node pre

[0024] According to a preferred embodiment of this inven
tion, the means for obtaining the set of possible cooperating
nodes of the designated intermediate node comprise means

vious to the designated intermediate node to the node after the

for obtaining the set of nodes that are within the range of the

designated intermediate node of the forwarding path, in case
the inability of the designated intermediate node is detected.

designated intermediate node; and means for selecting, from
this set of nodes, the set of possible cooperating nodes of the
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designated intermediate node, in such a Way that this set of

destination node of the data packet and, thanks to its forWard

possible cooperating nodes ful?lls the suitable conditions for
acting as a cooperating node of the designated intermediate

ing table, it discovers the node through Which the data packet
has to be transmitted.

node.

[0030]

[0025] This Way, the set of possible cooperating nodes may
be made up of those that have good communication channels
With the designated intermediate node of the forwarding path.

means for distributing to its set of possible cooperating nodes
the needed routing information, and this information is intro
duced in the forWarding table of each of the nodes of the set of

The determination of a good communication channel may be
based on several parameters of quality, such as the signal to
noise ratio (SNR) or the bit error rate (BER).

mediate node keeps the forWarding tables of the nodes of the
set of possible cooperating nodes updated in front of possible
disappearances of nodes, Whether, for example, due to mobil

[0026] Another advantage of the invention is that the node
previous to the designated intermediate node does not take
part in the decision of Which node of the set of possible
cooperating nodes of this designated intermediate node has to
forWard the data packet, in case of inability of the designated
intermediate node (the set of cooperating nodes is chosen
betWeen the designated intermediate node and its set of pos

sible cooperating nodes). From the previous node’s point of
vieW, due to the inability of the designated intermediate node
to forWard the data packet, a break in the forwarding path is
not seen, since it receives a con?rmation of the data packet,

either from the designated intermediate node, if it is able to
forWard the packet, or from some of the nodes of the set of

possible cooperating nodes, or from the designated interme
diate node, if the designated intermediate node cannot for
Ward the data packet.
[0027] According to an embodiment of the invention, the
set of possible cooperating nodes may comprise means for

The designated intermediate node may comprise

possible cooperating nodes. This Way, the designated inter

ity of nodes or to disconnections. The distribution of this

routing information can be done during several periods of
time.
[0031] It is important to emphasiZe that, thanks to the use of
radio Waves, the transmission of the data packet by the node
previous to the designated intermediate node may be done at
the same time both to this designated intermediate node and to
its set of possible cooperating nodes. Thanks to this, as long as
one node of the set of cooperating nodes of the designated

intermediate node receives correctly the data packet, the pre
vious node does not have to retransmit the data packet to be
forWarded by the set of cooperating nodes, in the case that the
designated intermediate node is not able to forWard the data

packet. Since the set of possible cooperating nodes also
receives the data packet, it (i.e. the nodes Within this set)
processes the data packet and it keeps the data packet until it
discovers that the designated intermediate node has for
Warded the packet. In the case that the set of possible coop

detecting the inability of the designated intermediate node,

erating nodes discovers that the designated intermediate node

although it is possible that, as described before, that the des

has not forWarded the data packet, either because it has not
sent the con?rmation of reception of the data packet to the
previous node, or because it has not transmitted the data

ignated intermediate node can itself incorporate means for

performing these methods.
[0028] In the same Way, the set of possible cooperating
nodes of a designated intermediate node can additionally

comprise means for communicating the inactivity of the des
ignated intermediate node, to the node previous to this des

ignated intermediate node according to the forWarding path,
although as previously described, it is possible that these
means are comprised in the designated intermediate node

itself. This noti?cation of inactivity may be performed, for
example, after a certain period of time of inactivity of the
designated intermediate node, or after a certain number of

data packets that cannot be forWarded by the designated inter
mediate node. Whatever the cause may be, a modi?cation in

packet, the set of cooperating nodes, Which belongs to the set
of possible cooperating nodes, forWards the data packet to the
node after the designated intermediate node.
[0032] If the set of cooperating nodes comprises more than
one node, the forWarding of the data packet to the node after
the designated intermediate node may be done by all the
nodes of the set of cooperating nodes or by just one of these
nodes. In this last case, the election of Which node has to

forWard the data packet may be done, for example, folloWing
a predetermined order established by the designated interme
diate node, either for proximity or for quality of the commu
nication channel.

the forWarding table of the previous node may be done, in

[0033]

order to achieve that the forWarding of a data packet for a

mediate node and to its set of possible cooperating nodes may
comprise one ?ag that informs to this set of possible cooper
ating nodes that it has to cooperate in the forWarding of the

destination node is done through another node, and thus
obtaining a neW forWarding path. This modi?cation may be

produced either by recalling the functionality of the forWard
ing path determination protocol (routing protocol) or using
the local information provided to the intermediate designated
nodes by the cooperating nodes themselves.
[0029] Preferably, each of the nodes of the netWork com

prises routing information, and this routing information may

The data packet transmitted to the designated inter

data packet (cooperation ?ag). This Way, if the data packet has
this ?ag set, the set of possible cooperating nodes knoWs that,
in case of inability of the designated intermediate node, it has
to take part in the forWarding of the data packet, and so, it (i.e.
the nodes Within this set) saves the data packet until it con
?rms that the designated intermediate node has forWarded the

be stored as a forWarding table. This information may com

packet. If the data packet does not have this ?ag set, the

prise at least the address of the destination node of the data
packet, and the address of the node to Which to transmit the

netWork operates as if it Was a non-cooperative forWarding

data packet in order to achieve the data packet ?nally reaching

the forWarding path and their adjacent nodes.
[0034] According to another embodiment of the invention,

the destination node. This information is complemented With
the data that the data packet has in its control header, the
address of the destination node being relevant for the present
embodiment. This Way, When the designated intermediate
node that receives the data packet processes it, it discovers the

method, that is, there is no cooperation betWeen the nodes of

the means for discovering the set of cooperating nodes of the
designated intermediate node may comprise means for

obtaining, from the set of possible cooperating nodes, the
subset of nodes that are Within range of the node previous to
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the designated intermediate node, when this node previous to
the designated intermediate node has transmitted the packet;
and means for choosing, from this subset of nodes, the set of

cooperating nodes of the designated intermediate node.
[0035] In this case, the set of cooperating nodes runs a big
risk, since it does not know if the node after the designated
intermediate node is in its range, although this embodiment
considerably accelerates the process. This characteristic ?ts
well for the protocols in which is necessary a fast con?rma
tion of reception, such as 802.11.
[0036] Alternatively, the means for discovering the set of
cooperating nodes of the designated intermediate node may
comprise means for obtaining, from the set of possible coop
erating nodes, the subset of nodes that are in range with the
node previous to the designated intermediate node, when this
node previous to the designated intermediate node transmits
the data packet; means for obtaining, from this subset of
nodes, a second subset of nodes in the way that the node after

the designated intermediate node of the forwarding path is in

positive detection in step (A), to discover a set of cooperating
nodes of the designated intermediate node, from among all
the nodes of the network, to forward, via this set, the data
packet from the node previous to the designated intermediate
node to the node after the designated intermediate node of the

forwarding path.
[0043] The method may also comprise a step (C) to obtain
a set of possible cooperating nodes of the designated inter

mediate node. This step (C) may comprise the substeps (C1)
to obtain the set of nodes that are in range with the designated

intermediate node; (C.2) to choose, from this set of nodes, the
set of possible cooperating nodes of the designated interme
diate node, in the way that this set of possible cooperating
nodes satis?es suitable conditions to act as cooperating nodes

of the designated intermediate node.
[0044] Regarding an embodiment of the invention, the step
(B) of discovering the set of cooperating nodes of the desig

nated intermediate node, comprises the substeps of (B1)
obtaining, from the set of possible cooperating nodes, the

range with this second subset of nodes; and means for choos

subset of nodes that are in range with the node previous to the

ing, from this second subset of nodes, the set of cooperating
nodes of the designated intermediate node.
[0037] In this second case, the forwarding of the data
packet is done with high probability, since the system checks

designated intermediate node, when this node previous to the
designated intermediate node transmits the data packet; (B2)
of choosing, from this subset of nodes, the set of cooperating
nodes of the designated intermediate node.
[0045] Alternatively, step (B) of discovering the set of
cooperating nodes of the designated intermediate node, may
comprise the substeps (B3) of obtaining, from the set of
possible cooperating nodes, the subset of nodes that are
within range of the node previous to the designated interme
diate node, when this node previous to the designated inter
mediate node has transmitted the data packet; (B.4) obtain

if the node to which the data packet has to be transmitted is in
range with the set of cooperating nodes of the designated
intermediate node.
[0038] The system may also comprise means for detecting
the inappropriate operation of a node of the set of possible
cooperating nodes. This inappropriate operation can be
because of, for example, an erroneous operation of the node
or to an unnecessary operation. In the ?rst case, these means

avoid the node becoming part of the set of cooperating nodes,
and thus, communication problems arising in the network
(lost of data packets). Regarding to the second case, the fact
that a node with an inappropriate operation stops working

ing, from this subset of nodes, a second subset of nodes in
such a way that the node after the designated intermediate
node of the forwarding path is within range of this second

subset of nodes of the designated intermediate node; (B5) of
choosing, from this second subset of nodes, the set of coop

avoids an unnecessary consumption of system resources.

erating nodes of the designated intermediate node.

[0039] Regarding an embodiment of the invention, the set
of possible cooperating nodes (referenced below as a cloud)
comprises an identi?er of this set (or cloud identi?er). In this
way, when the set of possible cooperating nodes is modi?ed
(whether, for example, because one of the nodes moves away

[0046] According to another aspect of the invention, a com
puting system in a system to forward a data packet in a
wireless network is provided, which is suitable to act as

from the range, or because one of the nodes closes), a new

identi?er is assigned to this set.
[0040] Moreover, the routing information of at least one of

the nodes of the forwarding path may comprise the identi?er
of its set of possible cooperating nodes. In this way, only the
nodes which have connectivity in that moment with the des

ignated intermediate node will cooperate.
[0041]

The invention may also comprise means that allows

for a cooperating node belonging to a cloud to be able to learn

that it has ceased to receive correctly the messages of the
designated intermediate node (which will be referred to
below as cloud master), whereas the master node correctly
receives the frames, which is an indication that the node must
cease its cooperation, as it introduces a broken cloud condi

tion.

[0042] According to another aspect, the invention provides
one method for forwarding at least one data packet in a

wireless network, which comprises the steps of (A) to detect
the inability of the designated intermediate node to forward,
via itself, the data packet from the node previous to the des
ignated intermediate node to the node after the designated
intermediate node of the forwarding path; (B) in case of

cooperating node of the designated intermediate node, and
which comprises means for detecting the inability of the
designated intermediate node to forward, via itself, the data
packet from the node previous to the designated intermediate
node to the node after the designated intermediate node of the
forwarding path; and means for forwarding the data packet
that comprise means for receiving the data packet from the
node previous to the designated intermediate node of the
forwarding path, and means for transmitting this data packet
to the node after the designated intermediate node of the
forwarding path, in case that the inability of the designated
intermediate node is detected.
[0047] The means for transmitting the data packet to the

node after the designated intermediate node of the forwarding
path may comprise means for adding a ?ag to the data packet
which informs about the set of possible cooperating nodes of
the designated intermediate node which has to cooperate in
the forwarding of the data packet.
[0048] Regarding another aspect of the invention, a method
for forwarding at least one data packet in a computing system
like the one described is provided, said method comprising
the step (D) of receiving the data packet from the node pre
vious to the designated intermediate node of the forwarding

path; (A) detecting the inability of the designated intermedi
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[0049] Regarding another aspect, the invention provides

intermediate node which creates the set of possible cooper
ating nodes sets the sequence number. The designated inter
mediate node increments by l the sequence number, for
instance, when either there is an important change in its state
(for example, a change in the forwarding table) or when
conditions like “broken cloud” are detected, that is, that the
cloud of cooperators have lost connectivity with the desig

software that comprises computer instructions that are
executed in a computing system to do the method for forward

because the node previous to the designated intermediate

ate node to forward, via itself, the data packet from the node
previous to the designated intermediate node to the node after

the designated intermediate node of the forwarding path; (E)
in case of positive detection in step (A), to transmit the data
packet to the node after the designated intermediate node of

the forwarding path.

ing the data packet in a computing system.
[0050] This software may be stored in physical storage
devices, such as recorder devices or a read-only memory, or
may be carried by carrier wave such as electrical or optical
wave.

DEFINITIONS

[0051]

The term “forwarding path” refers to the sequence

of nodes between S and D, (S, A1, A2, . . . , AN, D), which

de?nes a path between S and D. It is supposed that the for

warding paths are discovered by the routing protocol of layer
3 (for example, AODV). The forwarding paths can break in a
temporary way (for example, during times from milliseconds
to seconds) or in a permanent way (times greater than several
seconds). The temporary breaks can appear due to random

changes in the fading due to movements of the environment,
to temporal blocks between antennas (for example, due to a
vehicle that crosses a radio link), etc. They can also appear

due to that the transmission/reception systems of the nodes
can enter in sleep states with the goal of achieving power
savings. The permanent breaks are mainly due to the mobility
of the nodes. The cooperative forwarding means tries to main
tain the reliability of the forwarding path in both cases:

[0052]

In temporal breaks, the set of cooperating nodes

assumes in a temporal way the role of forwarding.

[0053]

In permanent breaks, the set of cooperating nodes

assumes the role of forwarding until the protocol L3 may
discover an alternative forwarding path. In this case, the
cooperative means can notify the protocol L3 the need of
discovering a new forwarding path.
[0054] The term “designated intermediate node” (anchor or
master node) refers to a node that is part of a route. Initially,

nated intermediate node. This last condition can be detected

node receives more than a single acknowledgement for the
same packet. In this case, the node previous to the designated
intermediate node noti?es to the designated intermediate
node that it must increase its cloud number. The cooperating
nodes which do not have connectivity with the intermediate

designated node will not hear this update of the cloud
sequence number carried out by the designated intermediate
node, meaning that they will be excluded of the cloud, as they
will receive packets with sequence cloud number higher than
the sequence cloud numbers that these cooperating node will
have.
[0057] The term “cooperation ?ag”: not all packets use the
cooperative forwarding means. For example, some signaling
messages between neighboring nodes do not use it. This is

noti?ed in the cooperative header, ie in the part of the data
packet which holds the speci?c information related to the
cooperation function, and it must comprise information
related to whether the cooperation function must or not being

performed.
[0058]

The term “forwarding” refers to a node that actually

performs the task of actually relaying the packet in order to
place it closer to its ?nal destination, following a forwarding
path set by the forwarding path determination protocol. If in
the corresponding hop the designated intermediate node is N,
the forwarding node is either the node N or one of the coop
erators of N.

[0059]

The term “neighbor”: the neighbors of a node N

(Neigh(N)) are those in which the node N can maintain a

communication within a certain level of reliability.

[0060] The term “Forwarding table”: Table in which pairs
(“?nal destination node”, “next-hop”) are comprised. Its con
tent is modi?ed thanks to the information of the forwarding

diate node is not necessarily the node that performs the for

path determination protocol and the information obtained
from other nodes (for instance, intermediate nodes with

warding of the packets.

which the node cooperates). The forwarding table can be seen

[0055]

The term “cooperating node” refers to the node that

from different contexts. When a node N acts as itself, it looks

has been elected by another node (designated intermediate
node) in order to help the designated intermediate node in the
work of forwarding. The cooperating shares routing informa
tion with the designated intermediate node (this information

for entries in the forwarding table that belong to the context

it is chosen by the routing protocol. The designated interme

is considered to belong to the context of the designated inter
mediate node) and listens to the transmissions of the desig
nated intermediate node and of other cooperators to know if it
has to act or not. The set of possible cooperators (also named
as “cloud”) of a node N is Coop(N). Cooperators may be
ordered according to a priority level that sets the order in

which they will act.
[0056] The terms “node address” and “set address” refer to
that if <@N> is a sequence of bits that only identi?es the node
N, then, for instance, it is possible to use a node address

“node N”. If a node N acts as a cooperator of another node N',

it only looks for entries in the forwarding table that belong to
the context “node N'”. It is important to bear in mind that the
entries of the forwarding table can have node addresses or set
addresses. In a route, all the next-hops will be normally ref

erenced by set addresses, except probably in the last hop.
[0061] The term “Cooperative Acknowledgments
(C-ACK)”: it is supposed that some of the cooperating nodes
that received correctly the frame will send an acknowledg
ment, which is know by C-ACK. In this way, (i) the node that
has transmitted the frame knows that the frame has been

correctly received, whether by the designated intermediate
node or by at least one of the cooperators of this designated

<@N,0> indicating that the packet is only directed to the node

intermediate node, and (ii) the cooperating nodes will know

N and not to its cooperators. If a set address <@N,l,n> is

whether they must or not cooperate.

used, being n a positive integer number, it is indicated, for
instance, that the packet is also directed to its cooperator with

[0062] The C-ACK generation must follow a speci?c order.
The designated intermediate node will be the ?rst in generat

sequence number greater or equal than n. The designated

ing the C-ACK in case it has received the data packet cor
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rectly. Otherwise, the C-ACK will be generated by any of the
cooperating nodes (which will detect that the designated
intermediate node does not generate the C-ACK).
[0063] In case that the frame forwarding method includes
in native way some acknowledgement method (for instance,
the unicast data packet ACK of IEEE 802.11),the use of
C-ACK may not always be needed.

[0064]

The term “Cooperative Hello (C-HELLO)”: Mes

sage which is used by the cloud master to manage the cloud.

It comprises cloud sequence numbers, cooperator list, master
list, and forwarding information. It is sent either periodically
in broadcast, or when some relevant change happens in the
cloud state.

[0076]

The method for forwarding data packets in the wire

less network, between a source node and a destination node,

allows, among other things, the easy performance of the
cooperative protocols in the wireless networks. The idea of
introducing cooperation in the nodes of the wireless network
in order to optimiZe the use of resources, is certainly attrac
tive, hence a node in the network must take upon itself the full

responsibilities and functions of the other, with the intention
to make sure that the functional state of the network will not
be seen as affected due to the movement or the disappearance

of the nodes.
[0077] The shared resources may be, but not limited to,
antennas, RF channels, network interfaces, memory or pro
cessors.

BRIEF DESCRIPTION OF THE DRAWINGS

[0065] For a better understanding of all the explained
before, here are some drawings in which, schematically and
only as a non-limiting example, there is a practical case of
embodiment.

[0066]

In the ?gures,

[0067]

FIG. 1 is a schematic representation of a wireless

network upon which a system of forwarding data packets is

implemented according with the details of the invention;
[0068] FIG. 2 is a schematic representation of a ?rst for
warding method for a cooperative network like that repre

sented in FIG. 1;
[0069] FIG. 3 is a schematic representation of a second
forwarding method for a cooperative network like that repre

sented in FIG. 1;
[0070] FIG. 4 is a schematic representation of the wireless
network of FIG. 1 in which a transmission of a data packet for

its forwarding takes place, the forwarding node itself is the
designated intermediate node of the forwarding path of the

data packet;
[0071] FIG. 5 is a schematic representation of the wireless
network of FIG. 1 in which another transmission of the data

packet for its forwarding takes place in which the forwarding
node is the set of cooperating nodes of the corresponding

designated intermediate node;
[0072] FIG. 6 is a schematic representation of the wireless
network of FIG. 1 where a request for a change of the desig
nated intermediate nodes of the route of the data packet takes

place.

[0073]

[0078]

Basically, the invention is applicable in wireless

networks in order to allow the nodes to use the resources of

the adjacent nodes in order to increase their capacity of com

munication and processing, being capable of implementing
the method for themselves, adapting all the software and
hardware already existent to this new method for forwarding,
or as a improvement of the existent protocols, for example the
ARQ protocol or MAC protocols, such as IEEE 802.11 (Wi

Fi).
[0079]

Even though the idea of cooperation may be applied

in a general way, it can be combined particularly well with the
characteristics of the wireless networks since:

[0080]

It exploits the advantages of broadcast inherent in

wireless transmissions.

[0081] The fact that the quality of the wireless links
depends primarily on distance, signifying that, in many
cases, there is a clear relation of adjacency between the
nodes.
[0082] The cooperative use of antennas or interfaces of
other nodes allows the introduction of methods for wire

less transmissions, like those of special diversity.
[0083]

The replacing of the functionality of a node which

acts as a transmitter, providing a signi?cant resistance to

the network by the presence of mobility of the nodes.
[0084] As shown in FIG. 1, the wireless network comprises
a plurality of nodes (N0, N1, N2, . . . N15) distributed in the
Zone in a speci?c way.

[0085]

When a transmission of one (or more) data packets

is desired, between the source node S and a destination node

D, those same belonging to the plurality of nodes (N0, N1, N2,
. . N15), an intervention by a determination protocol is

DESCRIPTION OF A PREFERRED
EMBODIMENT OF THE INVENTION

necessary for the forwarding path (S, A1, A2, D) which the

Furthermore, the description of a preferred embodi

plurality of nodes (N0, N1, N2, . . . N15) that should take part

data packets may use, which determines the nodes of the

ment of the invention, applied to a wireless network of type
ad-hoc multihop, will be described. For the mentioned
description, it is assumed that the mentioned network is a
homogeneous network; that is to say, it is regarding a network
in which all of the nodes use the same addressing scheme.

of said transmission, said nodes being designated intermedi
ate nodes A1, A2. For this purpose, the normal optimization
criteria may be used: minimum number of hops, maximum
transfer rate. However, in a cooperative network, other opti

[0074] Additionally, the addressing and forwarding

the set of possible cooperating nodes of a designated inter
mediate node, etc, could be used.
[0086] Once the route of data packets is reliably estab
lished, a tool for forwarding control for the data packets via of
the nodes of the route is needed, the tool being the method for
forwarding a data packet in a wireless network according to
the invention.
[0087] The method for forwarding a data packet presents

schemes according to the invention, and that allow the poten
tial of cooperation in wireless networks to be most ef?ciently
exploited, will also be described.
[0075] As a general norm, the existence of cooperating
nodes cannot be guaranteed. If a designated intermediate
node does not ?nd a possible cooperating node, network
should continue functioning as if it is based upon a non

miZation criteria, such as maximiZe of the number of nodes of

cooperative network. In this way, utiliZing the system of this

itself as a computer program and comprises a module to

invention, the network will act, in the worst scenario, as a
non-cooperative network, and never worse.

obtain, for each designated intermediate node A, (i:1, 2 for
the present realization) the set B,- of possible cooperating
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mediate node A,- to forward, via itself, the data packet from the
previous node Al-_l to the subsequent node A,+1 to said desig
nated intermediate node AZ. of the forwarding path; a module

of possible cooperating nodes receives the con?rmation of
reception of the data packet that has been sent by the desig
nated intermediate node to the previous node Al-_l of the
forWarding path, Which is the node Which transmits the data

to determine a subset Li of cooperating nodes of a designated

packet.

intermediate node Al, Within its set B]. of possible cooperating

[0093] The module to determine a speci?c set L,- of coop
erating nodes of a designated intermediate node, Within the
set B,- of possible cooperating nodes comprises a sub module
to obtain, Within the mentioned set of possible cooperating

nodes; a module to detect the inability of a designated inter

nodes for forwarding, via said set of cooperating nodes, the
data packet from the previous node to the designated inter
mediate node of the forWarding path, in case that an inability
of the designated intermediate node is detected.
[0088]

The means also comprises a module in order to

communicate the inability of a designated intermediate node
Al, to the previous Al-_l to said designated intermediate node

nodes, the subset of nodes that are found Within the coverage

range from the previous node Al._l to the designated interme
diate node A,- of the forWarding path When said previous node
of the designated intermediate node has transmitted the data

of the forWarding path; and a module to determine the inad
equate functioning of a node belonging to the set Bj of pos

packet; and a sub module to select, betWeen the mentioned

sible cooperating nodes of a designated intermediate node Ai.
[0089] The module for obtaining the set Bj of possible

nated intermediate node. It is important to note that in the

cooperating nodes of a designated intermediate node com
prises a sub module for obtaining the set of nodes of the
netWork Which are found Within the coverage range of the
designated intermediate node Al; and a sub module to select,

subset of nodes, the set L,- of cooperating nodes of the desig
present preferred embodiment, the determination of the set of
cooperating nodes is created for a corresponding designated
intermediate node for said data packet and When the men

node of the designated intermediate node Ai. Normally, said

tioned designated intermediate node is unable of forWarding.
[0094] According to a preferred embodiment of the inven
tion, the module for determining, among the set of possible
cooperating nodes Bi, the group L,- of cooperator nodes of an
designated intermediate node A,- comprises a submodule for
obtaining, from said set of possible cooperating nodes, a

conditions are based on parameters of quality referring over
all to the channels of communication connected betWeen the

vious node of the designated intermediate node of the for

designated intermediate node and the set of possible cooper

Warding path, When this previous node has transmitted the

betWeen said set of nodes, the set Bj of possible cooperating
nodes, in such a Way that said set of possible cooperating
nodes ful?lls the adequate conditions to act as a cooperating

subset of nodes Which are Within coverage range of the pre

ating nodes (for example, the relation of signal to noise ratio,

data packet; a submodule for obtaining, from this subset of

SNR, or the bit error rate, BER).

nodes, a second subset of nodes, in a Way that the next node to

[0090] Furthermore, the module for obtaining the set B1. of
possible cooperating nodes of a designated intermediate node

the designated intermediate node of the forWarding path is

Al. may also be presented in such a Way of a computer program

Within the coverage range of this second subset of nodes; and
a submodule for selecting, among this second subset of

or as a module of a more general computer program that

nodes, the group of cooperating nodes of the designated inter

executes in the designated intermediate node in a manner

mediate node. In the same Way, the determination of the group

Which is the designated intermediate node itself Who deter
mines its set of possible cooperating nodes. Said module acts

L,- of cooperating nodes is performed for the corresponding
intermediate designated node, for the given data packet, and

Within predetermined periods of time, for example, every

When this designated intermediate node is unable to forWard.
[0095] The condition in Which the subsequent node to the

three seconds, independently from the fact that a data packet
has been transmitted from the previous node to the designated
intermediate node Within the route of the data packet, that is
to say, every said predetermined period of time a neW set of

possible cooperating nodes for the designated intermediate
node is established.

[0091] The set Bl- ofpossible cooperating nodes ofa desig
nated intermediate node Al, is made available in a distributed
and opportunistic manner, that is to say, the adjacent nodes
that a designated intermediate node may establish a coopera
tion With are those that have the channels of communication
particularly favorable and those that have established a trust

relationship.

designated intermediate node of the forWarding path is found
Within the range of the mentioned second subset of nodes, in
some cases, may be equivalent to the condition that the sec
ond subset of nodes are found Within the range of the subse
quent node to the designated intermediate node, as long as the
channels of communication are bidirectional.

[0096] Also, the module to determine the set B,- of cooper
ating nodes of a designated intermediate node A,- may also be
embodied in a computer program or as a module of a more

general computer program that executes in a designated inter

mediate node, in this Way being, the designated intermediate
node itself Who determines the set of possible cooperating

computer program or as a module of a more general computer

nodes.
[0097] Be the means of embodiment as it may, the module
to determine the subset L,- of cooperating nodes of a desig

program, that executes over of a set B,- of possible cooperating
nodes of the designated intermediate node Al, or over the

nated intermediate node Al. may also be embodied as a com
puter program or as a module of a more general computer

designated intermediate nodes A,- Within the data packet for
Warding path. This Way, it is the set of possible cooperating

program that executes in the cooperating nodes L, in this Way
being, the set of cooperating nodes Ll- Who determines

nodes of a designated intermediate node or the designated
intermediate node itself Which determines the inability of

Whether it must or not cooperate for a given data packet.

itself. The Way of detecting the inability of the designated

can comprise a plurality of computer programs or of modules
of a more general computer program, from those most impor

[0092]

The module to detect the inability of the designated

intermediate node Al. may also be embodied in the form of a

intermediate node is based on the fact that, Within the set of

possible cooperating nodes that is Within the range of the
designated intermediate node, none of these nodes of the set

[0098]

Consequentially, a designated intermediate node Al.

tant modules for receiving data packets from the previous
node Al-_l of the designated intermediate node Within the
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forwarding path or in general a node belonging to a cloud
whose master node is Al-_ 1, to the designated intermediate

intermediate node A2, for the second hop, which transmits the
data packet to the subsequent node D, which is the destination

node of the forwarding path; the module to detect its inability

node.

to forward data packets; the module to communicate the

[0103] Normally, the node that transmits the packet is the
corresponding designated intermediate node, although some

mentioned inability of the previous node of the data packet
forwarding path; the module to obtain its set of possible
cooperating nodes; the module to determine its speci?c set of
cooperating nodes, for a received data packet; a module to
transmit the data packet to the subsequent node the forward
ing path; a module to distribute to its set of possible cooper

times, as was previously described, the method according to
the invention should take part in order to determine the set of
cooperating nodes in order to realiZe the forwarding of the

data packet and avoid transmission problems between the
nodes of the established route. This determination of the set of

ating nodes, the necessary forwarding information; the mod

cooperating nodes can be performed by the designated inter

ule to detect the incorrect functioning of a cooperating node;
and a module to adequately manage the forwarding table.
[0099] Regarding this last module, every node of the net
work should comprise a forwarding table in which informa
tion, referencing the address of the destination node D and the
address of the subsequent node that should transmit the data
packet for towards the indicated destination node D, is stored.
Therefore, the table should comprise, for each destination
node, to which network node the data packet must be trans

mediate node itself and/ or its set of possible cooperating
nodes; never via the previous node. In case that the set of
cooperating nodes comprises more than one node, since it can
only one can transmit a data packet, a criterion can be estab

mitted. In the same forwarding table there can be information

lished describing which of the nodes of the set of cooperating
nodes can forward the data packet. This way, the designated
intermediate node can pre-establish an order, assigning to
each node of the set of nodes a level of priority of actualiZa
tion. So, in accordance with the scheme similar to SRSP, the
address of the transmission present in the data packet refer

referring to different routes present in the network, which

ences a node and not a set of nodes.

show the ones that the node should intervene. Since the set of

[0104]

possible cooperating nodes of a designated intermediate node

(Multiple Relay Single Path) is showing, in which after a

can vary during each predetermined time interval, it is nec
essary that the mentioned designated intermediate node
maintains an actualiZed current forwarding table of the set of

route has been determined (S, Al , A2, D) between the source
node S and the destination node D, various nodes exists for
forwarding the data packet or part of the packet to the next
designated intermediate node and/or its associated set of

possible cooperating nodes, where it should transmit the for
warding information, every so often, for example, after deter
mining the set of possible cooperating nodes. There also

In FIG. 3 an addressing scheme of the type MRSP

cooperating nodes. The transmissions from this plurality of

nodes should be performed orthogonally (for example, during

exists protocols in which is not necessary to be continually

different moments, in different frequencies, etc.), that is, both

transmitting forwarding information, since the mentioned

the designated intermediate node and its associated set of

information already is known by the interested nodes.
[0100] On the other hand, the set B,- of possible cooperating
nodes can comprise, apart from the already described, a mod
ule for receiving a data packet from the previous node of the
corresponding designated intermediate node; a module for
detecting the inability of the designated intermediate node; a
module for communicating the inability of the designated
intermediate node; a module for transmitting the data packets
to the sub sequent node of the designated intermediate node in

cooperating nodes act as forwarders, using orthogonal chan
nels. Similar as in the previous scheme, the method according

case that an inability of said node is detected; a module for

adequate addressing scheme is needed. One possible address

detecting the incorrect functioning of a cooperating node; and
a module for adequately managing the forwarding table.
[0101] The set of possible cooperating nodes also com
prises a module for processing the received data packet, in a
way that, when received, a node from the set of possible

to the invention is still necessary in order to determine the
nodes that should forward the data packet, in case that the

designated intermediate node is not capable to do it. Summa

riZing, for this type of forwarding scheme, the address of
transmission corresponds to the set of nodes which transmit

the data packet.
[0105]

Regarding the address of the reception, the use of an

ing scheme comprises an indicator which informs the set of

possible cooperating nodes B,- of a designated intermediate
node Al, that they need to take part of the forwarding of the
data packet in the case of inability of the designated interme
diate node to do so. Thus, the mentioned scheme allows not

cooperating nodes can determine if it should take part or not

only referencing the designated intermediate nodes, but also

in the forwarding of the packet, based on the address of the
received data packet, and in case it should take part, using the
address of the destination node D found in the data packet, can
determine the address of the node that it should transmit the
data packets, that is to say, the address of the subsequent node
to the designated intermediate node.

its set of possible cooperating nodes. The addressing scheme
of the invention is the following:

[0102] Thus, in FIG. 2, a SRSP (Single Relay Single Path)

[0106] Addressing the designated intermediate node
where @Al. is a string of bits, which may or may not comprise

forwarding information and which only identi?es the wire
less interface of the designated intermediate node Al, “0” and

scheme is shown in which, after the route determination pro
tocol determines a route (S, A1, A2, D) between the source

“l” are bits used to differentiate between the cloud and node

node S and the destination node D, every hop is performed by
a single node, either by the ?rst designated intermediate node
Al for the ?rst hop, which transmits the data packet to (i) A2,
the sub sequent node to the designated intermediate node
within the forwarding path, or to (ii) the cloud B2 of possible
cooperating nodes of the mentioned subsequent node; or by
the subset L2 of cooperating nodes of the second designated

detecting conditions of incorrect behavior of the cooperating

addresses, while n is the cloud sequence number, used for
nodes due to the fact that they lose contact with the cloud to

which they belong. Said addresses, like previously de?ned,
can be used in the wireless network as the address of the node

of source S, for the address of the destination node D, for the
address of transmission, and/or for the address of transmis
sion, within the control header of a data packet. The addresses
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of a set of cooperating nodes are related in similar way with

the set of possible cooperating nodes B 1 of the ?rst designated

the addresses multicast of various addressing schemes of

intermediate node A 1 and to the ?rst designated intermediate

layers 2 or 3. The addresses of IEEE 802.2 multicast or IP
multicast are examples of this. In both cases, there have been
no simple methods de?ned for allowing a multicast address to

node itself as well, using the enhanced addressing scheme
described above, that is, it establishes an receiving address as
<@ A1, 1, n>, in such a way that the set of possible cooper

be assigned to each address unicast.
[0107] It is important to highlight that when a previous

that it should cooperate in the forwarding of the data packet in

node to a designated intermediate node transmits a data

packet, said transmission is performed at the same time in the
designated intermediate node and in its set of possible coop
erating nodes in such a way that, if the designated intermedi
ate node is not able to forward the data packet, it is not
necessary for the previous node to repeat the transmission of

the data packet since the set of cooperating nodes, which is
now responsible of forwarding the data packet, already has
received and processed it starting with the ?rst and only
transmission. This way, in case that the designated interme
diate node can forward the data packet, the set of possible

cooperating nodes only receive and process the packet (and
then discard it), and, meanwhile, if the designated intermedi
ate node cannot forward the packet, the subset of cooperating
nodes, determined from within the set of possible cooperating
nodes, receives, processes, and transmits it to the subsequent
node to the designated intermediate node. When the previous
node determines that neither the designated intermediate
node, nor its cooperators correctly received the data packet, it
can hence retransmit or start a process to obtain a new route,

like what would happen in a non-cooperative network.
[0108] In another embodiment it is necessary that the pre
vious node of the designated intermediate node uses the
enhanced addressing scheme described above, so that the set
of possible cooperating nodes know that it should take part of
the forwarding of the data packet, in case that the designated
intermediate node is unable to do so. This way, the node

which transmits the data packet should comprise, in the con
trol part of the data packet, and more precisely, in the address

of reception, the indicator (<@Al-, l, n>) which informs the
set of possible cooperating nodes of the designated interme
diate node of the data packet, that it should cooperate in the
forwarding of the data packet if necessary.
[0109] Starting with the method described above and with
the help of FIGS. 4, 5 and 6, the continuation of the forward
ing of data packets method in a wireless network will be
described according to the invention.
[0110] As shown in FIG. 4, the protocol for determining the
route determines the designated intermediate nodes A1, A2,
among all the nodes within the network, for forwarding the
data packet from the source node S to the destination node D,

ating nodes, when processing the data packet received, knows
case that the ?rst designated intermediate node is unable to do
so. In case of FIG. 4, the ?rst designated intermediate nodeAl
is able to forward the data packet, thus the set B 1 of possible

cooperating nodes only receives and processes the packet.
Said set of possible cooperating nodes knows that the desig
nated intermediate node is able to forward the data packet
because it receives the con?rmation of reception sent by the
?rst designated intermediate node Al to the node of source S.
It is important to remember that the set of possible cooperat
ing nodes of a designated intermediate node are found within
the coverage range of the mentioned designated intermediate
node (it is one of the established conditions so that a node can

belong to the set of possible cooperating nodes).
[0112] The ?gures also show the possibility that the coop
erating nodes help the designated intermediate nodes in the
correction of possible errors in the received packet, by send
ing them information about the received packet.
[0113] Since the ?rst designated intermediate node Al can
forward the data packet (it has received the packet without
errors), it processes the packet and determines, by means of
the control header of the data packet, more precisely the
address of destination node D, and from its forwarding table
(via the address of the destination node, the forwarding table
allows determining the address of the node subsequent in the
route), the node that the data packet should be transmitted to
so that the mentioned data packet gets to the destination node

D, that is to say, the second designated intermediate node A2.
Thus, the ?rst designated intermediate node Al transmits the
data packets to the second designated intermediate node A2
and to its set B2 of possible cooperating nodes.

[0114]

Since the second designated intermediate nodeA2 is

able to forward the data packet, everything described for the
?rst transmission of the data packet (the one that references
the ?rst designated intermediate node), is suitable to this
second transmission (the one that refers to the second desig
nated intermediate node). This way, the second designated
intermediate node in the route transmits the data packet to the

destination node D, achieving the objective of forwarding the
data packet from the source node S to the destination node D.

[0115]

It is important to remember that the method of the

invention comprises a module (or computer program) which

establishing for itself the route (S, A1, A2, D) for the data

determines if a node of a set of possible cooperating nodes is

packet. Once the route is established, each one of the desig
nated intermediate nodes A1, A2 determines their set of pos
sible cooperating nodes, starting with the nodes of the net

malfunctioning, provoking its elimination from said set of

possible cooperating nodes.

ing designated intermediate node, performing the mentioned

[0116] FIG. 5 shows a network different from that of FIG.
4. In said FIG. 5, beginning with the same starting route
con?guration as FIG. 4, that is, it has determined a route (S,
A1, A2, D) of the data packet, etc., the node or source S

action every certain periods of time. Also, during every cer
tain period of time, each designated intermediate node of the
forwarding path sends to its set of possible cooperating nodes
the necessary information of the forwarding, starting with the
one which updates the forwarding table of the set of possible
cooperating nodes. In the present embodiment, a forwarding

transmits the data packet using the enhanced addressing
scheme. Therefore, the data packet, in its control header, and
more precisely, in the reception address, comprises the
address <@Al, l,n>, which indicates to the set Bl ofpossible
cooperating nodes of the ?rst designated intermediate node
that it should cooperate in the forwarding of the data packet in

scheme similar to SRSP is used.
[0111] In a determined instant of time, the source node S,
which is the one who generates the data packet, transmits to

case that the ?rst designated intermediate node Al is not able
to forward the data packet. As seen in FIG. 5, the ?rst desig
nated intermediate node is not able to forward the data packet,

work which are within their coverage range and that ful?ll the
ideal conditions for acting as a cooperator of the correspond
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either because the node has moved and gone outside of suit
able coverage range, or because it has disappeared, for
example, due to a disconnection from an electric power short
age, or because the radiofrequency channel conditions have

signi?cantly worsened. In any case, its set B1 of possible
cooperating nodes will not receive the con?rmation of recep

tion of the data packet by the ?rst designated intermediate
node that should have been sent to the source node S. There

fore, the set B1 of possible cooperating nodes of the ?rst
designated intermediate node Al knows that it should take
part of the forwarding of the data packet. To do so, the ?rst
designated intermediate node and/or its set of possible coop
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node in the route, since it is within its coverage range, but it is
possible that it cannot transmit the data packet to the subse
quent node because it is not within its coverage range. In this
case, the second node forwarding the data packet should do it.
By all of the described above it is understood that the previous
node does not take part in the selection of the node which

must forward ahead the data packet; this is performed by the
corresponding designated intermediate node and/or its set of
possible cooperating nodes. This previous node is aware that
the packet has been received by a node belonging to the next
cloud, since it receives the con?rmation of reception from
either the corresponding designated intermediate node or one

erating nodes must determine a subset L l of cooperating

of the cooperating nodes of said corresponding designated

nodes for the ?rst designated intermediate node so that they
will have to forward the data packet from the previous node
(the source node S) to the subsequent node (the second des

ments are received from cooperating nodes, it can start a

ignated intermediate node) in the forwarding path. The deter
mination of the subset Ll of cooperating nodes only has a
local impact, and is transparent for the rest of the nodes which
forward the data packet. For example, if the ?rst designated

intermediate node. However, in case that the acknowledge
process to ?nd an alternative forwarding path. While this

forwarding path has not been established, the packets can
follow the current forwarding path.
[0120] Looking back at FIG. 5, once the select set ofcoop
erating nodes of the ?rst designated intermediate node A 1 has

intermediate node A 1 is found to be unable to forward the data

been determined, the node, from this set of corresponding

packet during a large period of time, the source node S con
tinues to send data packets with the address of reception
<@Al, l, n>, that are received by the subset L 1 of cooperating
nodes of the ?rst designated intermediate node A1.
[0117] The determination of the subset Ll of cooperating
nodes may be performed in different ways. Firstly, said sub set
L l of cooperating nodes of the ?rst planed intermediate node
Al can be formed by all the nodes of the set B1 of possible

nodes, responsible of forwarding the data packet, sends the

cooperating nodes which also are within the coverage range

of the previous node in the route, that is, within the coverage
range of the node of source S. This option is a bit risky
because it cannot be known that the set of cooperating nodes
are within the range of the subsequent node in the route, that

is, the second designated intermediate node A2, or similarly,
that the second designated intermediate node A2 is within the
coverage range of the subset Ll of cooperating nodes of the

con?rmation of reception of the data packet to the node of
source S and transmits the data packet to the subsequent node
in the route, that is, to the second designated intermediate

node A2 and its set B2 of possible cooperating nodes, after
processing the data packet and obtaining the address of the
subsequent node of the route (the second designated interme
diate node) using the address of the destination node D found
in the control header of the data packet and the forwarding
table of the mentioned node, from the set of cooperating

nodes, in charge of forwarding the packet.
[0121] It is important to note that the source node S should
not retransmit the data packet in case that the ?rst designated
intermediate node is unable to forward this data packet, since

?rst designated intermediate node A1. Therefore, the possi

the set of cooperating nodes in charge of forwarding the data
packet has already received, processed and saved it for a
future forwarding in case that they detect the inability of the

bility exists that the set of cooperating nodes of the ?rst
designated intermediate node cannot communicate with the

?rst designated intermediate node to do so.
[0122] Alternatively, if there are no available cooperating

subsequent node (the second designated intermediate node)
and thus, the communication between the nodes in the net

nodes of the ?rst designated intermediate node for the
received packet, the performance of the network is the same

work will be broken, as is the case in a non-cooperative

as a non-cooperative network, and not worse.

network. On the other hand, this option allows the source
node to receive the con?rmation of reception of the data

[0123] Following with FIG. 5, once the second designated
intermediate node A2 has received the data packet, it sends the
con?rmation of reception to the previous node in the route
(the node of the subset Ll of cooperating nodes of the ?rst
designated intermediate node Al), processes it and deter
mines the address of the subsequent node in the route, that is,

packet faster, which is adequate for already known protocols.
[0118] Alternatively, the subset Ll of cooperators of the
?rst designated intermediate node A1, can be formed by the
nodes within the coverage range of the node of source S and
at the same time within the coverage range of the subsequent

node in the route, that is, the second designated intermediate
node A2, or conversely, that the second designated interme
diate node A2 is within the coverage range of the subset L 1 of

cooperating nodes of the ?rst designated intermediate node
A1. This option assures that the selected node for forwarding
the data packet is able to do it.
[0119] In case that the set of cooperating nodes comprises
more than one node, the corresponding designated interme
diate node pre-establishes a criteria of cooperation that is like
the designation of the task of intervening to the nodes that
belong to the set of cooperating nodes. This way, in case the
?rst option to determine the set of cooperating nodes occurs,
the node who forwards the data packet at ?rst, sends the

con?rmation of reception of the data packet to the previous

the address of the destination node D. This destination node D
con?rms the reception of the data packet to the second des

ignated intermediate node, completing the forwarding of the
data packet.
[0124] In FIG. 6, the subset Ll of cooperating nodes ofthe
?rst designated intermediate node Al requests a change for
being the new ?rst designated intermediate node in such a

way that the new forwarding path is de?ned as (S, L1, A2, D).
This change in the forwarding path can be either decide by the
node S, when it received acknowledgments from cooperating
nodes of the nodeAl, instead of receiving acknowledgements
from the node Al itself. In order to perform this change, the
method activates a process to establish a new route, utiliZing,

for example, the subset Ll of cooperating nodes of the ?rst
designated intermediate node Al as the new ?rst designated
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intermediate node. Once the forwarding table of the node of
source S (and its set of possible cooperating nodes if required)
has been updated in a way that no loops within the route from
source to destination are formed, the packets are transmitted

with a new address of reception, for instance <@Ll, 1, n>.
[0125] In a more general sense, when a designated inter

mediate node A, is found to be unable of forwarding data

packets after a large period of time, there exists the possibility
that its set L,- of cooperating nodes, or its set B,- of possible
cooperating nodes, request the establishment of a new route,
utiliZing, for example, this set of cooperating nodes as the
new designated intermediate node, the new route being (S,
A1, . . . ,Al-_1, Li, AM, . . . D). Once the forwarding table ofthe

node Al._ 1 has been updated, the packets are transmitted with
a new address of reception <@Ll-, 1, n>.
[0126] In the following, a description of an embodiment of
the invention will be explained. More precisely, a possible
embodiment of a cooperative method for forwarding for a
wireless ad-hoc network will be described.

[0127] For describing this embodiment the following
assumption will be used:
[0128] A layer 2 technology will be used, deriving this
layering terminology of the ISO “Open System Inter
connection Reference Model”. Thus, “layer 2” refers to
the data link layer, including the Medium Control
Access (MAC) functions. As a main example, the pro
tocol described by the IEEE 802.11 standard is used.

This layer 2 technology allows the communication
among nodes in an ad-hoc way. The frames do not need

to comprise the addressing scheme described below (i.e.
addressing a possible set of cooperating nodes or a coop

erating cloud), although a layer 2 protocol which com
prises this natively would be without any doubt more
e?icient. It is assumed that the layer 2 frames addressed
to a single node receive some type of acknowledgement

(ACK frame). As a reference, the description of the
embodiment uses the nomenclature and standard meth

ods of the IEEE 802.11 standard for the layer 2 technol
ogy, although its application scope is much more gen
eral.

[0129] It is assumed that the routing through nodes, i.e.
the forwarding path selection which is re?ected in the
forwarding tables of the nodes, is done at layer 3,
although this is not strictly necessary, understanding as
“layer 3” the network layer. As an example, the IP pro
tocol de?ned by the IETF for layer 3 is used. Moreover,

the L3 routing protocol is performed with AODV with

Local repair capacity (at least for preventive Local
Repair). The methods, however, are general and could be
adapted to other routing protocols of L3 with capacity of
dynamical repair of routes (for instance, AODV without

Local repair, OLSR, etc).
[0130]

The Forwarding table in this embodiment will be

referred to as “L2/L3 table”, as it is assumed that the

destination/origin addresses are IP addresses (i.e.

belonging to layer 3), while the transmission/reception
addresses are from the MAC layer (i.e. 48 bit addresses
of the same type as the ones used in the IEEE 802.11
standard), to which some new information ?elds have
been added to indicate whether the address is a cloud or
a node address and to indicate the cloud sequence num

ber.

[0131]

A distinction is made between two types of Local

repair (LR):
[0132] Normal Local Repair: while the Local Repair
is being performed, packets placed in the nodes
affected by the change of route are not transmitted and
they are kept stored in a buffer, waiting for the route to
reestablish.

[0133] Preventive Local Repair: While the Local
Repair is being performed, the affected nodes main
tain the packet transmission. It is assumed that the link
towards the destination is not broken thanks to the

operation of the cooperating nodes of the next-hop
node. It is possible that during the preventive LR
process a normal LR occurs. In this case the LR pro

cess continues (no new RREQ messages are gener

ated in the AODV case), although packets placed in
the affected nodes are buffered.

[0134]

In the method description, global cooperators are

assumed, i.e. the possibility that a node has different

cooperators per path is not considered, although this is
not a key issue when describing the method.
[0135] It is assumed that nodes have a single interface for

radio transmission, although again this point is not
strictly set for the protocol operation.
[0136] The set of possible cooperating nodes is determined
from the exchange of C-HELLO messages. The C-HELLO
messages must be transmitted in broadcast L2 frames at least

every TC-HELLO seconds. The format of these packets is
de?ned below. It is possible to send these C-HELLO mes
sages with a transmission power lower than the transmission

power of the other packets (the goal is to determine cooper
ating nodes, not neighbours), and this way to have a lower
traf?c load in the transmission medium.
[0137] The C-HELLO messages have several functions:

[0138]

They allow the neighboring nodes to node N

which transmits the message to determine the intensity
level of the signals of the transmissions of N. The coop

erating nodes typically must have a very good reception
level of the messages sent by its intermediate node, in
such a way that not all the neighboring nodes are pos

sible cooperators.
[0139] They comprise a list of the nodes that the node N,
which transmits the message, considers as their coop

erators. In this list, information about priority or timing
in the cooperators operation can be comprised. If a node
does not have any cooperators, an empty list is sent.
[0140] It can comprise a list of the intermediate nodes
(masters) of the node. This way, the intermediate node can
know that a cooperator no longer considers it as a cooperating
node, which is an indication that the cooperator does not have
a good transmission with the designated intermediate node’s

neighbors.
[0141]

When the node is an intermediate node and it does

have cooperators, routing information is also comprised
to its cooperators.
[0142] They allow the intermediate node to be able to
communicate changes in the cloud identi?er (i.e. the set

of possible cooperating nodes) to its cooperators.

[0143] Potentially, they could incorporate information
related to power saving policies.
[0144] When a modi?cation in the set of possible cooper
ating nodes, in their priority, or in the L3/2 table with own
context occurs, a C-HELLO message is also immediately
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transmitted, including the corresponding changes. Typically,
this condition in the intermediate node also increases the
cloud identi?er.

[0145] It is possible to develop several algorithms to deter
mine the order of time in the node’s cooperators operation.

The inputs to this algorithm could be: priorities assigned by

[0160] The node N determines ?rst Whether it must discard
or not the packet, using the reception L2 address. If this
address corresponds to:
[0161] the node itself (node unicast address or broadcast
address, that is, to a reception address With format <@N,

0>, Where @ corresponds to the node address);

the designated intermediate node, Whether or not the next-hop
is comprised in our forwarding table, link quality in the last
times the node has transmitted to the next-hop, etc. Some of

[0162] to any of the clouds to Which it belongs as coop
erator, it is to say, With an reception address of the type

these are explained in more detail beloW.
[0146] It could also be considered that a C-HELLO Was

<@N', l, n>, Wherever the sequence cloud number
Which appears in the packet address is loWer or equal to

generated When the table of the designated intermediate node
Was changed.

[0147] A designated intermediate node selects cooperators
and assigns priorities in function of: SNR received in C-HEL

the cloud number;
[0163]

to the cloud of Which it is master, it is to say, With

LOs, number of time in Which a node has voluntarily declared

a reception address With format <@N, l, n>, Where @N
corresponds to the node address;
it proceeds to processing the packet. OtherWise, it is dis

itself as a non-cooperator, etc.

carded.

[0148]

A node N is considered cooperator of other node N'

When it listens some C-HELLO message sent by N' in Which
it appears as comprised in the cooperator list.
[0149] The reasons for a node to no longer be a cooperator
of another node are the folloWing:
[0150] It receives a C-HELLO and sees that it has been

erased of the CL of the intermediate node;
[0151] The timeout is triggered (as it does not receive

C-HELLOS);
[0152]

When acting as a cooperator, the transmission of

N_MAX_RETRY_COOP packets fails MAX_RE

TRY_COOP times;
[0153]

It does not ?nd the path in its table With context of

the designated intermediate node;
[0154]

[0164]

If the layer L2 reception address corresponds to the

one of the node itself, or it is a broadcast address, the node N

must examine the destination address, checking Whether

@3Dest:@3N. If @3Dest#@3N the forWarding of the packet
Will be performed (In the IP packet case, for instance, this
implies decreasing the TTL ?eld, re-compute the IP header
checksum, etc). This Will be also be done in the case the
address is the cloud address of the cloud of Which the node is
master, independently of the cloud number.
[0165] If a cooperating node of a speci?c cloud has the
number m as cloud sequence number and it receives a packet
addressed to this cloud With a sequence number of n, With n

loWer of equal to m, the packet is stored in a buffer, Waiting to
be either discarded or retransmitted. In the case the packet

A possible reason could be the case in Which the
C-HELLOs received by a designated intermediate node

must be retransmitted, during the L2/L3 table look-up, the
context of the corresponding designated intermediate node is

have a bad SNR, Which Will produce as a consequence
that they cease to consider themselves as cooperators;

used.
[0166]

[0155] If a packet With a cloud sequence number larger
than the one assigned is received, it does not cooperate
for this packet, although it does not erase itself as a

cooperator.
[0156] It is important that the number of non-received
C-HELLO for considering itself a non-cooperating node is
large enough as to alloW the operation of the path change
method (preventive Local Repair) in case the designated
intermediate node disappears.
[0157] On the other hand, if N is a designated intermediate

If a node N must forWard a packet, it looks-up the

L3/2 table, using the adequate context, searching the next-hop
to forWard the packet. One must distinguish among the cases
in Which the node N is a designated intermediate node of the
path folloWed by the packet or in Which the node acts as a

cooperator.
[0167]

Every node keeps a sequence number CloudSN

Which Will indicate the cloud in Which it Will be a designated
intermediate node.

node and modi?cations in the L3/2 table occur but Without

[0168] It is assumed that the layer L2 protocol sends
acknoWledgments (ACK) for the frames comprising destina

affecting the context N (as, for instance, they only affect the

tion unicast address (i.e. addressed to a single node) and

context N', N' being a node Which is an intermediate node of

correctly received.

N), N does not need to notify these changes to its neighboring
nodes. Moreover, the number of C-HELLO per second

[0169] When the designated intermediate node does not
send the corresponding ACK, one among the cooperating

should be bounded.

nodes Which have correctly received the frame sends an ACK
that Will be called C-ACK. This Way, the node Which has
transmitted the data frame knoWs that it has been correctly

[0158]

When a node detects the duplicate C-ACK reception

for the same packet With cloud sequence number of n, it must
increase the sequence number of the packets to n+1. If these

packets arrive to the designated intermediate node, it must
increase the cloud sequence number to n+1, sending a
C-HELLO, in order to produce that from this moment on only

received, by the designated intermediate node or by at least
one of its cooperators. Although the ideal situation Would be
the possibility that the sending of C-ACK Would be com

pleted by the layer L2 protocol itself, this is not necessarily

the cooperators Which have connectivity With the designated

like this. For instance, the IEEE 802.1 1 does not consider this

intermediate node Will cooperate.
[0159] The folloWing is a description of the transmission of
the packets in Which a cooperation ?ag is activated in the
cooperative header. It is important to highlight that not all

possibility. Then, it is considered the possibility that the 802.
11 frames Whose content corresponds to the C-ACK packets
are generated either by the designated intermediate node
itself or by the cooperators.

packets Will have this ?ag activated (for instance, signalling

[0170]

messages).

algorithm.

The node operation is speci?ed in the folloWing
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N.CloudSN[M] refers to the value ofthe cloud sequence number ofthe
cloud Whose master is node M, stored in node N. As a simpli?cation,
instead ofN.CloudSN[N], N.CloudSN is used.
It is assumed that a node N sends a packet P with cooperation, with

reception address <@2M,1,n>
If (node M receives P correctly),
Accept it whenever the value n is.

If (n> M.CloudSN)
Then
Modify the value M.CloudSN to n.
Send a C-HELLO after the C-ACK to update cooperators
Endif
As the reception has been correct, M answers with an C-ACK,

in which M comprises its M.CloudSN and ?agimaster=1 (i.e. a flag
indicating that M is cloud master)
Endif

If (node M’ belonging to Cloud(M) receives packet P correctly)
Then

If(sequence number in the packet, i.e. n, is higher than the cloud
sequence number that M’ has associated to the cloud
with master M, i.e. ifn > M’.CloudSN[M])
then
do not cooperate and discard the packet

otherwise,
cooperate with the transmission, i.e.: if it has
cooperate, send and C-ACK with the corresponding
sequence number, and a flag indicating that it is not
a master of the cloud (Flagfmaster=0), and after this,

entry has a context N', N' must belong to Master(N) and the
entry will be generated as a consequence of the reception of a
C-HELLO message.
[0174] When a node consults its L2/3 table (e.g. when
performing a look-up) it does so under a speci?c context. For
instance, if the node is forwarding a packet without cooper
ating with other node, the context will be its own context. On
the other hand, if the node is forwarding the packet as a
consequence of its cooperation with another node, it will do
so with the context associated to the other node. In other
words, the context allows that the same node has different

views of the packet forwarding: the corresponding to the node
itself and the corresponding to each of its designated inter

mediate nodes (or masters).
[0175]

Although the present invention has been described

in detail for purpose of illustration, it is understood that such
detail is solely for that purpose, and variations can be made
therein by those skilled in the art without departing from the
scope of the invention.

[0176]

Thus, while the preferred embodiments of the meth

ods and of the systems have been described in reference to the

environment in which they were developed, they are merely
illustrative of the principles of the invention. Other embodi
ments and con?gurations may be devised without departing
from the scope of the appended claims.

Endif
Endif

[0177] Furthermore, although the embodiments of the
invention described with reference to the drawings comprise
computer apparatus and processes performed in computer
apparatus, the invention also extends to computer programs,

[0171] For detecting the broken cloud condition, the action
of the node N which is sending the packets to the cloud is

putting the invention into practice. The program may be in the

needed: When node N receives a C-ACK with a sequence

form of source code, object code, a code intermediate source

it will relay the packet

number, it updates the sequence number associated to the
cloud, in case that the one it knows is lower. In the normal
operation of the algorithm, it should not be the case that the
node which receives a C-ACK having an associated cloud
number higher than the one that is in the C-ACK.
[0172] If the node N receives more than a C-ACK associ
ated to a packet, it increases the sequence number associated
to the transmission of this packet, in such a way that the next
packet which transmits will have an increased sequence num
ber. It is important to highlight that this will cause that, if one
of the nodes which sends the C-ACK is the master, this master
node uses the increased sequence number, and that it com

municates the change to its cooperators by means of the

particularly computer programs on or in a carrier, adapted for

and object code such as in partially compiled form, or in any
other form suitable for use in the implementation of the
mehods according to the invention. The carrier may be any

entity or device capable of carrying the program.
[0178] For example, the carrier may comprise a storage
medium, such as a ROM, for example a CD ROM or a semi

conductor ROM, or a magnetic recording medium, for
example a ?oppy disc or hard disk. Furthermore, the carrier
may be a transmissible carrier such as an electrical or optical

signal, which may be conveyed via electrical or optical cable
or by radio or other means.

[0179] When the program is embodied in a signal that may
be conveyed directly by a cable or other device or means, the
carrier may be constituted by such cable or other device or

transmission of a C-ACK, whereas the node that has retrans

means.

mitted the packet erroneously (probably because it is not

[0180] Alternatively, the carrier may be an integrated cir
cuit in which the program is embedded, the integrated circuit
being adapted for performing, or for use in the performance
of, the relevant methods.

within coverage range of the master node) will not retransmit

this packet with the increased sequence number. Unless it (i.e.
the cooperating node) is able to listen to the C-ACKs in which
the cloud sequence number is updated, this cooperating node
will be outside the cloud. This way it is possible to detect and
correct situations in which a cooperating node keeps errone

1. A system for forwarding at least one data packet in a
wireless communication network, from an origin node (S) to
a destination node (D), through at least one node (A1, A2) of

ously cooperating when the master has a correct performance
but it has been moved outside the coverage range of the cloud.

the network which acts as a designated intermediate node,

[0173]

system comprising means for detecting the incapacity of the
designated intermediate node (A1; A2) to forward through

The context is a node identi?er which is used as a

key to manage a L3/2 table (for instance, when performing a
look-up). It indicates that the node which appears in
<@2Context> is considered a designated intermediate node
for a forwarding path with destination <@3Dest>. If the L3/ 2
table of a node Nhas an entry with context N, it is saidthat this

entry is in its “own context”. This entry will be generated as
consequence of L3 routing decisions in the node N itself. If an

generating a data packet forwarding path (S, A1, A2, D), the
itself the data packet from the previous node to the next node,
as established by the data packet forwarding path; and means
for determining, among a set of nodes (N0, . . . , N15), a group

of cooperating nodes (L1, L2) of the designated intermediate
node, for forwarding, through itself, the data packet from the
previous node to the next node as established in the data
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packet forwarding path, in case that the incapacity of the
designated intermediate node is detected.
2. A system according to claim 1 further comprising means

for obtaining a plurality of nodes (B1; B2) of potential coop
erating nodes for the designated intermediate node.

11. A system according to claim 2, wherein the data packet
transmitted to the designated intermediate node (A1 ; A2) and
to its set (B1; B2) of potential cooperating nodes comprises a
?ag or indicator which informs the nodes of the set of poten

tial cooperating nodes that they must cooperate in the for

obtaining the plurality of nodes which are within coverage
range of the designated intermediate node, and means for

warding of said data packet.
12. A system according to claim 2, wherein the designated
intermediate node (A1; A2) comprises means for distributing
to its set of potential cooperating nodes (B1; B2), the required
routing information.

selecting, among this plurality of nodes, the plurality of
potential cooperating nodes of the designated intermediate

means for detecting the incorrect operation of a node of the set

3. A system according to claim 2, the means for obtaining

the plurality (B1; B2) of potential cooperating nodes of the
designated intermediate node (A1 ; A2) comprising means for

node, in such a way that this plurality of potential cooperating
nodes have optimal conditions for acting as cooperating
nodes of the designated intermediate node.
4. A system according to claim 2, the means for determin

13. A system according to claim 2 further comprising

(B1; B2) of potential cooperating nodes.
14.A system according to claim 2, wherein the set (B1; B2)
of potential cooperating nodes comprises an identi?er of the

set (B1; B2).

ing the group (L1; L2) of cooperating nodes of the designated
intermediate node (A1; A2) comprising means for obtaining,
from the plurality (B 1; B2) of potential cooperating nodes, the

information of at least one of the nodes of the data packet path

subset of nodes which are within coverage range of the pre
vious node of the designated intermediate node as established

potential cooperating nodes.

by the data packet forwarding path, when said node previous
to the designated intermediate node has transmitted the data
packet; and means for selecting, among this set of nodes, the
group of cooperator nodes of the designated intermediate
node.
5. A system according to claim 2, the means for determin

15. A system according to claim 14, wherein the routing

(S, A1; A2, D)comprises the identi?er of its set (B1; B2) of
16. A system according to claim 2, further comprising a
mechanism which allows a cooperating node belonging to the

set (B1; B2) of potential cooperating nodes, to know that it
does not receive correctly anymore the messages of the des

ignated intermediate node of this set (B1; B2) of potential
cooperating nodes.
17. A method for forwarding at least one data packet in a
wireless network, from an origin node (S) to a destination

ing the group (L1; L2) of cooperating nodes of the designated
intermediate node (A1; A2) comprising means for obtaining,
from the plurality (B 1; B2) of potential cooperating nodes, the

node (D), through at least one network node (A1; A2) which

subset of nodes which are within coverage range of the pre
vious node to the designated intermediate node as established

forwarding path (S, B1; B2, D), the method comprising:
A) Detecting the incapacity of the designated intermediate

by the data packet forwarding path, when the previous node to
the designated intermediate node has sent the data packet,
means for obtaining, from said subset of nodes, a second
subset of nodes, in such a way that the node after the desig

nated intermediate node, as established by the data packet
forwarding path, is within coverage of said second subset of
nodes, and means for selecting, among this second subset of
nodes, the group of cooperating nodes of the designated inter
mediate node.
6. A system according to claim 2, wherein the transmission

of the data packet made by the previous node to the designated
intermediate node is performed, at the same time, to both the

designated intermediate node (A1; A2) and to the set (B1; B2)
of potential cooperating nodes of the designated intermediate
node.
7. A system according to claim 2, wherein the means for

obtaining the set (B1; B2) of potential cooperating nodes of
the designated intermediate nodes (A1; A2), operate at pre
determined time periods.
8. A system according to claim 2, the means for obtaining

the set (B1; B2) of potential cooperating nodes of the desig
nated intermediate nodes (A1; A2) comprising means for
detecting the inability of the designated intermediate node.
9. A system according to claim 2, wherein at least one of the

nodes of the set (B1; B2) of potential cooperating nodes of the
designated intermediate node (A1; A2) comprises means for
communicating the incapacity of the designated intermediate
node to the previous node of the designated intermediate
node, as established in the forwarding path of the data packet.
10. A system according to claim 1, wherein at least one of

the nodes in the routing path (S, A1 ; A2, D) comprises routing
information.

acts as a designated intermediate node, building a data packet

node to forward through itself the data packet from the
previous node of the designated intermediate node to the
next node of the designated intermediate node as estab

lished by the data packet forwarding path;
B) In case of a positive detection in step (A), determining a

group (L1; L2) of cooperating nodes of the designated
intermediate node, among a plurality of network nodes,
to forward through it the data packet from the previous
node of the designated intermediate node, to the next
node, as established by the data packet forwarding path.
18. A method according to claim 17, comprising a step (C)
of obtaining a set (B1, B2) of potential cooperating nodes of
the designated intermediate node.
19. A method according to claim 18, wherein step (C) of
obtaining a set (B1, B2) of potential cooperating nodes of the

designated intermediate node, comprises the steps of:
C. l) Obtaining the set of nodes which are within coverage

range of the designated intermediated node;
C.2) Selecting, among said set of nodes, the set (B1, B2) of
potential cooperating nodes of the designated interme
diate node, in such a way that this set of potential coop

erating nodes ful?ll optimal conditions for acting as
cooperating nodes of the designated intermediate node.
20. A method according to claim 18, wherein step (B) of
determination of the group (L1; L2) of cooperating nodes of

the designated intermediate node (A1; A2), comprises the
steps of:
B1) Obtaining, among the set (B1, B2) of potential coop
erating nodes, the subset of nodes which are within
coverage range with the previous node to the designated
intermediate node as established by the data packet for
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warding path, when the previous node of the designated

node and transmitting it to the next node, as established by the

intermediate node has transmitted the data packet;
B.2) Selecting, among this subset of nodes, the group of
cooperating nodes of the designated intermediate node.
21. A method according to claim 18, wherein step (B) of
determination of the group of cooperating nodes of the des

data packet forwarding path, in case that the incapacity of the
designated intermediate node is detected.

ignated intermediate node (A1; A2) comprises the steps of:
B3) Obtaining, from the set (B1, B2) of potential cooper
ating nodes, the subset of nodes which are within cov

erage range with the previous node to the designated
intermediate node (A1; A2) as established by the data

packet forwarding path, when the previous node of the
designated intermediate node has transmitted the data

packet;
B.4) Obtaining, from this subset of nodes, a second subset
of nodes, in such a way that the next node to the desig
nated intermediate node (A; A2) as established in the

data packet routing path, is within coverage range of the
nodes of the second subset of cooperating nodes of the

designated intermediate node;
B.5) Selecting, among this second subset of nodes, the
group of cooperating nodes of the designated interme
diate node.
22. A computing system in a system according to claim 1,
wherein the computing system is adequate for operating as a

cooperating node of the designated intermediate node (A1;
A2), comprising means for detecting the incapacity of the
designated intermediate node for forwarding through it the
data packet from the previous node to this designated inter
mediate node to the next node, as established by the data

packet forwarding path, and means for receiving the data
packet from the previous node to the designated intermediate

23. A system according to claim 22, the means for trans

mitting the data packet to the next node of the designated
intermediate node, comprising means for introducing in the
data packet an indicator which informs to the set (B1; B2) of

potential cooperator nodes of the designated intermediate
node (A1; A2) that must cooperate on the forwarding of the

data packet).
24. A method for forwarding at least one data packet in a

computing system according to claim 22, comprising the
steps of:
D) Receiving the data packet from the previous node of the
designated intermediate node as established by the data

packet forwarding path;
A) Detecting the incapacity of the designated intermediate
node (A1; A2) to forward through itself the data packet
from the previous node of the designated intermediate
node to the next node of the designated intermediate

node as established by the data packet forwarding path;
E) In case of a positive detection in step (A), transmitting
the data packet to the next node of the designated inter
mediate node.
25. A computer program comprising instructions which are
executed in a computing system for performing the method
according to claim 24.
26.A computer program according to claim 25 wherein the
computer program is stored in a storage media.

27. A computer program according to claim 25, wherein
the computer program is carried by a carrier wave.
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