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METHOD AND APPARATUS FOR
MONITORING THE HEALTH OF A
COMPUTER SYSTEM
RELATED APPLICATION

[0001] The subject matter of this application is related to
the subject matter in a co-pending non-provisional applica
tion by Dan Vacar, David K. McElfresh, Kenny C. Gross, and

Leoncio D. Lopez entitled, “Characterizing Degradation of

Components During Reliability-Evaluation Studies,” having
Ser. No. 11/452,632, and ?ling date 13 Jun. 2006 (Attorney
Docket No. SUN06-0365).
BACKGROUND

[0002] 1. Field of the Invention
[0003] The present invention relates to techniques for
monitoring the health of a computer system. More speci?
cally, the present invention relates to a method and apparatus
for determining Whether a computer system is at the onset of
degradation by monitoring a difference function for the vari
ance of a monitored telemetry variable.

[0004]

2. RelatedArt

[0005]

An increasing number of businesses are using com

puter systems for mission-critical applications. In such appli
cations, a component failure can have a devastating effect on

the business. For example, the airline industry is critically
dependent on computer systems that manage ?ight reserva
tions, and Would essentially cease to function if these systems
failed. Hence, it is critically important to monitor the health of
components Within the computer system so that remedial
actions can be performed on components that are at the onset

of degradation.
[0006] One technique for monitoring the health of compo
nents Within the computer system is to monitor telemetry
variables generated Within the computer system. These

telemetry variables can include physical signals generated by
transducers: such as temperature, voltage, current, and vibra
tion, and can include softWare signals monitored by an oper

the time series, the system subtracts a value of the time series
at a previous time point from the value of the time series at a

present time point.
[0010] In one embodiment, the system divides the result of
the subtraction by the value of a length of a time interval

betWeen the previous time point and the present time point.
[0011]

In one embodiment, While calculating the residual

function for a time series, for each time interval in the time

series, the system (1) calculates a running average of values
for the time series up to and including a present time interval;
and (2) subtracts the running average from a value of the time
series at the present time interval.
[0012] In one embodiment, While determining Whether the
?rst-difference function indicates that the computer system is
at the onset of degradation, the system determines Whether
the ?rst-difference function exceeds a speci?ed threshold.
[0013] In one embodiment, While determining Whether the
?rst-difference function indicates that the computer system is
at the onset of degradation, the system performs a Sequential
Probability Ratio Test (SPRT) on the ?rst-difference func
tion. The system then determines Whether the SPRT generates
an alarm.

[0014]

In one embodiment, the SPRT can include one or

more of: a positive variance ?rst-difference test, Which gen
erates an alarm if the ?rst-difference function for the variance

of the time series for the monitored telemetry variable is
increasing; and a negative variance ?rst-difference test,
Which generates an alarm if the ?rst-difference function for
the variance of the time series for the monitored telemetry

variable is decreasing.
[0015] In one embodiment, While performing the remedial
action the system performs one or more of the folloWing
actions: recording a time When the onset of degradation

occurred; notifying a system administrator that the computer
system is at the onset of degradation; shutting doWn the
computer system; backing up data stored on the computer
system; failing-over to a redundant computer system; replac
ing one or more components Which are at the onset of degra

ating system such as: hard disk activity, central processing
unit (CPU) load, and memory usage. Existing health-moni
toring techniques detect changes in the mean value of the
monitored telemetry variables, or changes in the patterns of

dation; and performing other remedial actions.

correlation among dynamically a ?rst-difference function for
the variance of a time series for a monitored telemetry vari

[0016] FIG. 1 presents a plot illustrating the output of a
failing temperature sensor.
[0017] FIG. 2 presents a plot illustrating the dynamic resis

able Within the computer system. The system then determines
Whether the ?rst-difference function indicates that the com

puter system is at the onset of degradation. If so, the system
performs a remedial action.
[0007] In one embodiment, prior to receiving the ?rst-dif
ference function, the system receives the variance of the time
series for the monitored telemetry variable. Next, the system
calculates a residual function of the variance of the time series

for the monitored telemetry variable. The system then calcu
lates the ?rst-difference function from the residual function of
the variance.

[0008] In one embodiment, prior to receiving the variance
for the time series for the monitored telemetry variable, the
system receives the time series for the monitored telemetry
variable. The system then calculates the variance of the time
series for the monitored telemetry variable.
[0009] In one embodiment, While calculating the ?rst-dif
ference function of the time series, for each time point Within

BRIEF DESCRIPTION OF THE FIGURES

tance of a failing interconnect.
[0018] FIG. 3 presents a block diagram illustrating a com
puter system in accordance With an embodiment of the

present invention.
[0019] FIG. 4 illustrates real-time telemetry system in
accordance With an embodiment of the present invention
[0020] FIG. 5 presents a How chart illustrating the process

of using the ?rst-difference function for the variance of telem
etry variables to monitor the health of a computer system in
accordance With an embodiment of the present invention.
[0021] FIG. 6 illustrates an in-situ reliability stress-test
chamber in accordance With an embodiment of the present
invention.
[0022] FIG. 7 presents a How chart illustrating the process
of using the ?rst-difference function for the variance of telem
etry variables to detect the onset of degradation in compo
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nents during reliability-evaluation studies in accordance With
an embodiment of the present invention.
DETAILED DESCRIPTION

present invention. Computer system 300 includes processor
301, memory 302, storage device 303, and real-time telem
etry system 304.
[0030] Processor 301 can generally include any type of
processor, including, but not limited to, a microprocessor, a

[0023]

The following description is presented to enable any

person skilled in the art to make and use the invention, and is

provided in the context of a particular application and its
requirements. Various modi?cations to the disclosed embodi
ments Will be readily apparent to those skilled in the art, and
the general principles de?ned herein may be applied to other
embodiments and applications Without departing from the
spirit and scope of the present invention. Thus, the present

mainframe computer, a digital signal processor, a personal
organiZer, a device controller and a computational engine
Within an appliance. Memory 302 can include any type of
memory, including but not limited to, dynamic random access
memory (DRAM), static random access memory (SRAM),
?ash memory, read only memory (ROM), and any other type
of memory noW knoWn or later developed. Storage device 3 03
can include any type of non-volatile storage device that can be
coupled to a computer system. This includes, but is not lim

invention is not limited to the embodiments shoWn, but is to
be accorded the Widest scope consistent With the principles
and features disclosed herein.
[0024] The data structures and code described in this
detailed description are typically stored on a computer-read
able storage medium, Which may be any device or medium

time telemetry system 304 is separate from computer system

that can store code and/or data for use by a computer system.
This includes, but is not limited to, volatile memory, non

more detail beloW With reference to FIG. 4.

volatile memory, magnetic and optical storage devices such
as disk drives, magnetic tape, CDs (compact discs), DVDs

Real-Time Telemetry System

(digital versatile discs or digital video discs), or other media
capable of storing computer readable media noW knoWn or

accordance With an embodiment of the present invention.

later developed.
OvervieW

[0025]

One embodiment of the present invention detects

ited to, magnetic, optical, and magneto-optical storage
devices, as Well as storage devices based on ?ash memory
and/or battery-backed up memory.
[0031] In one embodiment of the present invention, real

300. Note that real-time telemetry system 304 is described in

[0032]

FIG. 4 illustrates real-time telemetry system 304 in

Referring to FIG. 4, computer system 300 can generally
include any computational device including a mechanism for
servicing requests from a client for computational and/or data
storage resources. In one embodiment, computer system 300

precursor failure mechanisms that do not shoW up as anoma

is a high-end uniprocessor or multiprocessor server that is

lies in the mean value or in the correlation patterns for telem

being monitored by real-time telemetry system 304.
[0033] Real-time telemetry system 304 includes telemetry
device 400, analytical re-sampling program 401, sensitivity

etry variables. More speci?cally, one embodiment of the
present invention detects failure mechanisms that appear as

changes in the variance (including the degree of spikiness or
burstiness) of monitored telemetry variables.
[0026] One embodiment of the present invention proac
tively detects and monitors the evolution of computer system
failure mechanisms through a binary-hypothesis test that con

analysis tool 402, and SPRT module 403. Telemetry device
400 gathers information from the various sensors and moni
toring tools Within computer system 3 00. In one embodiment,
telemetry device 400 directs the signals to a remote location

that contains analytical re-sampling program 401, sensitivity

tinuously monitors the digitiZed rate-of-change of the vari

analysis tool 402, and SPRT module 403. In another embodi

ance for monitored telemetry variables. In doing so, the

ment of the present invention, one or more of analytical

present invention can detect anomalies that shoW up as a

re-sampling program 401, sensitivity analysis tool 402, and

change-in-gain, change-in-variance, or change-in-spikiness/

SPRT module 403 are located Within computer system 300.

burstiness, Without a change-in-mean value.
[0027] One embodiment of the present invention detects
increases in the variance of a monitored telemetry variable
and quanti?es the rate of increase in the variance. Another
embodiment of the present invention detects decreases in the
variance of a monitored telemetry variable and quanti?es the

[0034] Analytical re-sampling program 401 ensures that
the monitored telemetry variables have a uniform sampling
rate. In doing so, analytical re-sampling program 401 uses
interpolation techniques, if necessary, to ?ll in missing data
points, or to equaliZe the sampling intervals When the raW data

is non-uniformly sampled.

rate of decrease in the variance. Note that decreases in vari
ance include the case Where physical transducers degrade

[0035] After the telemetry variables pass through analytical
re-sampling program 401, they are aligned and correlated by

With What are knoWn as “stuck-at” failures.

sensitivity analysis tool 402. For example, in one embodi
ment of the present invention sensitivity analysis tool 402
incorporates a novel moving WindoW technique that “slides”

[0028]

Note that for the sake of clarity, the present inven

tion is described in terms of “telemetry variables,” Which can
generally include, but are not limited to, sensor signals gen
erated by physical sensors or softWare sensors, instrumenta
tion signals, inferential variables Which are inferred from
sensor signals or inferred from other variables or signals, and
any other variable or signal that can be used to determine the
health of a computer system or a component.

Computer System
[0029] FIG. 3 presents a block diagram illustrating a com
puter system 300 in accordance With an embodiment of the

through the telemetry variables With systematically varying
WindoW Widths. The system systematically varies the align
ment betWeen sliding WindoWs for different telemetry vari
ables to optimiZe the degree of associationbetWeen the telem
etry variables, as quanti?ed by an “F-statistic,” Which is
computed and ranked for all telemetry variable WindoWs by

sensitivity analysis tool 402.
[0036] While statistically comparing the quality oftWo ?ts,
F-statistics reveal the measure of regression. The higher the
value of the F-statistic, the better the correlation is betWeen

tWo telemetry variables. The lead/lag value for the sliding
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WindoW that results in the F-statistic With the highest value is
chosen, and the candidate telemetry variable is aligned to
maximize this value. This process is repeated for each telem

[0046] Also note that the present invention is not meant to
be limited to server computer systems. In general, the present
invention can be applied to any type of computer system. This

etry variable by sensitivity analysis tool 402.

includes, but is not limited to, a computer system based on a

[0037]

microprocessor, a mainframe computer, a digital signal pro
cessor, a portable computing device, a personal organiZer, a
device controller, and a computational engine Within an appli

Telemetry variables that have an F-statistic very

close to l are “completely correlated” and can be discarded.
This can result When tWo telemetry variables are measuring
the same metric, but are expressing them in different engi
neering units. For example, a telemetry variable can convey a

temperature in degrees Fahrenheit, While a second telemetry
variable conveys the same temperature in degrees Centigrade.
Since these tWo telemetry variables are perfectly correlated,
one does not contain any additional information over the

other, and therefore, one may be discarded.
[0038] Some telemetry variables may exhibit little correla
tion, or no correlation Whatsoever. In this case, these telem

etry variables may be dropped because they add little predic
tive information. Once a highly correlated subset of the

telemetry variables has been determined, they are combined
into one group or cluster for processing by the SPRT module
403.

[0039] One embodiment of the present invention continu
ously monitors a variety of telemetry variables (e.g., sensor
signals) in real time during operation of the server. (Note that
although We refer to a single computer system in this disclo
sure, the present invention can also apply to a collection of

ance.

Detecting Changes in Variance
[0047] One embodiment of the present invention computes
the ?rst-difference function of the variance estimates for digi
tiZed time-series telemetry variables under surveillance. In
one embodiment of the present invention, the time-series
signals are “residuals” formed by subtracting the mean value
of a monitored telemetry variable from the value of the moni
tored telemetry variable. Note that the ?rst-difference func
tion of the variance is a numerical approximation of the
derivative of the sequence of variance estimates.
[0048] In one embodiment of the present invention, a
sequential probability ratio test (SPRT) is used to monitor
?rst-difference function of the variance of a telemetry vari
able. In one embodiment, the SPRT generates a Warning ?ag

if the variance of the telemetry variable is increasing (positive
variance ?rst-difference function SPRT). In another embodi
ment, the SPRT generates a Warning ?ag if the variance of the

computer systems).

telemetry variable is decreasing (negative variance ?rst-dif

[0040] These telemetry variables can also include signals
associated With internal performance parameters maintained
by softWare Within the computer system. For example, these

ference function SPRT). Note that more than one SPRT test
can be used at the same time.

internal performance parameters can include, but are not lim

ited to, system throughput, transaction latencies, queue
lengths, central processing unit (CPU) utiliZation, load on

tive variance-derivative SPRT and/or a negative variance
?rst-difference function SPRT provides a Wealth of diagnos
tic information on a class of failure modes knoWn collectively

CPU, idle time, memory utiliZation, load on the memory, load
on the cache, I/O tra?ic, bus saturation metrics, FIFO over

as a “change-in-gain Without a change-in-mean”. For

?oW statistics, and various operational pro?les gathered

Warning ?ags, it is an indication that there has been a sudden

through “virtual sensors” located Within the operating sys
tem.

[0041] These telemetry variables can also include signals
associated With canary performance parameters for synthetic
user transactions, Which are periodically generated for the
purpose of measuring quality of service from the end user’s

perspective.
[0042] These telemetry variables can additionally include
hardWare variables, including, but not limited to, internal

temperatures, voltages, currents, and fan speeds.
[0043] Furthermore, these telemetry variables can include
disk-related metrics for a remote storage device, including,
but not limited to, average service time, average response

time, number of kilobytes (kB) read per second, number of kB
Written per second, number of read requests per second, num
ber of Write requests per second, and number of soft errors per
second.
[0044] In one embodiment of the present invention, the

[0049]

A comparison of SPRT alarms issuing from a posi

example, if the positive variance-derivative SPRT triggers
increase in the variance (or degree of spikiness or burstiness)
of the process. If this SPRT subsequently ceases triggering
Warning ?ags, it is an indication that the degradation mode
responsible for the increased noisiness has gone to comple
tion. Such information can be bene?cial in root causing the

origin of the degradation and helping to eliminate the degra
dation mechanism from future product designs.
[0050] Similarly, if the negative variance ?rst-difference
function SPRT starts triggering alarms, there is a decrease in
variance for the process. If the negative variance ?rst-differ
ence function SPRT ceases issuing Warning ?ags, it is an
indication that the degradation mode has gone to completion.
In safety critical processes, this failure mode (decreasing
variance Without a change in mean) is dangerous in conven
tional systems that are monitored only by threshold limit
tests. The reason it is dangerous is that a shrinking variance,
When it occurs as a result of a transducer that is losing its

ability to respond, never trips a threshold limit. (Whereas

foregoing telemetry variables are monitored continuously

degradation that manifests as a linear decalibration bias, or

With one or more SPRT tests.

monitored. Note that all major system components, including

even an increasing variance, Will eventually trip a high or loW
threshold limit and sound a Warning). A sustained shrinking
variance, Which can occur, for example, When oil-?lled pres
sure transmitters leak their oil, or electrolytic capacitors leak
their electrolyte, never trips a threshold, but can be detected

both hardWare and softWare components, can be decomposed

by the positive and negative variance ?rst-difference function

into FRUs. (For example, a softWare FRU can include: an
operating system, a middleWare component, a database, or an

SPRT tests.

[0045] In one embodiment of the present invention, the
components from Which the telemetry variables originate are
?eld replaceable units (FRUs), Which can be independently

application.)

[0051] FIG. 5 presents a ?oW chart illustrating the process
of using the ?rst-difference function for the variance of telem
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etry variables to monitor the health of a computer system in
accordance With an embodiment of the present invention. The

ciation of the onset of degradation and, in many cases, the
exact point of failure in time in the components undergoing

process begins When the system monitors telemetry variables
(step 500). In one embodiment of the present invention, the

accelerated-life studies.
[0058] FIG. 6 illustrates an in-situ reliability stress-test
chamber 600 in accordance With an embodiment of the
present invention. A component under test 601, Which can be
any type of device from a computer system, is placed inside
stress-test chamber 600. Note that component under test 601
can include, but is not limited to: poWer supplies, capacitors,

telemetry variable is a variance function of the monitored

telemetry variable. In another embodiment of the present
invention, the system receives a time series for the monitored
telemetry variable and calculates a variance function of the
time series for the monitored telemetry variable.
[0052] Next, the system calculates a running average for

each monitored telemetry variable (step 501). The system
then calculates residuals for the telemetry variables (step 502)
to produce residuals 503. In one embodiment of the present

sockets, integrated circuit chips, hard drives, and transceivers.
[0059]

Stress control module 602 applies and controls one

or more stress variables to the stress-test chamber 600. These
stress variables can include, but are not limited to: tempera

invention, the system calculates residuals for the telemetry
variables by subtracting the running average for each moni
tored telemetry variable from the corresponding monitored

ture, humidity, vibration, voltage, chemical/environmental,

telemetry variable.

stress-test chamber 600 to create accelerated-life studies for
the component under test 601. The same setup can also be

[0053]

Next, the system calculates the ?rst-difference func

tion for the residuals of the variance for the monitored telem
etry variables (step 504). In one embodiment of the of the

present invention, for each time point Within the time series
for the telemetry variable, the system calculates the ?rst
difference function by subtracting a value of the time series at
a previous time point from the value of the time series at a
present time point. In one embodiment of the present inven

tion, the system divides the result of the subtraction by the
value of a length of a time interval betWeen the previous time

point and the present time point.
[0054] The system then performs a Sequential Probability
Ratio Test (SPRT) on the ?rst-difference functions (step 505).
Note that the system also receives alpha and beta values 506
for the SPRT. (SPRTs are described in more detail beloW.)

[0055] If an alarm is generated by the SPRTs (step 507,
yes), the system records the time of failure (step 508), and
continues monitoring the telemetry variables (step 509). If no
alarm is generated by the SPRTs (step 507, no), the system

continues monitoring the telemetry variables (step 509).
[0056] In one embodiment of the present invention, a reme
dial action is also performed in step 508. In one embodiment
of the present invention, the remedial action can involve per
forming one or more of: recording a time When the onset of

degradation occurred; notifying a system administrator that
the computer system is at the onset of degradation; shutting
doWn the computer system; backing up data stored on the
computer system; failing-over to a redundant computer sys
tem; replacing one or more components Which are at the onset

of degradation; and other remedial actions.
Accelerated-Life Studies

and radiation. In one embodiment of the present invention,
stress control module 602 applies su?icient stress factors to

applied to early failure rate studies of a component, burn-in
screens of a component and repair-center reliability evalua
tions of a returned component.
[0060] As is shoWn in FIG. 6, stress-test chamber 600 can

contain multiple units (specimens) of component under test
601, Wherein an array of nine specimens 603 of component
under test 601 are shoWn. Stress-test chamber 600 provides a

supply of poWer to each specimen of component under test

601, and obtains telemetry variable outputs (e.g., inferential
variables) from each specimen. The telemetry variable out
puts are coupled to a fault-monitoring module 604. In one

embodiment of the present invention, fault-monitoring mod
ule 604 is a Continuous System Telemetry Harness (CSTH).
[0061] Note that the output data series can be either pro
cessed in real-time or post-processed. In one embodiment of

the present invention, fault-monitoring module 604 analyZes
the output data series in real-time While the telemetry vari
ables are being collected from all of the specimens 603 of
component under test 601, and predicts the likelihood of
failure for each of specimens 603. In another embodiment of

the present invention, fault-monitoring module 604 post-pro
cesses the output data series at a later time and detects
Whether failures have occurred at an earlier time, and if so,
determines the time of failures. Note that the output data
series can include but is not limited to: a time-series, a number

of cycles, and a number of incidents.

[0062] Furthermore, note that the telemetry variable from
each specimen of the component can include current, voltage,

resistance, temperature, and other physical variables. Also,
note that all of the specimens 603 in stress-test chamber 600
can be tested at the same time and under the same conditions.

For devices undergoing accelerated-life studies, it is

Moreover, instead of testing multiple individual components,

often desirable to supply poWer to the devices under test While
they are in the stress-test chambers. Even though it may not be

the stress-test chamber can be con?gured to test a single

[0057]

component.

possible to apply the full pass/fail functional testing to the

[0063]

devices inside the stress-test chamber, a change in the elec
trical behavior of the device can be detected by monitoring the

ultra-sensitive sequential detection technique called the
Sequential Probability Ratio Test (SPRT) for telemetry vari

signatures of the electrical current being applied to the
devices. Note that subtle anomalies in the noise-signature

able surveillance to accurately identify the onset of compo
nent degradation and/or failure. Moreover, a tandem SPRT

time-series of the current for the device appear When the
device degrades and/ or fails. Also note that the current to the

can be run on the derivative of the telemetry variable’s time

device can provide an indirect measure of the health of a

device. More speci?cally, the current-noise time series can be
used as an “inferential variable” for high-resolution annun

One embodiment of the present invention uses an

series to accurately assess the time of complete of failure. The
combination of tandem SPRTs that monitor the telemetry
variables provides a robust surveillance scheme Which has the
capability to:
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[0064] 1. detect the onset of degradation in any indi
vidual component under stress, even When the overall
functionality of that component cannot be measured
directly; and to
[0065] 2. detect the time of complete failure for any
component under stress.
[0066] In one embodiment of the present invention, infor
mation from the tandem SPRT analyses is combined With
discrete-time ex-situ pass/fail testing to construct a detailed

Note that the system receives alpha and beta values 706 for
the SPRT. Note that SPRTs are described in more detail

beloW.

[0073] If an alarm is generated by the SPRTs (step 707,
yes), the system records the time of failure (step 708). The
system then determines Whether the reliability-evaluation
study should be altered (step 710). If so, the system stops and

alters the reliability-evaluation study (step 711). The system
then continues monitoring the telemetry variables (step 709).
If the system determines that the reliability-evaluation study

population failure distribution.

should not be altered, the system continues monitoring the

[0067]

telemetry variables (step 709).

One embodiment of the present invention lessens

the constraints on the tradeoff betWeen the number of units

under test and the duration of the experiments, While yielding
much higher resolution information on the dynamic evolution
of the health of the components as a function of age and

[0074] If no alarm is generated by the SPRTs (step 707, no),
the system continues monitoring the telemetry variables (step
7 09).

SPRT (Sequential Probability Ratio Test)

cumulative stress. This higher resolution facilitates higher
con?dence in selecting a mathematical model that accurately
predicts the long-term reliability of the component for a time
point beyond the number of hours the component Was actu

[0075] The Sequential Probability Ratio Test is a statistical
hypothesis test that differs from standard ?xed sample tests.
In ?xed-sample statistical tests, a given number of observa

ally tested.

tions are used to select one hypothesis from one or more

[0068] Also note that the present invention minimiZes
expensive ex-situ functional evaluations.
[0069] FIG. 7 presents a How chart illustrating the process
of using the ?rst-difference function for the variance of telem
etry variables to detect the onset of degradation in compo
nents during reliability-evaluation studies in accordance With
an embodiment of the present invention. The process begins

When the system monitors telemetry variables (step 700). In
one embodiment of the present invention, the telemetry vari
able is a variance function of the monitored telemetry vari
able. In another embodiment of the present invention, the
system receives a time series for the monitored telemetry
variable and calculates a variance function of the time series

for the monitored telemetry variable. Note that FIG. 5 and
FIG. 7 are different. FIG. 5 illustrates the process of moni

toring a number of distinct telemetry variables for a single
computer system or a single component. In contrast, FIG. 7
illustrates the process of monitoring a single telemetry vari
able from a number of specimens of a component. In one

embodiment of the present invention, the process illustrated
in FIG. 7 canbe performed on one or more telemetry variables
across a number of specimens of a component.

[0070]

Next, the system calculates a running average across

all monitored telemetry variables (step 701). The system then
calculates residuals for the telemetry variables (step 702) to
produce residuals 703. In one embodiment of the present

invention, the system calculates residuals for the telemetry
variables by subtracting the running average for all monitored
telemetry variable from each monitored telemetry variable.
[0071] Next, the system calculates the ?rst-difference func

alternative hypotheses. The SPRT, hoWever, examines one
observation at a time, and then makes a decision as soon as it

has su?icient information to ensure that pre-speci?ed con?
dence bounds are met.

[0076]

The basic approach taken by the SPRT technique is

to analyZe successive observations of a discrete process. Let
y, represent a sample from the process at a given moment tn in

time. In one embodiment of the present invention, the
sequence of values {Yn}%/O,y1, . . .yn comes from a station

ary process characterized by a Gaussian, White-noise prob
ability density function (PDF) With mean 0. (Note that since
With the sequence is from a nominally stationary processes,
any process variables With a nonZero mean can be ?rst nor

maliZed to a mean of Zero With no loss of generality).

[0077]

The SPRT is a binary hypothesis test that analyZes

process observations sequentially to determine Whether or

not the telemetry variable is consistent With normal behavior.
When a SPRT reaches a decision about current process

behavior (i.e., the telemetry variable is behaving normally or
abnormally), the system reports the decision and continues to
process observations.

[0078] For each of the eight types of tandem SPRT tests
described beloW, the telemetry variable data adheres to a
Gaussian PDF With mean 0 and variance 02 for normal signal
behavior, referred to as the null hypothesis, H0. The system

computes eight speci?c SPRT hypothesis tests in parallel for
each telemetry variable monitored. One embodiment of the
present invention applies a SPRT to an electrical current

time-series. Other embodiments of the present invention

apply a SPRT to other telemetry variables, including voltage,
internal temperature, or stress variables.

tion for the residuals of the variance for the monitored telem
etry variables (step 704). In one embodiment of the of the

[0079] The SPRT surveillance module executes all 8 tan
dem hypothesis tests in parallel. Each test determines Whether

present invention, for each time point Within the time series
for the telemetry variable, the system calculates the ?rst

the current sequence of process observations is consistent
With the null hypothesis versus an alternative hypothesis. The

difference function by subtracting a value of the time series at
a previous time point from the value of the time series at a
present time point. In one embodiment of the present inven

?rst four tests are: (SPRT 1) the positive-mean test, (SPRT 2)
the negative-mean test, (SPRT 3) the nominal-variance test,
and (SPRT 4) the inverse-variance test. For the positive-mean

tion, the system divides the result of the subtraction by the

test, the telemetry variable data for the corresponding alter

value of a length of a time interval betWeen the previous time

native hypothesis, H1, adheres to a Gaussian PDF With mean

point and the present time point.
[0072] The system then performs a Sequential Probability

+M and variance 02. For the negative-mean test, the telemetry
variable data for the corresponding alternative hypothesis,

Ratio Test (SPRT) on the ?rst-difference functions (step 705).

H2, adheres to a Gaussian PDF With mean —M and variance
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02. For the nominal-variance test, the telemetry variable data
for the corresponding alternative hypothesis, H3, adheres to a
Gaussian PDF With mean 0 and variance V02 (With scalar
factor V). For the inverse-variance test, the telemetry variable
data for the corresponding alternative hypothesis, H4, adheres
to a Gaussian PDF With mean 0 and variance oz/V.

[0080] The next tWo tandem SPRT tests are performed not
on the raW telemetry variables as above, but on the ?rst

difference function of the telemetry variable. For discrete
time series, the ?rst-difference function (i.e., difference
betWeen each observation and the observation preceding it)
gives an estimate of the numerical derivative of the time

series. During uninteresting time periods, the observations in

tion. Such information can be bene?cial in root causing the

origin of the degradation and eliminating it from future prod
uct designs.
[0084] Similarly, if SPRTs 4 and 8 both start triggering
alarms, there is a decrease in variance for the process. If SPRT
4 continues to issue Warning ?ags but SPRT 8 ceases issuing
Warning ?ags, it is an indication that the degradation mode
has gone to completion. In safety-critical processes, this fail
ure mode (decreasing variance Without a change in mean) is

dangerous in conventional systems that are monitored only by
threshold limit tests. The reason it is dangerous is that a
shrinking variance, When it occurs as a result of a transducer

that is losing its ability to respond, never trips a threshold
limit. (In contrast degradation that manifests as a linear deca

the ?rst-difference function are a nominally stationary ran
dom process centered about Zero. If an upWard or doWnWard

a high or loW threshold limit and sounds a Warning). A sus

trend suddenly appears in the telemetry variable, SPRTs num

tained decreasing variance, Which happens, for example,

ber 5 and 6 observe an increase or decrease, respectively, in

When oil-?lled pressure transmitters leak their oil, or electro

the slope of the telemetry variable.

lytic capacitors leak their electrolyte, never trips a threshold
in conventional systems, but Will be readily detected by the
suite of 8 tandem SPRT tests taught in this invention.
[0085] The SPRT technique provides a quantitative frame

[0081] For example, if there is a decrease in the value of the
telemetry variable, SPRT alarms are triggered for SPRTs 2
and 6. SPRT 2 generates a Warning because the sequence of
raW observations drops With time. And SPRT 6 generates a

Warning because the slope of the telemetry variable changes
from Zero to something less than Zero. The advantage of
monitoring the mean SPRT and slope SPRT in tandem is that

the system correlates the SPRT readings from the eight tests
and determines if the component has failed. For example, if
the telemetry variable levels off to a neW stationary value (or
plateau), the alarms from SPRT 6 cease because the slope
returns to Zero When the raW telemetry variable reaches a

plateau. HoWever, SPRT 2 Will continue generating a Warning
because the neW mean value of the telemetry variable is

different from the value prior to the degradation. Therefore,
the system correctly identi?es that the component has failed.
[0082]

libration bias, or even an increasing variance, eventually trips

Work that permits a decision to be made betWeen the null

hypothesis and the eight alternative hypotheses With speci?ed
misidenti?cation probabilities. If the SPRT accepts one of the
alternative hypotheses, an alarm ?ag is set and data is trans
mitted.
[0086] The SPRT operates as folloWs. At each time step in
a calculation, the system calculates a test index and compares
it to tWo stopping boundaries A and B (de?ned beloW). The
test index is equal to the natural log of a likelihood ratio (Ln),
Which for a given SPRT is the ratio of the probability that the

alternative hypothesis for the test (Hj, Where j is the appro
priate subscript for the SPRT in question) is true, to the
probability that the null hypothesis (H0) is true.

If SPRTs 3 or 4 generates a Warning, the variance of

the telemetry variable is either increasing or decreasing,
respectively. An increasing variance that is not accompanied
by a change in mean (inferred from SPRTs 1 and 2 and SPRTs
5 and 6) signi?es an episodic event that is “bursty” or “spiky”

With time. A decreasing variance that is not accompanied by
a change in mean is a common symptom of a failing compo

nent that is characterized by an increasing time constant.

Therefore, having variance SPRTs available in parallel With
slope and mean SPRTs provides a Wealth of supplementary

diagnostic information.
[0083] The ?nal tWo tandem SPRT tests, SPRT 7 and SPRT
8, are performed on the ?rst-difference function of the vari
ance estimates for the telemetry variable. The ?rst-difference
function of the variance estimates is a numerical approxima
tion of the derivative of the sequence of variance estimates. As

such, SPRT 7 triggers a Warning ?ag if the variance of the
telemetry variable is increasing, While SPRT 8 triggers a
Warning ?ag if the variance of the telemetry variable is
decreasing. A comparison of SPRT alarms from SPRTs 3, 4,
7, and 8, gives a great deal of diagnostic information on a class
of failure modes knoWn collectively as a “change-in-gain
Without a change-in-mean.” For example, if SPRTs 3 and 7
both trigger Warning ?ags, it is an indication that there has
been a sudden increase in the variance of the process. If SPRT
3 continues to trigger Warning ?ags but SPRT 7 ceases issuing
Warning ?ags, it is an indication that the degradation mode
responsible for the increased noisiness has gone to comple

probability of observed sequence{Yn} given Hj is true

(I)

_ probability of observed sequence{Yn} given H0 is true

[0087] If the logarithm of the likelihood ratio is greater than
or equal to the logarithm of the upper threshold limit [i.e.,
ln(Ln)>ln(B)], then the alternative hypothesis is true. If the
logarithm of the likelihood ratio is less than or equal to the

logarithm of the loWer threshold limit [i.e., ln(Ln)<ln(A)],
then the null hypothesis is true. If the log likelihood ratio falls

betWeen the tWo limits, [i.e., ln(A)<ln(Ln) <ln(B)], then there
is not enough information to make a decision (and, inciden
tally, no other statistical test could yet reach a decision With

the same given Type I and II misidenti?cation probabilities).
[0088] Equation (2) relates the threshold limits to the misi
denti?cation probabilities 0t and [3:

A:

L

w

1-11’

Where 0t is the probability of accepting Hj When H0 is true (i.e.,
the false-alarm probability), and [3 is the probability of

accepting HO When Hj is true (i.e., the missed-alarm probabil

ity).
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[0089] The ?rst tWo SPRT tests for normal distributions
examine the mean of the process observations. If the distri

" ]

bution of observations exhibits a non-Zero mean (e. g., a mean
XP

of either +M or —M, Where M is the pre-assigned system
disturbance magnitude for the mean test), the mean tests

determine that the system is degraded. Assuming that the
sequence {Yn} adheres to a Gaussian PDF, then the probabil
ity that the null hypothesis H0 is true (i .e., mean 0 and variance

(3)

[0095] The likelihood ratio for the variance test is given by
the ratio of (8) to (3):

02) is:
(9)
Ln : vin/zexp
1

1

0M2)“ ex

"

(3)

_FZYZ]
k l

[0096]

Taking the logarithm of the likelihood ratio given in

(9) produces the SPRT index for the nominal-variance test

[0090] Similarly, the probability for alternative hypothesis

(SPRT

H1 is true (i.e., mean M and variance o2) is:
1

v-1

”

SPRTmm _

1

1

.

.

.

[0097]

2
n
yk - 5111v

(10)

The SPRT index for the inverse-variance test

(SPRTl-nv) is derived by substituting l/V for each instance of

V in (8) through (10), resulting in:
[0091] The ratio of the probabilities in (3) and (4) gives the
likelihood ratio Ln for the positive-mean test:

1

"

2

n

(11)

SPRTinV = ?n - v); yk + 5111v

[0098]

The tandem SPRT module performs mean, vari

ance, and SPRT tests on the raW process telemetry variable
and on its ?rst difference function. To initialiZe the module for

[0092] Taking the logarithm of likelihood ratio given by (5)
produces the SPRT index for the positive-mean test (SPRT

pos)

analysis of a telemetry variable time-series, the user speci?es
the system disturbance magnitudes for the tests (M and V),
the false-alarm probability (0t), and the missed-alarm prob

ability ([3).
[0099] Then, during the training phase (before the ?rst fail
(6)

ure of a component under test), the module calculates the
mean and variance of the monitored variable process signal.
For mo st telemetry variables the mean of the raW observations

[0093] The SPRT index for the negative-mean test (SPRT
neg) is derived by substituting —M for each instance of M in (4)

through (6) above, resulting in:

for the telemetry variable Will be nonZero; in this case the
mean calculated from the training phase is used to normaliZe

the telemetry variable during the monitoring phase. The sys
tem disturbance magnitude for the mean tests speci?es the

number of standard deviations (or fractions thereof) that the
”

M

(7)

distribution must shift in the positive or negative direction to
trigger an alarm. The system disturbance magnitude for the
variance tests speci?es the fractional change of the variance
necessary to trigger an alarm.

[0100] At the beginning of the monitoring phase, the sys
The next tWo SPRT tests examine the variance of the

tem sets all eight SPRT indices to 0. Then, during each time

sequence. This capability gives the SPRT module the ability
to detect and quantitatively characterize changes in variabil

using (6), (7), (l0), and (l l). The system compares each

ity for processes, Which is vitally important for 6-sigma
QA/QC improvement initiatives. In the variance tests, the

and loWer [i.e., ln(([3/(l —0t))] decision boundaries, With these

[0094]

system is degraded if the sequence exhibits a change in vari
ance by a factor ofV or l/V, Where V, the pre-assigned system
disturbance magnitude for the variance test, is a positive

scalar. The probability that the alternative hypothesis H3 is
true (i.e., mean 0 and variance V02) is given by (3) With 02

replaced by V02:

step of the calculation, the system updates the SPRT indices
SPRT index is then compared to the upper [i.e., ln((l—[3)/0t]
three possible outcomes:
[0101] l. the loWer limit is reached, in Which case the
process is declared healthy, the test statistic is reset to

Zero, and sampling continues;
[0102] 2. the upper limit is reached, in Which case the
process is declared degraded, an alarm ?ag is raised
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indicating a sensor or process fault, the test statistic is
reset to Zero, and sampling continues; or
[0103] 3. neither limit has been reached, in Which case no

decision concerning the process can yet be made, and the

sampling continues.
[0104] The advantages of using a SPRT are tWofold:
[0105] 1. early detection of very subtle anomalies in

noisy process variables; and
[0106] 2. pre-speci?cation of quantitative false-alarm
and missed-alarm probabilities.
[0107] The foregoing descriptions of embodiments of the
present invention have been presented only for purposes of
illustration and description. They are not intended to be
exhaustive or to limit the present invention to the forms dis
closed. Accordingly, many modi?cations and variations Will

be apparent to practitioners skilled in the art. Additionally, the
above disclosure is not intended to limit the present invention.

The scope of the present invention is de?ned by the appended
claims.
What is claimed is:
1. A method for monitoring the health of a computer sys

tem, comprising:
receiving a ?rst-difference function for the variance of a
time series for a monitored telemetry variable Within the

computer system;
determining Whether the ?rst-difference function indicates
that the computer system is at the onset of degradation;
and
if so, performing a remedial action.

2. The method of claim 1, Wherein prior to receiving the
?rst-difference function, the method further comprises:
receiving the variance for the time series for the monitored

telemetry variable;
calculating a residual function of the variance of the time

series for the monitored telemetry variable; and
calculating the ?rst-difference function from the residual
function of the variance.
3. The method of claim 2, Wherein prior to receiving the
variance for the time series for the monitored telemetry vari

able, the method further comprises:
receiving the time series for the monitored telemetry vari
able; and
calculating the variance of the time series for the monitored

telemetry variable.
4. The method of claim 2, Wherein calculating the ?rst
difference function of the time series involves, for each time
point Within the time series, subtracting a value of the time
series at a previous time point from the value of the time series
at a present time point.

5. The method of claim 4, further comprises dividing the
result of the subtraction by the value of a length of a time

interval betWeen the previous time point and the present time

point.
6. The method of claim 2, Wherein calculating the residual
function for a time series involves:

for each time interval in the time series,
calculating a running average of values for the time
series up to and including a present time interval; and
subtracting the running average from a value of the time
series at the present time interval.
7. The method of claim 1, Wherein determining Whether the
?rst-difference function indicates that the computer system is
at the onset of degradation involves determining Whether the
?rst-difference function exceeds a speci?ed threshold.

8. The method of claim 1, Wherein determining Whether the
?rst-difference function indicates that the computer system is
at the onset of degradation involves:
performing a Sequential Probability Ratio Test (SPRT) on
the ?rst-difference function; and
determining Whether the SPRT generates an alarm.
9. The method of claim 8, Wherein the SPRT can include
one or more of:

a positive variance ?rst-difference test, Which generates an
alarm if the ?rst-difference function for the variance of

the time series for the monitored telemetry variable is

increasing; and
a negative variance ?rst-difference test, Which generates an
alarm if the ?rst-difference function for the variance of

the time series for the monitored telemetry variable is

decreasing.
10. The method of claim 1, Wherein performing the reme
dial action can involve performing one or more of:

recording a time When the onset of degradation occurred;
notifying a system administrator that the computer system
is at the onset of degradation;

shutting doWn the computer system;
backing up data stored on the computer system;
failing-over to a redundant computer system;
replacing one or more components Which are at the onset of

degradation; and
performing other remedial actions.
11. A computer-readable storage medium storing instruc
tions that When executed by a computer cause the computer to
perform a method for monitoring the health of a computer

system, Wherein the method comprises:
receiving a ?rst-difference function for the variance of a
time series for a monitored telemetry variable Within the

computer system;
determining Whether the ?rst-difference function indicates
that the computer system is at the onset of degradation;
and
if so, performing a remedial action.

12. The computer-readable storage medium of claim 11,
Wherein prior to receiving the ?rst-difference function, the
method further comprises:
receiving the variance for the time series for the monitored

telemetry variable;
calculating a residual function of the variance of the time

series for the monitored telemetry variable; and
calculating the ?rst-difference function from the residual
function of the variance.
13. The computer-readable storage medium of claim 12,
prior to receiving the variance for the time series for the

monitored telemetry variable, the method further comprises:
receiving the time series for the monitored telemetry vari
able; and
calculating the variance of the time series for the monitored

telemetry variable.
14. The computer-readable storage medium of claim 12,
Wherein calculating the ?rst-difference function of the time
series involves, for each time point Within the time series,
subtracting a value of the time series at a previous time point
from the value of the time series at a present time point.

15. The computer-readable storage medium of claim 14,
Wherein the method further comprises dividing the result of
the subtraction by the value of a length of a time interval

betWeen the previous time point and the present time point.
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16. The computer-readable storage medium of claim 12,
wherein calculating the residual function for a time series
involves:
for each time interval in the time series,
calculating a running average of values for the time
series up to and including a present time interval; and
subtracting the running average from a value of the time
series at the present time interval.

17. The computer-readable storage medium of claim 11,
Wherein determining Whether the ?rst-difference function
indicates that the computer system is at the onset of degrada
tion involves determining Whether the ?rst-difference func
tion exceeds a speci?ed threshold.

18. The computer-readable storage medium of claim 11,
Wherein determining Whether the ?rst-difference function
indicates that the computer system is at the onset of degrada
tion involves:
performing a Sequential Probability Ratio Test (SPRT) on
the ?rst-difference function; and
determining Whether the SPRT generates an alarm.
19. The computer-readable storage medium of claim 18,
Wherein the SPRT can include one or more of:

a positive variance ?rst-difference test, Which generates an
alarm if the ?rst-difference function for the variance of

the time series for the monitored telemetry variable is

increasing; and
a negative variance ?rst-difference test, Which generates an
alarm if the ?rst-difference function for the variance of

the time series for the monitored telemetry variable is

decreasing.
20. The computer-readable storage medium of claim 11,
Wherein performing the remedial action can involve perform
ing one or more of:

recording a time When the onset of degradation occurred;
notifying a system administrator that the computer system
is at the onset of degradation;

shutting doWn the computer system;
backing up data stored on the computer system;
failing-over to a redundant computer system;
replacing one or more components Which are at the onset of

degradation; and
performing other remedial actions.
21. An apparatus that monitors the health of a computer

system, comprising:
a receiving mechanism con?gured to receive a ?rst-differ
ence function for the variance of a time series for a

monitored telemetry variable Within the computer sys
tem;
a degradation-detection mechanism con?gured to deter
mine Whether the ?rst-difference function indicates that
the computer system is at the onset of degradation; and
a remedial-action mechanism, Wherein if the degradation
detection mechanism determines that the computer sys
tem is at the onset of degradation, the remedial-action
mechanism is con?gured to perform a remedial action.
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