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ABSTRACT

A test apparatus sends a command to anA-control module as
a destination. The command includes a request to send fault
information at the A-control module and a B-control module
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being included in an integrated ECU to the test apparatus. The
A-control module reads the oWn diagnostic code and orders
the B-control module to read the diagnostic code of the
B-control module. The B-control module reads the oWn diag
nostic code in response to the order from the A-control mod
ule. A response data generation module in the A-control mod
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ule generates a fault information command based on the

diagnostic codes detected by the A-control module and the
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FIG.4A
CAN-ZD SENDING REQUEST COMMAND
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FIG.8A
FAULT INFORMATEON SENDING REQUEST COMMAND
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VEHICLE TEST SYSTEM INCLUDING
PLURALITY OF APPARATUSES MUTUALLY
COMMUNICABLE VIA NETWORK
CROSS-REFERENCE TO RELATED
APPLICATION

[0001]

This application is related to Japanese Patent Appli

[0011]

Therefore, a lack of communication IDs Which can

be used for the assignment is likely to occur. In addition, When
a neW communication ID is assigned to the integrated ECU, it
is required to strictly manage the assignment of the commu
nication IDs to prevent communication IDs from being dupli
cated betWeen the integrated ECU and another integrated
ECU, Which may also be arranged in the same vehicle.

Accordingly, managing the assignment of the communica

cation No. 2009-93147 ?led on Apr. 7, 2009, the contents of

tion IDs Will exert a signi?cant burden on designers When

Which are hereby incorporated by reference.

integrating ECUs.

BACKGROUND OF THE INVENTION

[0002] 1. Field of the Invention
[0003] The present invention relates to a test system, and
more particularly, a test system including a test apparatus
used for detecting faults Which may occur in on-vehicle
devices.

[0004] 2. Description of the Related Art
[0005] Various types of on-vehicle ECUs (Electronic Con
trol Units) have been used to control operation of on-vehicle
devices such as engines, air conditioners, and others.
[0006] In order to achieve the control, an ECU is con?gured
to communicate With various sensors and actuators. Thus, the

[0012] In this regard, to assign the communication ID for
the integrated ECU, using a plurality of communication IDs
being used by a plurality of ECUs Which are being integrated
to the integrated ECU, is proposed. As a result, problems such
as lacking an amount of communication IDs and the duplica
tion of the communication IDs used for the integrated ECUs
can be avoided. Also, other ECUs trying to communicate With

the ECUs being integrated (i.e., target ECU being integrated)
can communicate With the individual ECU in the same Way

(i.e., communication IDs) as before the integration. In this
Way, the other ECU can communicate With the integrated
ECU as the same Way as before the integration. As a result,

When the integration is performed, it is not required to reneW
the programs Which are stored in the ECUs being not inte

ECU should have the capability of processing various data

grated.

from and to the sensors and actuators, In some cases, a plu
rality of ECUs mounted on the same vehicle are electrically

[0007] When an inspection is needed to detect a fault Which
may occur in the ECU, a test system dedicated to the inspec

[0013] HoWever, according to the test system Which is
adapted to the above-described proposal, the test system has
to order both of the integrated ECU and the individual ECU
(i.e., target ECU being integrated) to be inspected as Well as
the other ECUs being communicate With the integrated ECU.
Accordingly, When the test system is processing the inspec
tion to the integrated ECU, despite that the number of ECU to

tion may be used. Speci?cally, Japanese Patent Application

be inspected is one, it is necessary to order the ECU to be

and communicably connected to each other via a vehicle

LAN (Local Area Network) and communication IDs (identi
?cations) are assigned to the ECUs respectively.

Laid-open Publication No. 2007-38921 discloses one type of
test system, Which is, for instance, an external tool Which can
be connected to the ECU via the vehicle LAN When being

inspected for multiple times. Therefore, the load of the pro
cessing in the test system increases.
SUMMARY OF THE INVENTION

necessary. The external tool issues a command to the ECU so

that the command alloWs the ECU to inspect the fault and to

[0014]

The present invention has been made in light of the

collect information concerning the fault, Whereby the inspec

above situations mentioned above, and has as its object to

tion can be conducted from outside the vehicle.

provide a test system Which can suppress an increase of a

[0008]

processing load for inspecting the integrated ECU.

In recent years, the number of ECUs incorporated in

electric control systems mounted on the same vehicle has

[0015]

increased With a rise in sophistication and high-function
required control the behavior of the vehicle. This trend is
continuing, and it is expected that the number of ECUs nec

of the present invention is a test system for detecting a fault in
control of a vehicle, having a plurality of apparatuses mutu

To achieve the above-described object, a ?rst aspect

ally communicable via a netWork arranged in the vehicle, the

essary in the same vehicle Will increase in the future.

system comprising of a control apparatus mounted on the

[0009] HoWever, the space inside a vehicle is usually lim
ited, thus, limiting the number of ECUs mountable in the
vehicle. Of course, increasing the number of ECUs results in
an increase in the vehicle Weight and poWer consumption.
This also limits the number of ECUs for each vehicle. For this
reason, there has been knoWn an alternative technique that

vehicle, having a plurality of objects being controlled Which

tWo or more of all the ECUs are combined into a single ECU.

execute a series of procedures to perform at least one function

and each object has a fault detecting module for detecting
fault information about faults occurring at the object; a ?rst
communication means adapted to the control apparatus for

communicating With other apparatuses via the netWork,

Hereinafter, this ECU Will be referred to as an integrated ECU

receiving data sent from the other apparatus of Which desti
nation is any one of the objects being oWned by the control

in the present application.

apparatus and sending data concerning the object to the other

[0010]

apparatus; a test apparatus being electrically connected to the
control apparatus via the network; a fault information reading
means adapted to the test apparatus for reading fault infor
mation at the object being oWned by the control apparatus; a

Since the integrated ECU is communicably con

nected to other ECUs via a vehicle LAN similarly to the
ECUs used before the integration, it is necessary to assign a
communication ID to the integrated ECU. For instance, a neW
communication ID can be assigned to the integrated ECU.

HoWever, since it is usual that the ECUs include various types
of ECUs With different speci?cations, the design has to con
sider many combinations of the communication IDs When
ECUs are integrated.

second communication means adapted to the test apparatus

for communicating With any one of the objects being oWned
by the control apparatus as a communication partner; and a
transmission control means adapted to the control apparatus
for transmitting the fault information at the object to the test
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apparatus based on a sending request command being sent by
the fault information reading means; Wherein the object
executes the series of procedure in response to the received
data Which is sent from the other apparatus, the fault infor
mation reading means is con?gured to send the sending
request command via the second communication means, to
any one of the objects to send both the fault information
included in the any one of the object and the fault information
included in the other object, the transmission control means is
con?gured to order the ?rst communication means to transmit

the fault information detected by the fault detecting module

a plurality of objects can be detected. Therefore, the test
apparatus do not necessarily read the communication IDs
assigned to a plurality of objects so that the test apparatus can

omit commanding inspection for multiple times. Hence,
according to the test system described above, increasing pro

cessing load necessary for the inspection processed by the
control apparatus e. g. integrated ECU can be suppressed and

also increasing programming steps and execution time nec
essary for the inspection can be suppressed.

[0022]

In addition, the control apparatus may be con?gured

to respond to the test apparatus, that is, the transmission

being included in the object designated by the sending request

control means can be con?gured to generate a response com

command, to the test apparatus When the ?rst communication
means receives the sending request command.
[0016] The control apparatus may be the integrated ECU as
described above. In the integrated ECU, a program originally
used at the ECU being integrated can be applied, HoWever,

mand indicative of the fault information detected by the fault
detecting modules and to order the ?rst communication

the object can be a module or a process that are modi?ed

mation necessary from the control apparatus at the same time
as a response to the sending request command. Accordingly,
a processing load of the test apparatus can be decreased

based on the program originally used at the ECU being inte

grated (hereinafter referred to object ECU for integration).
[0017] Also, the test apparatus includes a second commu
nication means that performs data communication With any
one of the objects being included in the control apparatus, as
a communication partner and a fault information reading
means that sends a sending request command via the second
communication means. The sending request command is con
?gured to order any one of the objects to send the fault
information at the object together With fault information at the
other object. The control apparatus further includes a trans
mission control means. The transmission control means is

con?gured to order the ?rst communication means to transmit

the fault information detected by the fault detecting module

being included in the object designated by the sending request
command, to the test apparatus When the ?rst communication
means receives the sending request command.
[0018] As described, the test apparatus needs to knoW all

communication IDs assigned to the ECUs being integrated, in
order to inspect all functions of the integrated ECU. Then, the
test apparatus orders each ECU being integrated individually
to inspect the function.
[0019] For example, it is assumed that failures simulta
neously occurring on the plurality of sensors or actuators and
the like (hereinafter referred to sensor group) are as a result of

a failure in the poWer supply circuit that supplies poWer to the

means to transmit the response command to the test appara
tus.

[0023]

Thus, the test apparatus can receive the fault infor

compared to the fault information being sent multiple times
from the control apparatus.
[0024] Also, the sending request command may include
additional code that indicates an order detection of the fault

information at the other object other than the object to Which
the sending request command is sent.

[0025] Therefore, Without signi?cant change of the proto
col that has been used before in the test system, additional

commands that order detection of fault information regarding
a plurality of objects being oWned by the integrated ECU are
neWly de?ned. Accordingly, the integrated ECU and the test
system can be developed Without signi?cant change of the
conventional hardWare and softWare Whereby the develop
ment cost of the integrated ECU or the like can be decreased.
[0026] Further, the test apparatus can be mounted on the

vehicle in Which the control apparatus is mounted. Accord
ingly, the test apparatus can be con?gured to detect the fault
information even if the vehicle is in running condition.
[0027] When the test apparatus orders the control apparatus
to detect the fault information, the sending request command
is sent to any one of objects. HoWever, the test apparatus

normally recogniZes apparatuses in the vehicle LAN by read
ing the communication IDs assigned thereto. Regarding the

sensor group. In this case, if each element of the sensor group

communication IDs assigned to each object in the control
apparatus, the test apparatus cannot recogniZe Whether the

belongs to each ECU being integrated, to detect the failure of
the poWer supply circuit, the test apparatus has to knoW all

vidual apparatus. As a result, the test apparatus may send the

communication IDs belong to the same apparatus or an indi

communication IDs assigned to the ECUs being integrated

sending request command to the plurality of objects in the

that corresponds to the sensor group. Then, the test apparatus

control apparatus. In other Words, the test apparatus may send
the sending request command to the control apparatus for a

orders each of the ECUs being integrated individually to
inspect the elements of the sensor group to detect failures of
each element of the sensor group.

multiple times.

[0020]

the test apparatus further includes: an ID obtaining means
con?gured to send an ID request command to any one of the
objects via the second communication means in Which the ID
request command is a request to send the entire communica

In the test system according to the ?rst aspect of the

present invention, the test apparatus sends the sending request
command to any one of the object in the control apparatus.
The sending request command is con?gured to order any one
of the objects in the control apparatus to send the fault infor
mation at the object together With fault information at the
other object. In the control apparatus such like the integrated

ECU, When the sending request command is received by the
ECU, fault information detected at a object designated by the

[0028]

In the test system according to the present invention,

tion IDs that the control apparatus concerning the object
oWns; and a memory control means con?gured to receive a
plurality of the communication IDs as a response to the ID
request command via the second communication means, to

sending request command is sent to the test apparatus.

have the plurality of the communication IDs grouped and to
store the grouped communication ID. Also, the control appa

[0021]

Thus, the control apparatus sends the command

ratus further includes an ID notifying means con?gured to

once to the any one of obj ect Whereby the fault information at

send the entire communication ID of the objects that the
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control apparatus owns to the test apparatus via the ?rst
communication means, When the control apparatus received
the ID request via the ?rst communication means.

[0029] As described above, the test apparatus can recognize
the plurality of communication IDs that are assigned to the
test apparatus. Hence, When the test apparatus detects fault
information in the control apparatus, the test apparatus can
order any one of the object assigned to the control apparatus,
to read the fault information. Thus, the inspection to the
control apparatus can be done e?iciently.
[0030] The test apparatus canbe con?gured to read the fault
information in the control apparatus as folloWs. That is, the
test apparatus further includes a Wireless communication
means that is con?gured to communicate With a remote center

being arranged outside of the system, and the fault informa
tion reading means can be con?gured to send the sending
request command in response to a command received from
the remote center via the Wireless communication means. The
test apparatus further includes a sending means that is con
?gured to send the fault information to the remote center via
the Wireless communication means When the test apparatus
receives the fault information as a response to the sending

control apparatus includes: a plurality of objects being con
trolled Which execute a series of procedure to perform at least
one function, each object has a fault detecting module for

detecting fault information about faults occurring at the
object; a communication means for communicating With

other apparatus via the netWork, receiving data sent from the
other apparatus of Which sending destination is any one of the

objects being oWned by the control apparatus and sending
data concerning the object to the other apparatus; Wherein the
object executes the series of procedure in response to the
received data Which is sent from the other apparatus; the
communication means is con?gured to receive a sending
request command sent from a test apparatus being connected
to the netWork, the command orders any one of the objects
that the control apparatus oWns to send the fault information
being included in any one of the objects and the fault infor

mation being included in the other object that the control
apparatus oWns; and the control apparatus further comprises
a transmission control means that orders the communication
means to transmit the fault information in response to the

Thus, the fault information in the control apparatus

reception of the sending request command, the fault informa
tion being included in the objects that is designated by the
sending request command, fault information being detected
by the fault detecting module.
[0035] Also, the test apparatus in the test system according

can be read remotely read so that convenience of using the test
system can be enhanced by this feature. Also, in the remote
center communicating With the test apparatus via the Wireless

to the ?rst aspect of the present invention can be con?gured as
an individual apparatus and can be utiliZed in the vehicle
systems. Speci?cally, the test apparatus used in the test sys

communication, it is expected that every apparatus connected

tem can be con?gured as a test apparatus as folloWs. That is,
the test apparatus includes: a communication means for con

request command, from the test apparatus via the second
communication means.

[0031]

to the test apparatus has to be recogniZed by the remote center
using the communication ID. Therefore, the remote center

has dif?culty in judging Whether the communication IDs
assigned to each object in the control apparatus, corresponds
to the same apparatus or individual apparatus. In this case, it

is required to order the control apparatus to read entire fault
information at the same time. HoWever, the remote center

may orders the plurality of the objects to send the fault infor

trolling data communication With any one of the objects as a

communication partner; and a fault information reading
means for reading fault information at the object being oWned
by the control apparatus; Wherein the fault information read
ing means is con?gured to send a sending request command
via the communication means, to any one of the objects to
send both the fault information being included in the any one

mation corresponding to each of the object individually.
[0032] Here, the test apparatus according to the present

of the objects and the fault information being included in the

invention further includes an ID obtaining means con?gured

[0036] In the test system according to the ?rst aspect of the
present invention, although the control apparatus or the test

to send an ID request command in response to a received

command from the remote center, to any one of the objects via
the second communication means; Wherein the ID request
command is a request to send the entire communication ID
that the control apparatus concerning the object oWns; and an
ID sending means con?gured to send a plurality of commu
nication IDs to the remote center via the Wireless communi
cation means When the test apparatus received the communi
cation ID in response to the ID request command via the

other object.
apparatus can be con?gured as an individual apparatus apart
from the test system, each individual apparatus can be com

bined With corresponding apparatus, i.e., the control appara
tus or the test apparatus, and can function as to obtain the
same effects as described above. Moreover, the remote center
as described above can be con?gured as folloWs.

second communication means, and the control apparatus fur
ther comprising an ID notifying means con?gured to send the
entire communication ID of the objects that the control appa

[0037] That is, the remote center may includes: a remote
communication means con?gured to communicate With the
test to apparatus via the Wireless communication; and a send
ing request means con?gured to send a request to the test
apparatus via the remote communication means, the request

ratus oWns to the test apparatus via the ?rst communication

requires sending fault information.

means, When the control apparatus received the ID request via

[0038]

the ?rst communication means.

remote center can be con?gured to send an ID noti?cation

[0033] Thus, the remote center can recogniZe the plurality
of communication IDs assigned to the control apparatus.
Therefore, reading fault information at the control apparatus
can be done e?iciently.
[0034] Further, the control apparatus in the test system
according to the ?rst aspect of the present invention can be

command that requires the communication ID assigned to the
each object that the control apparatus oWns, to the test appa

con?gured as an individual apparatus and can be utiliZed in

Furthermore, the sending request means in the

ratus via the remote communication means. Then, the remote
center receives a plurality of the communication IDs from the
test apparatus as a response to the ID noti?cation command

via the remote communication means, make the plurality of
the communication IDs grouped and store the grouped com

the vehicle systems. Speci?cally, the control apparatus can be

munication ID associated With a vehicle ID of the vehicle at

con?gured as a control apparatus as folloWs. That is, the

Which the test apparatus is mounted.
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[0039] The remote center can be combined with the above
described test systems whereby the same effects as described
above can be made.

BRIEF DESCRIPTION OF THE DRAWINGS

[0040] In the accompanying drawings:
[0041]

FIGS. 1A to 1C are block diagrams showing the

con?gurations of a ?rst test system, a ?rst test apparatus and
an integrated ECU respectively, according to a ?rst embodi
ment of the present invention;
[0042] FIG. 2 is a block diagram showing a con?guration of

the integrated program;
[0043]

FIG. 3 is a ?owchart showing a CAN-ID reading

procedure;
[0044] FIGS. 4A to 4C are block diagrams showing CAN
ID commands such as CAN-ID sending request command
and a table showing a CAN-ID table;
[0045] FIG. 5 is a ?owchart showing a CAN-ID sending

procedure;
[0046]

FIG. 6 is a ?owchart showing a fault information

reading procedure;
[0047]

FIG. 7 is a ?ow chart showing a fault information

sending procedure;
[0048]

FIGS. 8A to 8B are block diagrams showing com

mands concerning the fault information;
[0049]

FIGS. 9A to 9B are block diagrams showing con

?gurations of the second test system and the apparatus
according to a second embodiment of the present invention;
[0050] FIGS. 10A and 10B are a block diagram showing a
con?guration of a remote center and a ?owchart showing a

[0054]

Next, the con?guration of the ?rst test apparatus 10

will be described with reference to the FIG. 1B as follows.
The ?rst test apparatus 10 includes a memory unit 11, a CAN
communication unit 12 and a control unit 13. The memory

unit 11 is con?gured as devices that do not require the
memory retention such as a Flash memory or a HDD (Hard

Disk Drive). The memory unit 11 can store various types of
information.
[0055] The CAN communication unit 12 is a portion that
communicates with apparatuses connected to the CAN 50.

The control unit 13 comprises CPU (Central Processing

Unit), ROM (Read Only Memory), RAM (Random Access
Memory) and I/ O (input and output), and controls each por
tions that constitute as the ?rst test apparatus 10. The control
unit 13 operates various processing on the basis of a program
stored in the ROM and a program being loaded to the RAM
from the memory unit 11.

[0056]

The con?guration of the integrated ECU 20 will be

described with reference to the FIG. 1C as follows. The inte

grated ECU 20 integrates an AECU and a BECU, and
includes whole functions that the each ECU owns. The inte
grated ECU 20 includes a memory unit 21, a CAN commu
nication unit 22 and a control unit 23 as well as the ?rst test

apparatus 10. Also, the integrated ECU 20 includes various
actuators that the AECU and the BECU own.

[0057]

Regarding the ?rst ECU 30 and the second ECU 40,

each includes a memory unit, a CAN communication unit and
a control unit as well as the integrated ECU 20.

(2) Con?guration of the Integrated Program

procedure of CAN-ID reading instruction; and

[0058]

[0051] FIGS. 11A and 11B are a table showing a CAN-ID
database and a ?owchart showing a procedure of a fault

2, the integrated program 100 which is stored in the integrated

information sending instruction.
DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

[0052]

With reference to accompanying drawings, herein

after will be described an embodiment of the present inven
tion. Embodiments of the present invention however are not
limited to embodiments described below, but can be imple
mented in various modes as long as the embodiments are in a

scope of the present invention.

With reference to a block diagram as shown in FIG.

ECU 20 will be described as follows. The integrated program
100 includes modules comprising a communication process
ing module 110, an A-control module 120 and a B-control
module 130.
[0059] The communication processing module 110 is a
module that controls a communication with other apparatus

via the CAN 50. Also, the A-control module 120 is provided
based on a program originally used on the AECU being inte

grated to the integrated ECU 20 and therefore, the A-control
module 120 is provided to achieve functions that the AECU
owned.

[0060]

Also, the B-control module 130 is provided based

on a program originally used on the BECU being integrated to

First Embodiment Hereinafter will be described the
?rst test system according to the ?rst embodiment of
the present invention with reference to the drawings

the integrated ECU 20 and therefore, the B module is pro

electrically connected each other via a CAN (Controller Area

vided to achieve functions that the BECU owned.
[0061] In addition, the AECU and the BECU are connected
to the CAN 50 as well as the integrated ECU 20 and each ECU
owns CAN-ID 0x7E0 and 0X7B2 respectively. In the A-con
trol module 120, a CAN-ID of the AECU is assigned and in
the B-control module, a CAN-ID of the BECU is assigned.
Namely, two CAN-ID 0X7E0 and 0X7B2 are assigned to the
integrated ECU 20. The other ECU that constitutes the ?rst
test system 1, communicates with the A-control module 120
and the B-control module 130 as a communication partner
using the CAN-ID of AECU and the CAN-ID of BECU via
CAN 50. The A-control module 120 and the B-control mod

Network) 50 which is used as a vehicle LAN. The CAN is a

ule 130 are referred to as a controlled object.

FIGS. 1A-1C to 8A-8B.

[Explanation of the Con?guration]
(l) Con?guration of the First Test System
[0053]

FIG. 1A illustrates a block diagram showing a con

?guration of the ?rst test system 1 according to the ?rst
embodiment. The ?rst test system 1 is a system mounted on
the vehicle and includes a ?rst test apparatus, an integrated
ECU 20, a ?rst ECU 30 and a second ECU 40. These units are

vehicle bus standard which de?nes a communication protocol
used between devices connected to the vehicle bus. The ?rst
test system 1 has an ECU other than these ECUs, which is
connected to the CAN 50 and this ECU is not shown in the
FIG. 1.

[0062]

Furthermore, a con?guration of the A-control mod

ule 120 is described as follows. The A-control module 120

comprises a response data generation module 121, a diagnos
tic code storing module 122, a freeZe data storing module 123
and a fault detecting module 124.
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[0063] The response data generation module 121 is a mod
ule that generates a fault information command (hereinafter
Will be described in detail). The fault information command is
a response data responding to a fault information sending
request command Which is sent from the ?rst test apparatus
10.

[0064] Also, the diagnostic code storing module 122 is
con?gured to make a diagnostic code Which is generated by
the fault detecting module 124, to be stored into the memory
unit 21, and to read the diagnostic code stored in the memory
unit 21 in response to a command by the response data gen
eration module 121 or the like.

[0065]

The freeZe data represents data shoWing a behavior

of the oWn vehicle and a status of the oWn apparatus When a

fault is detected on the integrated ECU 20. The freeZe data

[0071] The memory unit 11 in the ?rst test apparatus 10
stores CAN-IDs assigned to the ECUs being included to the
?rst test system 1, the control unit 13 commands these ECUs
to send their CAN-IDs. According to this embodiment, the
memory unit 11 stores at least CAN-IDs assigned to the ?rst
ECU 30, the second ECU 40, and CAN-IDs assigned to the
A-control module 120 and the B-control module 130 that the
integrated ECU 20 oWns. Then the control unit 13 sends a

CAN-ID sending request command to these ECUs (as desti
nations) from the CAN communication unit 12 via the CAN
50 (5205). The CAN-ID sending request command is a
request to send all CAN-IDs assigned to the same ECUs.
Speci?cally, in the FIG. 4A, a block diagram is shoWn as an
example of the CAN-ID sending request command Which is a
CAN-ID sending request command to the A-control module

storing module 123 is con?gured to make the freeZe data
Which is generated by the fault detecting module 124, to be

120.

stored into the memory unit 21, and to read the freeZe data
stored in the memory unit 21 in response to a command by the
response data generation module 121 or the like.

CAN-ID response command from the destinations to Which

the CAN-ID sending request commandbeing sent. The CAN

[0066] The fault detecting module 124 is con?gured to
detect the faults occurring in a portion controlled by the

request command and includes all the CAN-IDs assigned to
the ECUs of the destinations and notify the control unit 13.

A-control module 120 in the oWn apparatus, to generate a

diagnostic code indicating the detected fault. Then, the diag
nostic code is stored into the memory unit 21 by the diagnos
tic code storing module 122. Speci?cally, the fault detecting
module 124 may operate the fault detecting procedure in
response to a command by the response data generation mod
ule 121 When the oWn apparatus received the fault informa
tion sending request command sent from the ?rst test appa
ratus 10. Also, the fault detecting module 124 can be

con?gured to operate the fault detecting procedure With a

predetermined timing regardless of the reception of the fault
information sending request command. The detecting mod
ule generates the freeZe data shoWing the behavior of the oWn
vehicle such as a running speed etc, and the status of the oWn

apparatus When the fault is detected by the fault detecting

[0072]

Next, at the Step S210, the control unit 13 receives a

ID response command is a response to the CAN-ID sending

Speci?cally, in the FIG. 4B, a block diagram is shoWn as an
example of the CAN-ID response command that is sent from
the A-control module 120 in the integrated ECU 20. The
control unit 13 proceeds to the step 215 When the control unit
13 receives the CAN-ID response command from the all

destinations of the CAN-ID sending request command.
[0073] At the step 215, based on the received CAN-ID
response command, the control unit 13 generates a CAN-ID
table that indicates CAN-IDs corresponding to the ECUs of
the destinations to Which the CAN-ID sending request com
mand is sent and stores the CAN-ID table generated by the
control unit 13 into the memory unit 11. Finally, the control
unit 13 terminates the CAN-ID reading procedure. In the FIG.
4, the CAN-ID table is shoWn.

module 124. Then the freeZe data is stored into the memory

[0074] (2) Con?guration of the CAN-ID Sending Request

unit 21 by the freeZe data storing module 123.
[0067] The A-control module 120 further comprises other
modules (not shoWn) for providing functions that the AECU
oWned. Similarly, the B-control module 130 includes other
modules (not shoWn) for providing a function that the BECU
oWned in addition to the response data generation module, the

Command and the CAN-ID Response Command
Hereinafter Will be described the CAN-ID sending request
command being sent from the ?rst test apparatus 10 and the

diagnostic code storing module, the freeZe data storing mod
ule and the fault detecting module as Well as the modules that
the A-control module 120 oWns.

[0068] Regarding the ?rst ECU 30 and the second ECU 40,
they may include a plurality of the controlled objects as Well
as the integrated ECU 20. Therefore, a plurality of the CAN
IDs can be assigned to the controlled objects.

[Explanation of the Operation]
[0069]

The operation of the ?rst test system according to

the ?rst embodiment Will be described as folloWs.

[0070] (l) CAN-ID Reading Procedure
With reference to the ?owchart ?owchart as shoWn in the FIG.

3, the CAN-ID reading procedure Will be described as fol
loWs. The CAN-ID reading procedure is to read the entire
CAN-IDs oWned by ECUs being connected to the CAN 50.
The CAN-ID reading procedure is executed by the ?rst test
apparatus 10 When the ?rst test system 1 is initialiZed or the
oWn vehicle starts to run or the ?rst test apparatus 10 starts to

inspect the ECUs that constitute the ?rst test system 1.

CAN-ID response command.

[0075] (2-1) CAN-ID Sending Request Command
First, a con?guration of the CAN-ID sending request com
mand that is sent from the ?rst test apparatus 10 Will be
described as folloWs. In the ?rst test system 1, a test mode ID
(0x13) is used for an ID of a command concerning the fault

detecting of the ECUs. A request selection ID is assigned to
the test mode ID. The request selection ID is used in order to
identify the contents of an instruction concerning the fault
detecting. The CAN-ID sending request command is a com
mand related to the fault detecting to be commanded by the
?rst test system 10.
[0076] As an example of a CAN-ID sending request com
mand, FIG. 4A illustrates a block diagram shoWing a con

?guration of a CAN-ID sending request command 300 that
commands the A-control module 120. This CAN-ID sending
request command 300 is used to command A-control module
120 to send entire CAN-IDs being assigned to the integrated
ECU 20. The CAN-ID sending request command 300 com
prises a CAN-ID 301, a request selection ID 302 and a test

mode ID 303. The CAN-ID 301 is data shoWing the destina
tion of the CAN-ID sending request command 300 and indi
cates 0x7E0 that is the CAN-ID of the A-control module 120.
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Also, the request selection ID 302 indicates 0x01

mand is received or not via the CAN communication unit 22.

and the test mode ID 303 indicates 0x13. The request selec
tion ID 302 and the test mode ID 303 are used to identify the
command as the CAN-ID sending request command.

[0077]

The control unit 23 of the integrated ECU 20 proceeds to the
next step S410 When the CAN-ID sending request command
is received (S405: Yes), and the control unit 23 terminates the
procedure When the CAN-ID sending request is not received

[0078]

(2-2) CAN-ID Response Command

Next, the CAN-ID response command being sent as a

(S405: No).

response to the CAN-ID sending request command Will be

[0086] At the step 410, the control unit 23 identi?es the
CAN-ID assigned to the oWn apparatus, i.e., the CAN-IDs
assigned to the A-control module 120 and the B-control mod
ule 130. Then, based on these CAN-IDs, the control unit 23
generates the CAN-ID response command as shoWn in the
FIG. 4B and sends the command via the CAN communication
unit 22 (S415) so as to terminate the procedure. The proce

described as folloWs. As an example, FIG. 4B illustrates a

block diagram shoWing a CAN-ID response command 310
Which is sent by the A-control module 120. The CAN-ID
response command 310 comprises a response CAN-ID 311, a
response test mode ID 312, an assignment count 313 and an

assigned CAN-ID 314.
[0079] The response CAN-ID 311 is data shoWing the com
mand Which is sent from the A-control module 120. The
response CAN-ID 311 indicates 0x7E8 that equals to a value
0x08 added to 0x7E0 that represents the CAN-ID of the
A-control module 120.
[0080] Similarly, the test mode ID 312 is data shoWing a
response to the test mode ID that is a command concerning
the fault detecting. The test mode ID 312 indicates 0x53 that
equals to a value 0x40 added to 0x13 that represents the test
mode ID.

dures at the steps 410 and 415 are executed at the controlled

object Which is a destination of the CAN-ID sending request
command.

[0087]

(5) Fault Information Reading Procedure

Hereinafter Will be described the fault information reading
procedure Which is a procedure in order to read the fault
information from the entire ECUs in the ?rst test system 1.

For instance, the fault information reading procedure is
executed by the ?rst test apparatus 10 When a predetermined

operation command is received from the operator through

[0081] The assignment count 313 is data shoWing the num
ber of CAN-IDs assigned to the integrated ECU 120 Which
has A-control module 120. Also, the assigned CAN-ID 314 is
data shoWing entire CAN-IDs assigned to the integrated ECU
20. The assigned CAN-ID 314 has data including a A-control

tutes the CAN-ID table stored in the memory unit 11 as the
CAN-ID assigned to the ECU that oWns fault information to

module 314a and a B-control module 3141). Hence, the CAN

be read. Speci?cally, if multiple CAN-IDs assigned to the

IDs forAECU and BECU being integrated are assigned to the
integrated ECU 20. The A-control module 314a indicates

ECU like a record corresponding to the integrated ECU 20,
the CAN-ID having the largest value is identi?ed as the CAN

0x7E8 that equals to a value 0x08 added to 0x7E0 that rep
resents the CAN-ID of the AECU. The B-control module
3141) indicates 0x7BA that equals to a value 0x08 added to
0x7B2 that represents the CAN-ID of the BECU.

ID assigned to the ECU that oWns fault information to be read.

(3) Con?guration of the CAN-ID Table
[0082] Hereinafter Will be described the CAN-ID table
Which indicates the CAN-IDs assigned to each ECU in the
?rst test system 1. FIG. 4C illustrates a table indicating the
CAN-ID table. The CAN-ID table includes tWo items Which
are the ID and the CAN-ID.
[0083] The ID is an item to distinguish the ECU that con
stitutes the ?rst test system 1. The CAN-ID is an item that

indicates the CAN-ID assigned to the ECU. The CAN-ID
table includes records of Which IDs are l, 2, and 3. A record

shoWing ID ‘1’ corresponds to the integrated ECU 20, the
CAN-ID indicates 0x7E8 and 0x7BA Which are the CAN-ID

assigned to theA-control module and the B-control module of
the CAN-ID response command respectively. Also, a record
shoWing ID ‘2’ corresponds to the ?rst ECU 30 and a record
shoWing ID ‘3’ corresponds to the second ECU 40.

[0084] (4) CAN-ID Sending Procedure
Hereinafter Will be described the CAN-ID sending procedure
With reference to a ?owchart as shoWn in FIG. 5. The CAN-ID

sending procedure is executed by the integrated ECU 20 in
response to the received CAN-ID sending request sent by the
?rst test apparatus 1 0. In the procedure, the CAN-ID response
command is sent to the ?rst test apparatus 10 as a response.

operation panel (not shoWn).
[0088] At the step S505, the control unit 13 of the ?rst test
apparatus 10 identi?es the CAN-ID of a record being consti

[0089] At the S510, the control unit 13 sends the fault
information sending request command to the identi?ed ECU
and proceeds to the step S515. The fault information sending
command is used to command the indenti?ed ECU to send the
fault information via the CAN communication unit 12. When
the identi?ed ECU has a plurality of controlled objects so that
a plurality of CAN-IDs are assigned like the integrated ECU
20, the control unit 13 commands the identi?ed ECU to send
fault information about entire controlled objects. As shoWn in

the FIG. 8A, a block diagram shoWing the fault information
sending request command to the integrated ECU 20 is illus
trated.
[0090] At the step S515, the control unit 13 receives the
fault information command from the ECU that is the destina
tion of the fault information sending request. As shoWn in the
FIG. 8B, it is illustrated a block diagram shoWing the fault
information command Which is sent from the integrated ECU
20. The control unit 13 makes the diagnostic code being
included in the fault information command associated With
the CAN-ID, to be stored to the memory unit 11 (S520). The
CAN-ID represents the ECU or the controlled object Where
the diagnostic code is detected. Subsequently, the control unit
13 terminates the procedure.
[0091] The ?rst test apparatus 10 may be con?gured to
detect the fault corresponding to the ECU Which is designated

by the operator through the (not shoWn) operator panel in the
same manner described above.

This procedure is periodically executed by the integrated

[0092]

ECU 20. Also, other ECUs constituting the ?rst test system 1
execute similar procedure.
[0085] At the step S405, the control unit 23 of the integrated
ECU 20 judges Whether the CAN-ID sending request com

Hereinafter Will be described the fault information sending

(6) Fault Information Sending Procedure

procedure. The fault information sending procedure is
executed by the integrated ECU 20 such that the integrated
ECU 20 reads and detects the fault information in response to
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the fault information sending request command sent by the

other ECUs that constitute the ?rst test system 1, the same

out the diagnostic code about the B-control unit 130 Which is
stored in the memory unit 21 and executes the fault detecting
procedure concerning the B-control unit 130. Then, the con
trol unit 23 generates the fault information command that
constitutes the diagnostic code being read out from the
memory unit 21 and the diagnostic code shoWing the fault

procedure is applied.

detected by the fault detecting procedure and sends the fault

[0093] At the step S605, the control unit 23 of the integrated
ECU 20 judges Whether the fault information sending request

information command to the ?rst test apparatus 10 (S635). At
the steps 630 and 635, the fault information command is
generated by the B-control module 130 as Well as steps 620
and 625. After sending the fault information command, the
control unit 23 terminates the procedure.
[0099] At the step S640 Which is executed When the
received fault information sending request command is com

?rst test apparatus, and sends the fault information command.

This procedure is periodically executed by the integrated
ECU 20. The fault information sending procedure executed
by the integrated ECU 20 is described here, hoWever, With the

command is received from the ?rst test apparatus 10 or not.

When the fault information sending request command is
received (S605: Yes), the control unit 23 proceeds to the step
S610. When the fault information sending request command
is not received (S605: No), the control unit 23 terminates the

procedure.
[0094]

At the step S610, the control unit 23 judges Whether

or not the fault information sending request command is
commanded to both of the A-control module 120 of the oWn

apparatus and the B-control module 130. When the fault
information sending request is commanded to both control

modules (S610: Yes), the control unit 23 proceeds to the step
S640. When the fault information sending request is com
manded to either the A-control module 120 or the B-control

module 130 (S610: No), the control unit 23 proceeds to the
step S615.
[0095] At the step S615, the control unit 23 judges Whether

manded to both of the A-control module 120 and the B-con
trol module 130, the control unit 23 reads out and detects the
fault information about A-control module 120 and further
reads out and detects the fault information about the B-control

module 130 (S645). Subsequently, the control unit 23 gener
ates the fault information command based on the diagnostic
code Which is read out or generated and send the fault infor
mation command to the ?rst test apparatus 10 (S650). After

sending the fault information command, the control unit 23
terminates the procedure.
[0100] Hereinafter Will be described the procedures

procedure concerning the A-control module 120. Then, the

executed steps S640 to S650 in detail. The communication
processing module 110 passes the received fault information
sending request command to the response data generation
module 121 of the A-control module 120 Which is the desti
nation of this command, When the destination of the fault
information sending request command is the A-control mod
ule 120. Then, the response data generation module 121 reads
out and generates the diagnostic code as Well as the step 620.
Also, the response data generation module 121 orders the
response data generation module of the B-control module 130
to send/detect the fault information according to the fault
information sending request command. The B-control mod

control unit 23 generates the fault information command that

ule 130 reads out and generates the diagnostic code as Well as

constitutes the diagnostic code being read from the memory
unit 21 and the diagnostic code shoWing a fault detected by
the fault detecting procedure and sends the fault information
command to the ?rst test apparatus 10 (S625). Subsequently,
the control unit 23 terminates the procedure.
[0097] Hereinafter Will be described procedures concem
ing the steps S620 and S625 in detail. The fault information
sending request command is received at the communication
processing module 110. The communication processing
module 110 passes the received fault information sending
request command to the response data generation module 121
Which is the destination of the fault information sending
request command. Then, the response data generation mod
ule 121 orders the diagnostic code storing module 122 to read

the step S630.

or not the received fault information sending request com
mand is commanded to the A-control unit 120. When the fault

information sending request command is commanded to the
A-control unit 120 (S615:Yes), the control unit 23 proceeds to
the step S620. When the fault information sending request
command is sent to the B-control unit 130 (S615: No), the
control unit 130 proceeds to the step S630.
[0096] At the step S620, the control unit 23 reads out the
diagnostic code about the A-control module 120 Which is
stored in the memory unit 21 and execute the fault detecting

out the diagnostic code from the memory unit 21 and orders
the fault detection module 124 to execute the fault detecting

procedure. The response data generation module 121 gener
ates the fault information command that constitutes the diag
nostic code being read out by the diagnostic code storing
module 122 and the diagnostic code generated by the fault
detecting processing module 124. Then the communication
processing module 110 sends the generated fault information
command to the ?rst test apparatus 10.

[0098] At the step S630 Which is executed When the
received fault information sending request command is com
manded to the B-control module 130, control unit 23 reads

[0101]

Subsequently, the response data generation module

121 of the A-control module 120 generates the fault informa
tion command that constitutes the diagnostic code about the
A-control module 120 and the diagnostic code about the

B-control module 130. Then, the communication processing
module 110 sends the generated fault information command
to the ?rst test apparatus 10.

[0102] The communication processing module 110 passes
the fault information sending request command to the
response data generation module of the B-control module 130
When the destination of the fault information sending request
command is the B-control module 130. The fault information

command is generated by the response data generation mod
ule of the B-control module 130 as Well as When the A-control

module is the destination.

[0103]

(7) Con?guration of the Fault Information Sending

Request Command and the Fault Information Command
Hereinafter Will be described the fault information sending
request command that is sent from the ?rst test apparatus 10
and the fault information command that is sent from the
integrated ECU 20 or the like.

[0104] (7-1) Fault Information Sending Request Command
First, the con?guration of the fault information sending
request command that is sent from the ?rst test apparatus 10.
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The fault information sending request command is a com
mand related to the fault detecting as described above.
[0105] As shoWn in FIG. 8A, as an example of the fault

information sending request command, it is illustrated a block
diagram shoWing the fault information sending request com
mand 320 of Which destination is the CAN-ID of the A-con

trol module 120 being oWned by the integrated ECU 20. The
fault information sending request command 320 is used to
detect the fault occurring at the entire controlled objects that
the integrated ECU oWns.

[0106]

The fault information sending request command

320 comprises a CAN-ID 321, request selection ID 322 and
test mode ID 323. The CAN-ID 321 is data shoWing the
destination of the fault information sending request command
320, Which indicates 0x7E0 as the CAN-ID of the A-control
module 120 that the integrated ECU 20 oWns.
[0107] The request selection ID 322 indicates OxFF and the
test ID 323 indicates 0x13. The integrated ECU 20 identi?es

indicates 0x7BA that is a value 0x08 added to 0x7B2 that

represents the CAN-ID of the B-control module 130.

[Effects and Advantages]
[0113] In the ?rst test system 1, the ?rst test apparatus 10
sends the fault information sending request command to the
A-control module 120 of the integrated ECU 20 as the desti
nation in order to demand sending the fault information about
the entire controlled objects that the ECU 20 oWns. Accord

ingly, compared to the procedure that requires sending com
mands to both A-control module 120 and the B-control mod

ule 130 separately, a processing load for reading the fault
information from the integrated ECU 20 can be signi?cantly
reduced. As a result, increasing number of programming
steps to execute the inspection and required time for the
inspection can also be suppressed.
[0114] Also, in the ?rst test system 1, the fault information
sending request command that is sent to the integrated ECU

this command as a command that orders detection of a fault

20 by the ?rst test apparatus 10 oWns the test mode ID (0x13)
Which is the ID of a command to the ECU concerning the fault

occurring at the controlled objects being oWned by the ECU

detecting. In addition, the request selection ID (OxFF) is

20, using the request selection ID 302 and the test mode ID

added to the fault information sending request command. In
the integrated ECU 20, by using the test mode ID and the
request selection ID, the fault information sending request

303.

[0108]

(7-2) Fault Information Command

Hereinafter Will be described the con?guration of the fault
information command being sent as a response to the fault

information sending request command. As shoWn in FIG. 8B,
as an example, it is illustrated a block diagram showing the
fault information command sent from the A-control module
120 of the integrated ECU 20. The fault information com
mand 330 comprises a response CAN-ID 331, a response test
mode ID 332, a response control count 333, an A-control
module CAN-ID 334, a diagnostic code count 335, a diag

command is identi?ed as a command that demands sending

the fault information about the entire controlled objects in the
integrated ECU 20. For this reason, Without signi?cant modi
?cation of the CAN 50 protocol Which is conventionally used,
command that demands sending the fault information about
the entire controlled objects in the ECU 20 can be neWly

arranged. Accordingly, the integrated ECU 20 and the ?rst
test apparatus 10 can be developed Without large modi?cation
of the hardWare/softWare Which is conventionally used.
Therefore, a developing cost required for the integrated ECU

nostic code 336, B-control module CAN-ID 337, a diagnostic

20 or the like can be reduced.

code count 338 and a diagnostic code 339.
[0109] The response CAN-ID 331 is data shoWing a
response from the A-control module 120 and indicates 0x7E8
that is a value 0x08 added to 0x7E0 that represents the CAN
ID of the A-control module 120.
[0110] The response test mode ID 332 is data shoWing a
response to the test mode ID Which is a command concerning
the fault detecting and indicates 0x53 that is a value 0x40
added to 0x13 that represents the test mode ID.

[0115] Moreover, in the ?rst test system 1, the ?rst test
apparatus 10 sends the CAN-ID sending request command to

[0111] Also, the response control count 333 is data shoWing
the number of entire CAN-IDs assigned to the integrated
ECU 20 that oWns the A-control module 120. The A-control

module CAN-ID 334 is data shoWing the CAN-ID of the
A-control module 120. The diagnostic code count 335 that is
next to theA-control module CAN-ID 334 is data shoWing the
number of CAN-IDs that is detected by the A-control module

the destinations such as the ?rst ECU 30, A-control module
120 and B-control module 130, and received the CAN-ID
response command as a response to the CAN-ID sending

request command. Then, the ?rst test apparatus 10 generates
the CAN-ID table based on the received CAN-ID response

command. Therefore, the ?rst test apparatus can accurately
recogniZe the CAN-ID assigned to the each ECU being con
nected to the CAN 50. Accordingly, When the ?rst test appa
ratus commands the integrated ECU 20 to send the fault
information, accidentally sending the command for a mul
tiple times can be avoided i.e., accidentally sending the fault
information sending request command to the A-control mod
ule 120 and the B-control module 130 for multiple times can
be avoided. As a result, reading the fault information can be

done e?iciently.

120. Next, the diagnostic code 336 is data shoWing the diag
nostic code detected by the A-control module 120. The
A-control module CAN-ID 334 indicates 0x7E8 that is a
value 0x08 added to 0x7E0 that represents the CAN-ID of the
A-control module 120.

[0112] Further, B-control module CAN-ID 337 is data
shoWing the CAN-ID of the B-control module 130 and the

Second Embodiment

[0116] With reference to the draWings FIGS. 9A-9B to
1 1A-1 1B, hereinafter Will be described the second test system
according to the second embodiment of the present invention.

[Explanation of the Con?guration]

folloWing diagnostic code count 338 is data shoWing the
number of diagnostic code Which is detected by the B-control
module 130. Similarly, the folloWing diagnostic code 339 is
data shoWing a diagnostic code Which is detected by the

embodiment. The second test system 5 is mounted on the

B-control module 130. The B-control module CAN-ID 337

vehicle and includes the second test apparatus 60, the inte

[0117]

FIG. 9A illustrates a block diagram shoWing a con

?guration of the second test system 5 according to the second

