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SYSTEM AND METHOD FOR PROVIDING
CONFIGURABLE SECURITY MONITORING
UTILIZING AN INTEGRATED
INFORMATION PORTAL

for a majority of individual homeoWners or small business

users. Additionally, if the guard is distracted, absent or
inattentive, a security event may go unreported.
Furthermore, the monitoring device data, such as the CCTV

RELATIONSHIP TO OTHER APPLICATIONS

monitor and cannot be utiliZed concurrently by additional

data, is typically available only to the dedicated premises
users, such as a remote monitor, a quality control supervisor,
the oWner of the premises, or emergency or public safety

This application claims the bene?t of US. Provisional

Application No. 60/236,282 ?led Sep. 28, 2000. Provisional

authorities. Moreover, a single security guard may not be

Application No. 60/236,282 is speci?cally incorporated

capable of processing all of the possible monitoring data
sources simultaneously, thereby reducing the effectiveness
of multiple monitoring devices.
Another security system con?guration utiliZes external
monitors to provide the security services. Generally

herein by reference.

10

FIELD OF THE INVENTION

The present invention relates generally to a security
monitoring netWork and, in particular, to a system and
method for providing variable, remote monitoring of a
locally detected event utilizing an integrated information

15

being unable to extensively provide and/or revieW detailed

portal.
BACKGROUND OF THE INVENTION

20

transmit continuous video/ audio feeds from every monitored

premises. Accordingly, if the external monitoring service
detects an unauthoriZed entry into a premises, such as
25

through a signal from a detecting device, the monitoring
service typically dispatches emergency or public safety
authorities to investigate and determine the extent of the
detected event. In a vast majority of cases, the alarm is false
and the premises oWner incurs a ?ne for having the authori

systems include intrusion detecting devices, such as door or

WindoW contacts, glass break detectors, motion detectors
and the like. In a commercial setting, closed-circuit televi

security information. For example, most conventional exter
nal monitoring systems cannot incur the expense of provid
ing a suf?cient amount of communication bandWidth to

Generally described, electronic security systems are con
?gured to provide a Wide range of security services in both

residential and commercial settings. The types of monitoring
devices utiliZed by a particular security system to perform
the system service depend greatly on the sophistication of
the security system con?guration and the overall function of
the security system. A majority of conventional security

described, external monitoring systems are more cost effec
tive than a dedicated on-premises monitor. HoWever, most
external monitoring systems have a limited effectiveness in

30

ties verify the incident. Additionally, in the event of an actual

emergency, the monitoring service cannot provide the public

sion (CCTV), badging systems, asset tracking, and access

safety authorities With suf?cient information to assess the

control devices and sensors are also utiliZed.

situation With monitoring devices, thereby putting the

The con?guration of the security system is based on the
function the system Will serve. For example, in one aspect,
a typical electronic security system may be utiliZed to

authorities at greater risk.
35

provide smoke, ?re, and/or carbon monoxide detection.

the device information to multiple authoriZed users for
various purposes. For example, a premises oWner may need
to access video data to locate a pet Within the premises,

Accordingly, the system Would utiliZe one or more smoke,
?re and/or carbon monoxide detectors Within one or more

locations on the premises. In another aspect, the security
system may also be utiliZed to provide motion or access
detection as Well as general video and audio monitoring of

40

access the same video data to identify the location of a
provide the information to the user on a Wide scale basis.

or egress sensors and/or video cameras Within the premises.

multiple monitoring devices to perform various functions,

Some conventional security system con?gurations
45

For example, a security system monitor (either remote or

management functionality and integration. Security data
50

pretation.
55

industrial commercial, public and private settings. The pri
mary functions of the security guard may include direct
visual surveillance, the monitoring of security cameras or
other security devices, a reception or access control and

authoriZation function, and incident response. A security

formation. Accordingly, the security guard accepts the vari

guard, hoWever, is prohibitively expensive and unavailable

In addition to the above-mentioned de?ciencies in the
conventional art, some monitoring systems, either With a
on-premises guard or an external monitor, further are de?

cient in creating an uncomfortable environment by moni
toring (and often recording) on a continuous basis. For

ety of inputs and makes a determination of a security alert,
Use of dedicated monitoring services, such as a security

generally to the management of the premises and that are
outside of the scope of conventional security-type monitor
ing. Moreover, these systems are de?cient in that the data
cannot be processed concurrently or distributed to multiple
authoriZed users.

60

guard may also serve as a monitor of close circuit television
(“CCTV”), arranged as a number of televisions in a bank

such as an unauthoriZed entrance.

on-premises) may detect an unauthoriZed entry from a
motion detector and con?rm it by utiliZing a video camera.
Generally hoWever, these systems are directed toWards a
combination of video surveillance and are limited into being
processed solely for the detection of an intrusion or the
veri?cation of an intrusion. These systems generally cannot

accept additional non-security information inputs that relate

In one security con?guration, contract or in-house secu

rity guard and patrol services are employed in a range of

attempt to integrate at least some security monitoring
devices to better detect alarm conditions from a remote user.

conventional systems are de?cient in having a lack of data

from different monitoring device types is generally not
integrated to affect the system reporting and control. Instead,
the conventional security system is built around independent
stand alone devices that require human control and inter

While emergency or public safety personnel Would need to
victim. In both cases, the monitoring service likely cannot

the premises. Accordingly, the system Would utiliZe ingress
While the conventional art generally discloses utiliZing

Similar to the dedicated on-premises monitoring, the
remote monitoring service also cannot concurrently process

65

example, it may be advantageous to have video access to a
public restroom in the event of a medical emergency.
HoWever, one skilled in the relevant art Will appreciate that

US 6,542,075 B2
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the constant monitoring of a public restroom creates an

as the same become better understood by reference to the

uncomfortable environment for patrons utilizing the facili

folloWing detailed description, When taken in conjunction
With the accompanying draWings, Wherein:

ties during non-emergencies. Additionally, continuous
monitoring of areas not prone to have a high rate of

FIG. 1 is a block diagram of an Internet environment;
FIG. 2 is a block diagram of an integrated information

emergencies quickly becomes expensive. For example, the
constant monitoring of a parking lot during typically off
peak hours presents a great expense to a parking lot provider.
Accordingly, many parking lots are left to be monitored by
attendants that may have a variety of functions, such as
collection, access control, etc.
Thus, there is a need a security monitoring system that can

portal in accordance With the present invention;
FIG. 3 is a block diagram depicting an illustrative archi
tecture for a premises server in accordance With the present

invention;
FIG. 4 is a block diagram depicting an illustrative archi
tecture for a central server in accordance With the present

provide ?exible levels of information monitoring.

invention;

SUMMARY OF THE INVENTION

A system and method for implementing a con?gurable

FIG. 5 is a How diagram illustrative of a monitoring
15

security monitor utiliZing an integrated information portal

device data processing routine in accordance With the

present invention;

are provided. Apremises server is in communication With a

FIG. 6 is a How diagram illustrative of a device event

variety of information sources that produce monitoring data

processing subroutine in accordance With the present inven

for a de?ned monitoring target, such as a premises. The
premises server transmits the monitoring data to a central

tion; and
FIGS. 7A and 7B are How diagrams illustrating an asset/
resource event processing subroutine in accordance With the

server that receives the data and traverses one or more

logical rule sets to determine Whether the inputted data
violates the rules. The rules are generally speci?ed by a user,

present invention.

such as a system administrator to de?ne the level of moni

toring desired and an appropriate response in the evaluation
of the monitoring data against the rule. Based on an evalu
ation of the rules, the central server then generates outputs

25

As described above, aspects of the present invention are
embodied in a World Wide Web (the “WWW” or “Web”) site
accessible via the Internet. As is Well knoWn to those skilled
in the art, the term “Internet” refers to the collection of

in the form of communication to one or more authoriZed

users via a variety of communication mediums and devices

and/or the instigation of a variety of acts.
In accordance With an aspect of the present invention, a
method for monitoring information in an integrated infor
mation portal in communication With a number of monitor

netWorks and routers that use the Transmission Control

Protocol/Internet Protocol (“TCP/IP”) to communicate With

ing devices is provided. The integrated information portal
obtains a set of user de?ned monitoring rules. The user 35
de?ned monitoring rules establish an event threshold for a

another. Communication links Within the LANs may be
tWisted Wire pair, or coaxial cable, While communication
links betWeen netWorks may utiliZe 56 Kbps analog tele

or more of the monitoring devices and processes the moni

toring device data according to the user de?ned monitoring
rules. The integrated information portal generates an output
corresponding to the user de?ned monitoring rules, Wherein

phone lines, 1 Mbps digital T-l lines, 45 Mbps T-3 lines or
other communications links knoWn to those skilled in the art.

Furthermore, computers and other related electronic devices

the output may include no output.
In accordance With another aspect of the present
45

The system includes a number of monitoring devices oper
able to capture and transmit monitoring device data, a

can be remotely connected to either the LANs 24 or the
WAN 26 via a modem and temporary telephone or Wireless
link. It Will be appreciated that the Internet 20 comprises a

vast number of such interconnected netWorks, computers,
and routers and that only a small, representative section of
the Internet 20 is shoWn in FIG. 1. One skilled in the relevant
art Will appreciate that aspects of the present invention may

central processing server operable to obtain monitoring
device data and process the data, and a rule event database
in communication With the central processing server. The
rules database includes user de?ned rules alloW the central
processing server to generate customiZed outputs corre

be practiced on Internet netWorks, such as an Intranet.

The Internet has recently seen explosive groWth by virtue
of its ability to link computers located throughout the World.

sponding to a processing of the monitoring device data With
the one or more user de?ned rules.

In accordance With a further aspect of the present

one another. A representative section of the Internet 20 is
shoWn in FIG. 1, in Which a plurality of local area netWorks
(“LANs”) 24 and a Wide area netWork (“WAN”) 26 are
interconnected by routers 22. The routers 22 are special
purpose computers used to interface one LAN or WAN to

rule violation and a corresponding response. The integrated
information portal obtains monitoring device data from one

invention, a system for monitoring information is provided.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT

55

invention, a method for providing security monitoring in an

As the Internet has groWn, so has the WWW. As is appre
ciated by those skilled in the art, the W is a vast
collection of interconnected or “hypertext” documents Writ

ber of monitoring devices is provided. The integrated infor

ten in HyperText Markup Language (“HTML”), or other
markup languages, that are electronically stored at “WWW

mation portal obtains a request for monitoring of a remote

sites” or “Web sites” throughout the Internet. AWWW site

integrated information portal in communication With a num

site. The integrated information portal obtains monitoring

is a server connected to the Internet that has mass storage

device data corresponding to the request for monitoring. The

facilities for storing hypertext documents and that runs
administrative softWare for handling requests for those

integrated information portal then processes the monitoring

stored hypertext documents. Ahypertext document normally

device data according to a set of user-de?ned rules.
BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing aspects and many of the attendant advan
tages of this invention Will become more readily appreciated

includes a number of hyperlinks, i.e., highlighted portions of
65

text Which link the document to another hypertext document
possibly stored at a WWW site elseWhere on the Internet.

Each hyperlink is associated With a Uniform Resource

US 6,542,075 B2
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Locator (“URL”) that provides the exact location of the

the system to perform actions. The output devices 36 can

linked document on a server connected to the Internet and

include computer system interfaces, telephone interfaces,

describes the document. Thus, Whenever a hypertext docu

Wireless interfaces, door and WindoW locking mechanisms,

ment is retrieved from any WWW server, the document is
considered to be retrieved from the WWW. As is knoWn to
those skilled in the art, a WWW server may also include

aerosol sprayers, and the like. As Will be readily understood
by one skilled in the art, the type of output device is
associated primarily With the type of action the information
system 30 produces. Accordingly, additional or alternative

facilities for storing and transmitting application programs,
such as application programs Written in the JAVA® pro

output devices 36 are considered to be Within the scope of

gramming language from Sun Microsystems, for execution

the present invention.

on a remote computer. Likewise, a WWW server may also 10

FIG. 3 is a block diagram depicting an illustrative archi
tecture for a premises server 32. Those of ordinary skill in
the art Will appreciate that the premises server 32 includes
many more components then those shoWn in FIG. 3.

include facilities for executing scripts and other application
programs on the WWW server itself.
A consumer or other remote consumer may retrieve

hypertext documents from the WWW via a WWW broWser

application program. AWWW broWser, such as Netscape’s

HoWever, it is not necessary that all of these generally
15

conventional components be shoWn in order to disclose an

illustrative embodiment for practicing the present invention.

NAVIGATOR® or Microsoft’s Internet Explorer, is a soft
Ware application program for providing a graphical con
sumer interface to the WWW. Upon request from the con
sumer via the WWW broWser, the WWW broWser accesses

As shoWn in FIG. 3, the premises server 32 includes a
netWork interface 38 for connecting directly to a LAN or a
WAN, or for connecting remotely to a LAN or WAN. Those

and retrieves the desired hypertext document from the
appropriate WWW server using the URL for the document

of ordinary skill in the art Will appreciate that the netWork
interface 38 includes the necessary circuitry for such a
connection, and is also constructed for use With the TCP/IP

and a protocol knoWn as HyperText Transfer Protocol

protocol, the particular netWork con?guration of the LAN or
WAN it is connecting to, and a particular type of coupling
medium. The premises server 32 may also be equipped With

(“HTTP”). HTTP is a higher-level protocol than TCP/IP and
is designed speci?cally for the requirements of the WWW.

It is used on top of TCP/IP to transfer hypertext documents 25
betWeen servers and clients. The W broWser may also
a modem for connecting to the Internet through a point to
retrieve application programs from the WWW server, such
point protocol (“PPP”) connection or a SLIP connection as
knoWn to those skilled in the art.
as JAVA applets, for execution on the client computer.
Referring noW to FIG. 2, an actual embodiment of an
The premises server 32 also includes a processing unit 40,
integrated information system 30 in accordance With the
a display 42, an input/output (I/O) interface 44 and a mass
present invention Will be described. An integrated informa
memory 46, all connected via a communication bus, or other
communication device. The I/O interface 44 includes hard
tion system 30 is a subscriber-based system alloWing a
Ware and softWare components that facilitates interaction
number of monitoring devices Within one or more premises

to be processed at a single control location. Additionally, the

data from the monitoring devices is processed according to

With a variety of the monitoring devices via a variety of
35

communication protocols including TCP/IP, X10, digital

one or more rules. The control location customiZes output of

I/O, RS-232, RS-485 and the like. Additionally, the I/O

the processed data to a number of authoriZed users depen
dent on the preferences and rights of the user. While the

interface 44 facilitates communication via a variety of

communication mediums including telephone land lines,
Wireless netWorks (including cellular, digital and radio

system of the present invention is utiliZed to integrate
traditional security monitoring functions, it is also utiliZed to

netWorks), cable netWorks and the like. In an actual embodi

ment of the present invention, the I/O interface is imple

integrate any information input in a like manner.
With reference to FIG. 2, the information system 30

mented as a layer betWeen the server hardWare and softWare

applications utiliZed to control the individual monitoring

includes a premises server 32 located on a premises. The
premises server 32 communicates With one or more moni

toring devices 34. In an illustrative embodiment, the moni
toring devices 34 can include smoke, ?re and carbon mon
oxide detectors. The monitoring devices 34 can also include

devices. It Will be understood by one skilled in the relevant
45

door and WindoW access detectors, glass break detectors,
motion detectors, audio detectors and/or infrared detectors.
Still further, the monitoring devices 34 can include computer
netWork monitors, voice identi?cation devices, video
cameras, still cameras, microphones and/or ?ngerprint,
facial, retinal, or other biometric identi?cation devices. Still
further, the monitoring devices 34 can include conventional

art that alternative interface con?gurations may be practiced
With the present invention.
The mass memory 46 generally comprises a RAM, ROM,
and a permanent mass storage device, such as a hard disk

drive, tape drive, optical drive, ?oppy disk drive, or com
bination thereof. The mass memory 46 stores an operating

system 48 for controlling the operation of the premises

other geographic locators, medical indicators, and vehicle

server. It Will appreciated that this component may com
prises a general-purpose server operating system as is
knoWn to those skilled in the art, such as UNIX, LINUXTM,
or Microsoft WINDOWS NT®. The memory also includes
a WWW broWser 50, such as Netscape’s NAVIGATOR® or

information systems. The monitoring devices 34 can also be
integrated With other existing information systems, such as
inventory control systems, accounting systems, or the like.

WWW.
The mass memory 46 also stores program code and data

panic buttons, global positioning satellite (GPS) locators,

55

Microsoft’s Internet Explorer broWsers, for accessing the

It Will be apparent to one skilled in the relevant art that
additional or alternative monitoring devices 34 may be

for interfacing With various premises monitoring devices,

practiced With the present invention.

ting the data to a central server. More speci?cally, the mass
memory stores a device interface application 52 in accor

for processing the monitoring device data and for transmit

The premises server 32 also communicates With one or
dance With the present invention for obtaining monitoring
more output devices 36. In an illustrative embodiment, the
output devices 36 can include audio speakers, display or 65 device data from a variety of devices and for manipulating

other audio/visual displays. The output devices 36 may also

the data for processing by the central server. The device

include electrical or electro-mechanical devices that allow

interface application 52 comprises computer-executable

US 6,542,075 B2
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instructions Which, When executed by the premises server 32

an authoriZed user interface application 72 for outputting the

obtains and transmits device data as Will be explained beloW

processed monitoring device data to a variety of authoriZed
users in accordance With the security process of the present
invention. The operation of the authoriZed user interface
application 72 Will be described in greater detail beloW. It
Will be appreciated that these components may be stored on

in greater detail. The mass memory 46 also stores a data

transmittal application program 54 for transmitting the
device data to a central server and to facilitate communica

tion betWeen the central server and the monitoring devices

34. The operation of the data transmittal application 54 Will
be described in greater detail beloW. It Will be appreciated
that these components may be stored on a computer
readable medium and loaded into the memory of the pre
mises server using a drive mechanism associated With the

a computer-readable medium and loaded into the memory of
the central server using a drive mechanism associated With

the computer-readable medium, such as a ?oppy, CD-ROM,
10

computer-readable medium, such as a ?oppy, CD-ROM,
DVD-ROM drive, or netWork drive.
Returning to FIG. 2, the premises server 32 is in com
munication With a central server 56. Generally described, the

15

central server 56 obtains various monitoring device data,
processes the data and outputs the data to one or more
authoriZed users. In an illustrative embodiment, the com

munication betWeen the central server 56 and the premises
server 32 is remote and tWo-Way. FIG. 4 is a block diagram
depicting an illustrative architecture for a central server 56.

central database 74 includes a variety of databases including
an event logs database 76, an asset rules database 78, a
resource rules database 80, an asset inventory database 82,

Those of ordinary skill in the art Will appreciate that the

a resource inventory database 84, an event rules database 86
and an active events database 88. The utiliZation of the

central server 56 includes many more components then

those shoWn in FIG. 4. HoWever, it is not necessary that all

of these generally conventional components be shoWn in

DVD-ROM drive, or netWork drive.
It Will be understood by one skilled in the relevant art that
the premises server 32 may be remote from the premises or
may omitted altogether. In such an alternative embodiment,
the monitoring devices 34 transmit the monitoring data to a
remote premises server 32 or alternatively, they transmit the
monitoring data directly to the central server 56.
Also in communication With the central server 56 is a
central database 74. In an illustrative embodiment, the

individual databases Within the central database 74 Will be
25

order to disclose an illustrative embodiment for practicing

explained in greater detail beloW. As Will be readily under

the present invention.

stood by one skilled in the relevant art, the central database

As shoWn in FIG. 4, the central server 56 includes a
netWork interface 58 for connecting directly to a LAN or a
WAN, or for connecting remotely to a LAN or WAN. Those

from one another. Additionally, it Will be further understood

74 may be one or more databases, Which may be remote
that one or more of the databases 74 may be maintained
outside of the central server 56.
With continued reference to FIG. 2, the central server 56
communicates With one or more noti?cation acceptors 90. In

of ordinary skill in the art Will appreciate that the netWork
interface includes the necessary circuitry for such a
connection, and is also constructed for use With the TCP/IP

protocol, the particular netWork con?guration of the LAN or
WAN it is connecting to, and a particular type of coupling

an illustrative embodiment, the noti?cation acceptors 90
35

include one or more authoriZed users. Each authoriZed user

medium. The central server 56 may also be equipped With a

has a preference of noti?cation means and rights to the raW

modem for connecting to the Internet 20 through a point to
point protocol (“PPP”) connection or a SLIP connection as

and processed monitoring data. The authoriZed users include
premises oWners, security directors or administrators,
on-site security guards, technicians, remote monitors
(including certi?ed and non-certi?ed monitors), customer
service representatives, emergency personnel and others. As
Will be readily understood by one skilled in the art, various

knoWn to those skilled in the art.
The central server 56 also includes a processing unit 60,
a display 62 and a mass memory 64, all connected via a
communication bus, or other communication device. The
mass memory 64 generally comprises a RAM, ROM, and a
permanent mass storage device, such as a hard disk drive,

tape drive, optical drive, ?oppy disk drive, or combination

45

user authoriZations may be practiced With the present inven
tion.
In an illustrative embodiment of the present invention, the

for controlling the operation of the central server. It Will

central server 56 communicates With the noti?cation accep
tors 90 utiliZing various communication devices and com

appreciated that this component may comprises a general

munication mediums. The devices include personal

purpose server operating system as is knoWn to those skilled
in the art, such as UNIX, LINUXTM, or Microsoft WIN
DOWS NT®.
The mass memory 64 also stores program code and data

computers, hand-held computing devices, Wireless applica

thereof. The mass memory 64 stores an operating system 66

tion protocol enabled Wireless devices, cellular or digital
telephones, digital pagers, and the like. Moreover, the cen
tral server 56 may communicate With these devices via the

Internet 20 utiliZing electronic messaging or Web access, via

for interfacing With the premises devices, for processing the
device data and for interfacing With various authoriZed
users. More speci?cally, the mass memory 64 stores a 55

the like. As Will be readily understood by one skilled in the

premises interface application 68 in accordance With the
present invention for obtaining data from a variety of
monitoring devices and for communicating With the pre

art, the speci?c implementation of the communication medi
ums may require additional or alternative components to be
practiced. All are considered to be Within the scope of

mises server. The premises interface application 68 com

practicing the present invention.
Generally described, the present invention facilitates the
collection and processing of a variety of premises informa

prises computer-executable instructions Which, When
executed by the central server 56, interfaces With the pre
mises server 32 as Will be explained beloW in greater detail.
The mass memory 64 also stores a data processing applica

tion for distribution to one or more authoriZed users. The

tion 70 for processing monitoring device data in accordance
With rules maintained Within the central server. The opera

Wireless transmissions utiliZing the Wireless application
protocol, short message services, audio transmission, and

system of the present invention obtains monitoring data
65

from any one of a variety of monitoring devices 34. In actual

tion of the data processing application 70 Will be described

embodiment of the present invention, the monitoring device

in greater detail beloW. The mass memory 64 further stores

data is processed according to one or more user/monitor
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de?ned rules to detect a speci?ed event. Speci?ed events can
include security events or con?rmation of activities.

data contains information identifying the object. On the
other hand, data that does not contain any information
identifying an object is not considered intelligent. If the
device is not determined to be intelligent or if the device
cannot identi?ed, at block 508, an event log database 76 is

In an actual embodiment of the present invention, the
monitoring device data is categorized as asset data, resource
data or device data. Asset data is obtained from a monitoring
device corresponding to an identi?able object that is not

updated to re?ect the input data. At block 510, the central
server 56 processes the data according to a process device
event subroutine. The routine 500 terminates at block 512.
FIG. 6 is a How diagram illustrative of a process device

capable of independent action. For example, asset data
includes data obtained from a bar code or transponder
identifying a particular object, such as a computer, in a
particular location. Resource data is obtained from a moni

10

toring device corresponding to an identi?able object that is
capable of independent action. For example, resource data

toring device rules. In an actual embodiment, the monitoring
device rules are stored in a database 86 in communication

includes data from a magnetic card reader that identi?es a

particular person Who has entered the premises. Event data
is obtained from a monitoring device corresponding to an
on/off state that is not correlated to an identi?able object.
Event data is a default category for all of the monitoring
devices. As Will be readily understood by one skilled in the
relevant art, alternative data categoriZations are considered
to be Within the scope of the present invention.

With the central server 56. The rules contain data indicating
15 one or more ranges for determining a rule violation. In a

broad sense, a rule violation indicates that an event has

occurred for Which a noti?cation is required. The ranges

correspond to the type of data produced by the monitoring
device. For example, if a monitoring device 34 is capable of
only tWo stages (e.g., on or off), the rule may indicate that
existence of one stage, eg “on”, is a violation. The rules

The monitoring device data is obtained by the monitoring

may also include an indication that one or more monitoring

devices 34 on the premises server 32 and transmitted to the
central server 56. The central server 56 receives the moni

toring device data and processes the data according to a
rules-based decision support logic. In an actual embodiment
of the present invention, the central server 56 maintains
databases 74 having logic rules for asset data, resource data
and event data. Moreover, because the monitoring device
data is potentially applicable to more than one authoriZed
user, multiple rules may be applied to the same monitoring
device data. In an alternative embodiment, the rules data
bases 74 may be maintained in locations remote from the

25

device rules must also be considered before the rule is
determined to be violated. For example, a rule correspond
ing to a glass break detector may indicate that a motion
detector signal must be detected before the rule is violated.
As Will be readily understood by one skilled in the relevant
art, additional or alternative rule types are considered to be

Within the scope of the present invention.
At decision block 604 a test is performed to determine
Whether a device rule is found. If no rule is found, the
process terminates at block 606. If, hoWever, a device rule
is found, at block 608 the central server 56 evaluates the rule

central server 56.

In the event the processing of the monitoring device rules
indicates that action is required, the central server 56 gen

event subroutine 600 in accordance With the present inven
tion. At block 602, the central server 56 obtains the moni

according to the data received from the monitoring device
35

34. In an illustrative embodiment, the rules may include
preset or default rules maintained by the central server 56.

erates one or more outputs associated With the rules. The

Additionally, the rules may include independently created

outputs include communication With indicated noti?cation
acceptors 90 according to the monitoring device data rules.

more authoriZed users may be given the authority to modify

For example, an authoriZed user may indicate a hierarchy of

or update rules via a user interface.

communication mediums (such as pager, mobile telephone,
land-line telephone) that should be utiliZed in attempting to

At decision block 610, a test is performed to determine
Whether the device rule is violated. If the rule is violated, at

rules by one or more authoriZed users. Moreover, one or

contact the user. The rules may also indicate contingency

block 612, the central server 56 creates a rule violation

contacts in the event the authoriZed user cannot be con

output. In an actual embodiment of the present invention, the
rules violation output instructions are included in the rule.

tacted. Additionally, the rules may limit the type and/or
amount of data the user is alloWed to access. Furthermore,

The instructions include a list of the authoriZed users to

the outputs can include the initiation of actions by the central
server 56 in response to the processing of the rules.
FIG. 5 is a How diagram illustrative of a device decision

notify in the event of a rule violation and a hierarchy of
Which communication medium and devices should be uti
liZed to contact each authoriZed user. For example, the rules

support process support routine 500 for processing the
monitoring device data in accordance With the present

may be in the form of logical if/then statements implement
ing an iterative hierarchy for establishing communication

invention. At block 502, the central server 56 obtains an
input from a monitoring device. In an actual embodiment of

With an authoriZed user. Moreover, the instructions may also
indicate the extent of the data that that authoriZed user has
access to. For example, the output may include the genera

the present invention, the input is obtained from the pre
mises server 32. Alternatively, the input may be received
directly from the monitoring device 34 or the central server

55

56 may poll individual devices (or the premises server 32)
for an input. At block 504, the central server 56 identi?es the
device processing the data. The identi?cation may be
accomplished by determining a netWork address from Which

In addition to generating communications, the rules vio
lation output may also instigate an integrated system

the input originated and Which is assigned to the speci?c
devices, or by reading other identi?cation data that can be
included With the data input.
At decision block 506, a test is performed to determine
Whether the device data includes intelligence data. In an

tion of a call to the premises oWner’s mobile device, the
paging of an on-site monitor and a land-line telephone call
to the public authorities. Alternatively, the central server
may also maintain an output database indicating the output
instructions corresponding to each rule.

response. For example, in the case of an intrusion, a dye may
be sprayed on the intruder from an aerosol sprayer.

actual embodiment of the present invention, intelligent data

Additionally, the system may sound an audible alarm and
directly dial emergency personnel. In an other example, if
the system rules violations is a medical emergency, the

is characteriZed as asset data or resource data, because the

central server 56 may call an ambulance, turn on lights

65
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Within the premises, and unlock the doors to facilitate entry

tact personnel if central server cannot contact the authoriZed

by the emergency personnel.

user. Moreover, as explained above, the output may also

Once the central server 56 has generated the rules viola
tion output at block 612 or if the event rule is not violated
at block 610, the subroutine 600 terminates at block 614.
Returning to FIG. 5, if at block 506, the device data

monitoring device data is processed as a device event.
With reference to FIG. 7B, if the signal is not determined
to be asset data at block 702 (FIG. 7A), at decision block
718, a test is done to determine Whether the inputted signal

instigate action by the integrated system. At block 708, the

includes intelligence information, at block 514, the intelli
gence is translated from the monitoring device data. At block
516, the log event database 76 is updated to re?ect the input
data. At block 518, the central server 56 processes the data

is resource data. If the signal is not identi?ed as resource

data, at block 720, the monitoring device data is processed
10

according to a process asset/resource event subroutine. The
routine 500 terminates at block 520.
FIGS. 7A and 7B are How diagrams illustrative of a

as a device event. In an actual application of the present

invention, the device event is processed as described above
With respect to the device event processing subroutine 600
(FIG. 6). If the signal is identi?ed as resource data, at block

722, the resource rules are obtained. In an actual embodi
ment of the present invention, the resource rules are main
With the present invention. With reference to FIG. 7A, at
tained and retrieved from a resource rules database 80. At
decision block 702, a test is performed to determine Whether
block 724, a test is performed to determine Whether a
the input signal is asset data. If the signal is identi?ed as
resource rule is found. If no resource rule is found for the
asset data, at block 704, the asset rules are obtained. In an
resource, the monitoring device data is processed as a device
actual embodiment of the present invention, the asset rules
event at block 726.
are maintained and retrieved from an asset rules database 78.
If a resource rule is found, at decision block 728, a test is
At block 706, a test is performed to determine Whether an
performed to determine Whether the resource rule is vio
asset rule is found. If no asset rule is found for the asset, the
lated. In an actual embodiment of the present invention, the
monitoring device data is processed as a device event at
resource rule contains data alloWing the central server to
block 708. In an actual application of the present invention, 25 determine a rule violation. Additionally, the resource rule
the device event is processed as described above With
may indicate that additional device, resource or asset rules
process asset or resource event subroutine 700 in accordance

15

respect to the device event processing subroutine 600 (FIG.
6). In an illustrative embodiment of the present application,
in the event the asset rule processing cannot be completed,

may be considered prior to determining Whether the rule has
been violated. If the rule has not been violated, at block 726,
the monitoring device data is processed as a device event. It
Will be generally understood by one skilled in the relevant

the monitoring device is still processed as a device-level
event.

art, that processing the rule as a both a resource and a device

event alloWs for multiple purpose processing of the moni

If an asset rule is found, at decision block 710, a test is

toring device data.

performed to determine Whether the asset rule is violated. In
an actual embodiment of the present invention, the asset rule

If the resource rule has been violated, at block 730, the

contains data alloWing the central server 56 to determine a 35 central server 56 reads a knoWn resource inventory to
rule violation. For eXample, an asset rule may contain
identify the resource. In an actual embodiment of the present
information indicating a requirement of both a particular
invention, central server 56 maintains and reads from a
object (e.g., a computer) performing an action (e.g., logged
resource inventory database 84. At decision block 732, a test
into a network) for a violation. Additionally, the asset rule
is performed to determine Whether the resource is found in
may indicate that additional device, resource or asset rules
the resource inventory. If the resource is not found, the

may be considered prior to determining Whether the rule has
been violated. As eXplained above, the rules may include

system defaults to processing the monitoring device data as

preset rules maintained by the central server and user

resource inventory, at block 734, central server 56 outputs

a device event at block 726. If the resource is found in the

implemented/modi?ed rules.
If the rule has not been violated, the monitoring device

the resource violation. In an actual embodiment of the
45

present invention, the resource rule contains instructions for
generating output in the event of a rule violation to one or
more authoriZed users. The instructions also contain a hier

data is processed as a device event at block 708. It Will be

generally understood by one skilled in the relevant art, that
processing the rule as a both an asset and a device event

archy of communication mediums and communication

alloWs for multiple purpose processing of the monitoring

devices to attempt to contact the authoriZed user.

device data, such as the detection of a speci?c object and the
detection of an object.
If the asset rule has been violated, at block 712, the central
server 56 reads a knoWn asset inventory to identify the asset.
In an actual embodiment of the present invention, central

Additionally, the instructions may contain alternative con
tact personnel if central server 56 cannot contact the autho
riZed user. Moreover, as explained above, the output may

server maintains and reads from an asset inventory database
82. At decision block 714, a test is performed to determine
Whether the asset is found in the asset inventory. If the asset

also instigate action by the integrated system. At block 726,
55

integrated information portal 30 is utiliZed to provide secu

rity monitoring services. Speci?cally, the present invention
may be implemented in manner that facilitates selective
monitoring speci?ed by one or more users of the integrated
information portal 30. One skilled in the relevant art Will
appreciate that in an integrated information portal services a
variety of users, each may have a different set of monitoring

is not found, the system defaults to processing the monitor
ing device data as a device event at block 708. If the asset

is found in the asset inventory, at block 716, central server
56 outputs the asset violation. In an actual embodiment of
the present invention, the asset rule contains instructions for

needs. By utiliZing user-speci?ed rules, the integrated infor

generating output in the event of a rule violation to one or
more authoriZed users. The instructions also contain a hier

archy of communication mediums and communication
devices to attempt to contact the authoriZed user.

Additionally, the instructions may contain alternative con

the monitoring device data is processed as a device event.
In an actual embodiment of the present invention, the

mation portal 30 can provide customiZed monitoring ser
65

vices to each user subscribing to the system.
In an illustrative embodiment of the present invention, a
user con?gures a monitoring rule to detect a threshold
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amount of movement in a monitored area, such as a room or

utiliZes over a given period of time, such as per month.

a parking lot. The detection of movement may be made With
any one of a variety of motion detectors and/or With video
motion detectors. The threshold level of movement selected

Accordingly, the integrated information portal 30 Would
generate a service fee commensurate With the time utiliZed

by the individual. Alternatively, a organiZation may be
charged for use by all identi?able members of the organi

by the user is commensurate With the type of monitoring
desired and an overall budget for monitoring services. For

Zation. Additionally, in an illustrative embodiment of the

example, in areas of higher security and/or safety risk, the

present invention, the integrated information portal 30 pro
vider may charge varying rates dependent on the speci?c

user may specify in the device, asset or resource rules that

monitoring devices utiliZed. For eXample, a speci?c cost

upon any detection of motion, the integrated information
portal 30 should output video to a human monitor.
In another embodiment of the present invention, the user
may specify in the device, asset or resource rules that live
video monitoring is to be providing upon obtaining an
indication from a person. In this embodiment, the integrated

10

information portal 30 instantiates live monitoring upon
receiving and processing audio indications, such as “monitor
me”, from various audio monitoring devices.
Additionally, the integrated information portal 30 may
have voice recognition processing rules set to identify and

15

monitor speci?c individuals. In this embodiment, the one or

20

variety of monitoring devices such that monitored data may

be processed by a system applying multiple rules. By

While an illustrative embodiment of the invention has

been illustrated and described, it Will be appreciated that
various changes can be made therein Without departing from
the spirit and scope of the invention.

speci?c individual to an assigned parking space in a parking

lot. Accordingly, the integrated information portal 30 iden
25

The embodiments of the invention in Which an exclusive
property or privilege is claimed are de?ned as folloWs:

1. In an integrated information portal in communication
With a number of monitoring devices, Wherein the integrated
information portal includes a ?rst set of monitoring rules for

ingress/egress of individuals from secure areas. Moreover,
as Will be described in greater detail beloW, the biometric

sensors assist the integrated information portal 30 With

billing services.

evaluating the monitored data by one or more rules having
different outputs, the same monitoring data may be utiliZed
by different authoriZed users, having different access rights,
for different purposes. This also alloWs the system to be

customiZed for different privacy regulations.

more video cameras may be trained by the user to track a

ti?es the individual With biometric monitoring devices and
folloWs a preset monitoring routine. Additionally, the bio
metric monitoring devices may also be utiliZed to control

scale may be used for video monitoring, While a different
cost scale may be used for video recording.
The present invention facilitates the integration of a

establishing an event threshold for a rule violation and a
30

In a further embodiment of the present invention, the

integrated information portal 30 may have voice stress

corresponding response, a method for managing monitoring
device data, the method comprising:
obtaining a second set of monitoring rules for establishing

processing rules for determining and reacting to heightened

an event threshold for a rule violation and a corre

individual stress situations. In this embodiment, the inte

sponding response, Wherein the second set of monitor

grated information portal 30 includes audio monitoring

35

devices that can detect user stress levels, such as height

voice patterns, louder audible signals, or stress related
Words, to detect an emergency. Accordingly, the integrated

information portal 30 initiates live monitoring and/or record
ing upon detecting such a stress level.

obtaining monitoring device data from one or more of the
40

according to the declarative user de?ned monitoring

rules; and
generating an output corresponding to the dynamic pro

eXisting security con?gurations, personnel, and surround
45

may maintain a security guard at a main entrance. HoWever,
there may be need for additional monitoring at other areas
Within the store. Accordingly, the device, asset and resource
rules may be set forth to more heavily monitor in areas not

readily accessible to the security guard. Accordingly, upon

monitoring devices;
dynamically processing the monitoring device data

In another aspect of the present invention, the integrated
information portal 30 is utiliZed in conjunction With the

ings to supplement security monitoring. For eXample, a store

ing rules corresponding user de?ned monitoring rules
provided concurrently With the processing of monitor
ing device data;

cessing of the declarative user de?ned monitoring
rules, When the output may include no output.
2. The method as recited in claim 1, Wherein processing
the monitoring device data according to the declarative user

de?ned monitoring rules includes determining Whether the

detection of a rule violation, integrate information portal 30
contacts the security guard and may transmit the monitoring

monitoring device data eXceeds the event threshold.
3. The method as recited in claim 2, Wherein the moni
toring device data is video data and Wherein the declarative

information for an appropriate response.
In an another illustrative embodiment of the present

user-de?ned rules include a threshold amount of detected
movement to violate the rule.

invention, a user may maintain different rule sets for a 55

variety of areas Within a single premises. For eXample, the

4. The method as recited in claim 2, Wherein the moni
toring device data is audio data and Wherein the declarative

user may implement a set of rules to be utiliZed during
normal business hours (e.g., 9:00 am to 5:00 pm.) and a

user-de?ned rules include a threshold amount of detected
audible noise to violate the rule.

50

second set of rules to be utiliZed during the remaining period
of time.
In a further aspect of the present invention, a provider of

5. The method as recited in claim 4, Wherein processing
60

the integrated information portal 30 may implement user

the monitoring device data includes identifying a speci?c
individual by utiliZing voice recognition means.
6. The method as recited in claim 4, Wherein processing

identify individual users, or a class of users and keep a

the monitoring device data includes determining a user
stress level by utiliZing stress level monitoring means.
7. The method as recited in claim 2, Wherein the declara
tive user de?ned rules include at least tWo rules de?ning

record of the amount of monitoring a particular individual

speci?c time periods of applicability and Wherein processing

billing commensurate With an actual amount of time the user

utiliZes the monitoring service. For eXample, the integrated
information portal 30 utiliZes various biometric sensors to

65
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Wherein central processing server dynamically processes
the monitoring device data With the second set of

the monitoring device data according to the declarative user
de?ned rules includes determining a rule to apply based on

monitoring rules and generates customiZed outputs,

a current time of day.
8. The method as recited in claim 1, Wherein the user
de?ned event threshold is the detection of movement and

Which can include no output.

21. The system as recited in claim 20, Wherein the

monitoring device data includes video monitoring device

Wherein generating an output corresponding to the declara
tive user de?ned rules includes storing and saving video
monitoring data upon detection of movement.
9. The method as recited in claim 1, Wherein the user
de?ned rule event threshold is the detection of a request for
live monitoring and Wherein generating an output corre
sponding to the declarative user de?ned rules includes

data and Wherein at least one declarative rule in the rules
database includes a de?nition of a threshold of detectable
movement.
10

displaying transmitting live video data to a security monitor.
10. The method as recited in claim 1, Wherein the user
de?ned rule event is the detection of a user stress level and 15

Wherein generating an output corresponding to the declara
tive user de?ned rules includes contacting emergency per
sonnel.
11. The method as recited in claim 10, Wherein generating

data and Wherein at least one declarative rule in the rules
database includes a de?nition of a threshold of detectable
sound.

23. The system as recited in claim 22, Wherein the
threshold of detectable sound is established to determine a
stress level.

24. The system as recited in claim 18 further comprising

voice recognition means, Wherein the monitoring devices
include audio monitoring devices and Wherein at least

an output corresponding to the declarative user de?ned rules
further includes sounding an audible alarm.
12. The method as recited in claim 1, Wherein the declara

declarative one rule in the rules database includes a de?ni

tion of voice patterns for identi?cation.
25. The system as recited in claim 20, Wherein the central

tive user de?ned rule event is obtaining a request for access
to a secured area and Wherein generating an output corre

sponding to the declarative user de?ned rules includes

22. The system as recited in claim 20, Wherein the

monitoring device data includes audio monitoring device

processor is con?gured to track an amount of time utiliZed
25

granting access to the secured area if an identity of a
requester can be veri?ed.

to process the monitoring device data according to the
declarative user-de?ned rules.
26. The method as recited in claim 20, Wherein the set of
declarative user-de?ned rules includes a description of asset

13. The method as recited in claim 1, Wherein generating
an output corresponding to the declarative user de?ned rules

data and resource data.

further includes obtaining additional monitoring device data.

27. The method as recited in claim 26, Wherein the set of
declarative user-de?ned rules includes a description of
device data.

14. The method as recited in claim 1 further comprising:
tracking an amount of time in Which the monitoring

device data is processed according to the declarative
user-de?ned rules; and
generating a bill corresponding to the amount of time
tracked.
15. The method as recited in claim 14, Wherein generating
a bill corresponding to the amount of time tracked includes

35

28. In an integrated information portal in communication
With a number of monitoring devices, Wherein the integrated
information portal includes a ?rst set of security monitoring
rules for determining a security event and generating an
output corresponding to the determined security event, a
method for providing security monitoring, the method com

prising:

generating a bill corresponding to particular devices utiliZed.

obtaining a user de?ned request for monitoring of a

16. A computer-readable medium having computer
eXecutable instructions for performing the method recited in

remote site, Wherein the request for monitoring a

any one of claims 1—15.

remote site includes a second set of monitoring rules
for determining a security event and generating an

17. A computer system having a processor, a memory, and

an operating environment, the computer system operable for
performing the method recited in any one of claims 1—15.
18. The method as recited in claim 1, Wherein the set of
declarative user-de?ned rules includes a description of asset

output corresponding to the determined security event,
45

rently With the processing of the monitoring device

data;
obtaining monitoring device data corresponding to the
request for monitoring; and
dynamically processing the monitoring device data

data and resource data.

19. The method as recited in claim 18, Wherein the set of
declarative user-de?ned rules includes a description of
device data.

according to the second set of monitoring rules.
29. The method as recited in claim 28 further comprising:

20. A system for monitoring information, the system

comprising:
a number of monitoring devices operable to capture and

transmit monitoring device data;

Wherein the user de?ned request is received concur

55

accessing local monitoring request rules;
processing the monitoring request information according

a central processing server operable to obtain monitoring
device data and process, the data; and

to the monitoring request rules; and
obtaining the device data only if the request satis?es the
local monitoring request rules.

a rules database in communication With the central pro
cessing server, Wherein the rules database includes a

generating a response to the user to indicate that monitoring

30. The method as recited in claim 29, further comprising

has begun.

?rst and second set of monitoring rules for establishing

31. The method as recited in claim 29, Wherein processing

an event threshold for a rule violation and a corre

the monitoring request information includes utiliZing facial

sponding response and a second set of monitoring
rules, Wherein the second set of monitoring rules cor
respond to user de?ned monitored rules obtained con

recognition means to identify a user.
65

32. The method as recited in claim 29, Wherein processing

currently With the processing of monitoring device

the monitoring request information includes utiliZing voice

data;

recognition means to identify a user.
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33. The method as recited in claim 28, Wherein obtaining
the monitoring device data is established by accessing a
network connection in the information portal.
34. The method as recited in claim 33, Wherein the

generating a bill corresponding to particular devices utiliZed.

netWork connection is an IP netWork connection.
35. The method as recited in claim 28, Wherein the

any one of claims 28—39.

39. The method as recited in claim 38, Wherein generating
a bill corresponding to the amount of time tracked includes

40. A computer-readable medium having computer
eXecutable instructions for performing the method recited in
41. A computer system having a processor, a memory and

monitoring device data is video data.

an operating environment, the computer system operable for

36. The method as recited in claim 35, Wherein the video

performing the method recited in any one of claims 28—39.
42. The method as recited in claim Wherein the set of
declarative user-de?ned rules includes a description of asset

data is generated by one or more ?xed video cameras.

37. The method as recited in claim 35, Wherein the video
data is generated by one or more directional video cameras.

data and resource data.

38. The method as recited in claim 28, further comprising
tracking an amount of time in Which the device data is
processed according to the declarative user-de?ned rules and
generating a bill corresponding to the amount of time
tracked.

43. The method as recited in claim 42, Wherein the set of
declarative user-de?ned rules includes a description of
device data.
15
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