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Authentication vicarious execution is rendered more secure

in the handling of a user’s personal information. In such a
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user, provides the personal information to various Wide area
network sites for conducting online transactions. A user of
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HIDDEN DATA BACKUP AND RETRIEVAL FOR A
SECURE DEVICE

credit information, etc. of a particular user. It is understand
able that users do not like to disclose this personal infor
mation to any individual of a company, for example the

FIELD OF THE INVENTION

company managing the sign-on vicarious execution system,

[0001] The present invention relates to security in storing
and stored information. The preferred or best mode envi
ronment is that of storage and backup of information in an
authentication vicarious execution system that uses a secure

device.

although the use of such a system to function as their agent
is convenient. This hesitation is due to the risk that the
personal information Will leak outside of the sign-on execu
tion company, for example through an attack from the
outside, or through some human error or accident Within the

[0002] The present invention relates to security during the

company, or by some other criminal type of behavior. Such
a leakage is particularly dangerous, because the customer or
user may not knoW the leakage has occurred, Which is the
usual case. There is a further risk involved With the entrusted

access to a computer or computer information, particularly
by the use of an agent, and the present invention relates to

personal information, in that the company may dissolve by
bankruptcy or be purchased by another company, and in

security in backing up information.

such cases the control of the information may pass to others
not intended to obtain this information by the user.

BACKGROUND OF THE INVENTION

[0003]

In general, an authentication vicarious execution

system uses a secure device in the access of a computer or

computer information.
[0004]

There are many problems related to security With

[0008] That is, there is a general problem of securely
storing information, Without that information falling into
unWanted hands.

Internet. The user Who Wants to receive these services Will

[0009] There is a further problem involved in the leakage
of such information, because once the personal information
leakage has occurred and the information has gone to those

be registered at the Web site, and at that time the user Will

to Whom it is not intended, particularly With respect to a

decide upon or enter a previously decided upon user name

Word change is bothersome, although the passWord should

large-scale leakage, the correction of such a problem is
voluminous in that the personal information of many people
must be stripped from the sign-on vicarious execution
system and possibly in addition stripped from other loca

be modi?ed periodically.

tions to Where it has been sent.

[0005] To solve the problem of next bothersome repeated

[0010] There has been considerable interest in these prob
lems and their solution, but problems still remain. It is the
purpose of the present invention to address these problems.

respect to authentication. Many services are offered on Web

sites of a WAN (Wide Area Network), for example, the

and passWord, to log in. In many cases, the periodic modi
?cation of the passWord is not carried out because a pass

entry of a user name and passWord, the sign-on vicarious
execution system Was devised. Such a system provides

considerably less complexity. In the use of the sign-on
vicarious execution system, a person Who Wants to receive
a service or other information over a netWork, discloses

personal sign-on information. For example, the user dis
closes a name and passWord to an agent, for example a

commercial company. The agent maintains registered
records of its customer’s unique user names and passWords.
This company acts as an agent to consign the control of the

sign-on information by having its sign-on vicarious execu
tion control server provide the sign-on information to each
site that the customer Wishes to log on to, after the customer
has once logged on to the sign-on vicarious execution
control server. That is, having once signed on to the sign-on
vicarious execution control server, the customer can access

[0011] United States Patent Application Publication
US2002/0077992 A1, published Jun. 20, 2002, to Tobin,
relates to a personal transaction device having a transaction

privacy clearing house (TPCH), Which authoriZes a trans
action based upon a device identi?er and accessible data that
includes account information of a user. If the secure device
authenticates a user, then the secure device Will execute a

sign-on to each site requested by the user, that is it Will act
as the agent for the user. The user transaction device

provides a device identi?er When coupled to a transaction
terminal. The secure device of the present invention may
also be used as a sign-on agent and it supplies a device
identi?er When coupled to a transaction terminal.

repeatedly Web sites and have the sign-on information, user

[0012]

name and passWord, automatically provided by the agent

storage area of a memory storage device that can be com

In Tobin, the accessible data is stored in a public

Without further complication or modi?cation by the cus

municatively coupled to the user transaction device. The

tomer.

user’s personal transaction device is communicatively

[0006] For security reasons, the sign-on information, or at
least a portion of the sign-on information, should be changed
periodically. Prior to the use of an agent, it Was necessary for
the user to contact each site in the netWork and change their

sign-on information. With the use of an agent, the agent’s
customer needs to only once contact the agent, and thereafter
the agent Will automatically contact the sites that the cus
tomer has used and change the customer’s sign-on informa
tion.

coupled to a detachable memory storage device. The detach

able memory storage device includes both public and private
storage areas. The encryption/decryption key for the private
storage area is stored in the memory of the personal trans

action device, that is the encryption/decryption key stays
With the users personal transaction device, even if the
detachable memory storage device is lost or stolen, and
therefore the data Within the private storage area that is

In addition to the speci?c sign-on information of a

encrypted Would remain inaccessible Within the personal
transaction device that includes the key for the encrypted
data. This patented system provides the user With good

user name and passWord, there may be additional important

control over the personal information. Because the personal

personal information used to verify the authenticity, provide

information and decryption codes are not concentrated, a

[0007]
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large-scale information leakage cannot occur, that is, access
is controlled and distributed by each user.

[0013]

With the use of the Tobin sign-on agent, the authen

tication code, for example the passWord, may be long and
complicated because it is suf?cient for the user to remember
only one passWord betWeen the user and the secure device,
and the secure device or agent provides the long and

complicated authentication code.

iZed access rights, at each registered SP site. These functions
and advantages of TEPER et al are also provided by the

present invention.
[0020] Prior to using the TEPER et al online brokering
service, users and service providers must register With the
online broker to establish a personal passWord that is knoWn
only by the user and the broker. Additionally, the broker
assigns a unique ID that can be mapped to the user only by
the broker. The system is suitable for use over a completely

[0014] US. Pat. No. 5,815,665, issued Sep. 29, 1998 to
TEPER ET AL, relates to providing trusted brokering ser

un-trusted public netWork, such as the Internet. The online

vices over a distributed netWork, that is it relates to the use

passWords, unique IDs, access rights and bills (charges) of

of an agent for providing sign-on information. The patented
invention operates Within an environment Where the present
invention is also usable. In such an environment, a Service
Provider (SP) Will host an accessible site on a distributed

netWork, such as a WAN, for eXample the Internet, While
relying upon a central on-line brokering service, the agent,
to handle user authentication and billing matters. The user

may employ or purchase the services or products of the SP,

Without repeatedly providing personal information, Which
personal information for sign-on is provided by the agent.
With respect to purchasing, the personal information pro

vided by the agent may include credit, billing and shipping
information.
[0015] In TEPER et al, each user selects a passWord and
is assigned a unique ID, Which can be mapped to the user

only by the agent, speci?cally in this case the online
brokering service. The passWord and unique ID are stored in
the brokering database, and there used to authenticate reg
istered users.

[0016]

The SP site sends a challenge message to the user’s

computer over the distributed netWork and the user com

puter responds by generating and returning a cryptographic
response message. The cryptographic response message is
preferably based on both the challenge message and the
user’s passWord, Which is entered manually by the user. This
response message is essentially meaningless to the SP site,
but contains the information needed by the online brokering
service to authenticate the user. The SP site forWards the

response message to the online broker site along With the
user’s unique ID, Which the SP site obtains from the user

computer.
[0017] With the exception of the manual entry of the
passWord by the user, this TEPER et al authentication
sequence is transparent to the user. The user’s computer
temporarily caches the user passWord once it has been
manually entered, alloWing the user access to one SP site

after another SP site Without having to reenter the passWord.

[0018] The online brokering service also preferably stores
and dynamically provides to the SP sites upon user authen

tication, user-speci?c customer data, Which may include, for
eXample, (1) user speci?ed preferences for the display of

certain types of data, (2) the geographic region (e.g., Zip
code) in Which the user resides, or (3) the con?guration of
the user’s computer.

[0019] An advantage mentioned by the TEPER et al patent

broker maintains one or more databases that include the

the users during usage.
[0021]

The response message of TEPER et al is a combi
nation of the challenge message and the user passWord.

Using a conventional one-Way (that is non-reversible) hash
algorithm, the challenge/passWord combination is converted
into a hash code so that the service provider cannot eXtract

the user’s passWord. To authenticate the user, the online
broker accesses the brokering database With the user’s
unique ID to look up the user’s passWord and then deter
mines Whether the received response message corresponds
to the user’s passWord.

[0022] US. Patent Application Publication 2002/0112027
A1, published Aug. 15, 2002, to McHugh, et al, refers to
dif?culties that may arise for users Who are conducting
transactions on behalf of their employer or their company. In
such cases, it is necessary for the individual user to have the

requisite corporate information, including ?nancial and bill
ing information requested by a retailer or some other site.

The present invention also addresses this security problem.
[0023] The McHugh et al patented system enables the user
to store commonly requested data elements in a single
location and to alloW the user’s device (for eXample a
personal computer, mobile phone, PDA, or a Web server of
a trusted third party) to handle requests for data automati

cally, identifying and sending suitable information. This
eliminates the time involved in repeatedly entering the same
data into a number of different Web sites or other data entry

systems, and it also eliminates the potential for mistakes in
typing or transcription of Words or numbers, both of Which
are also advantages of the present invention.
[0024] As an eXample in McHugh, et al, a user operating
from an un-secure device, for eXample a computer at an

Internet Cafe, might direct the seller to a data server’s Web
address for data to be supplied. The data server in response
Would send to the user, via the seller, a request for veri?

cation, for eXample to input a PIN, (Personal Identi?cation
Number), and only a successful response by the user to the
seller (and from there to the data server) Would enable the
release of data. The present invention may operate in a
similar environment.
[0025] Preferably, the McHugh, et al user interacts With
the device at least partially by means of an ID device held
by the user and an ID device reader connected to the
un-secure device, for eXample at the Internet Cafe. The ID
device may be selected from a magnetically readable data
carrier, an optically readable data carrier, a carrier containing

is that the user can access the various SP sites and services

an integrated circuit on Which identi?cation is stored, a

using a single passWord and log on procedure, and can
passWord. Another advantage is that the user is automati

device operable to transmit electromagnetic signals to an ID
device reader, and a mechanically readable data carrier. In
paragraph 0107, the patent envisions the use of reversible

cally provided With customiZed service, including custom

encryption.

access one SP site after another Without having to reenter the
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[0026] Us. Pat. No. 6,378,075 B1, issued Apr. 23, 2002,

theft, there is a possibility that personal information, such as

to Goldstein, et al, relates to a trusted agent for electronic

the passWord, of the user is then leaked to those Who Would
misuse it. Also, secure device recovery on the side of the

commerce. This patent involves leakage problems, through
the agent and through the transmission of information
betWeen an agent and a Web site, Which problems are

addressed by the present invention.

[0027] Us. Patent Application Publication 2001/0044787
A1, published Nov. 22, 2001, to ShWartZ, et al, relates to a
secure private agent for electronic transactions. The pub

lished patent application addresses the security problem, and
it appears to concentrate on the secure transmission of

information betWeen the agent and the requesting site.

[0028]

Us. Pat. No. 4,317,957, issued Mar. 2, 1982, to

SendroW, relates to a system for authenticating users and
devices in online transaction netWorks, and is concerned

With the encryption of private information in the central
account and encrypted transmission of such data. Encrypting
is used to authenticate the user. A remote terminal or

computer employs multiple-encryption using a secret termi
nal master key stored in the terminal or computer to generate

a Working key that is used only to encipher the transaction
request message that is generated Within the terminal or
computer. The account database is searched to ?nd enci
phered and other data corresponding to the account of the
user and the device from Which the message Was received.
It appears that the PIN is not stored at the user device or the

retailer device. The terminal master key is never transmitted
in any form.

[0029] The PCT application number WO 00/42540, pub
lished Jul. 20, 2000, to Markus, et al, further shoWs the
environment of the present invention.

[0030] Therefore, there is a need for an improved security
in the storage of information.
SUMMARY OF THE INVENTION

[0031] These and other needs are addressed by the present
invention.

[0032] The objects of the present invention are to analyZe
the prior art vicarious authentication execution systems, to
identify problems therein, to analyZe the causes of such
problems, and to provide solutions for the problems.
[0033] As a result of analyZing the prior art, the inventor
has found: a need for storing information, originally or as a
backup, so that it is secure against leakage; that the causes

of past security problems relate to the information being in
a form that it may be used as is or reconstructed and

associated With the user of the storage; and provided a
solution of encoding the data With a key that is not stored
With the data and is irreversibly encrypted to provide a
unique user ID that is stored as an index for the data along
With a unique secure device ID.

[0034] Therefore, the present invention analysis of the
prior art systems as to their problems and their causes has
lead to the need for and the solution of a more effective and
secure information storage system.

[0035]

One problem With respect to the authentication

vicarious execution systems of the prior art that use a secure
device is that the data recovery is very difficult in case of
theft or a missing secure device. The secure device may be
missing due to loss, or theft, or destruction. With loss or

user becomes more dif?cult.

[0036]

To assist in the recovery of data, it is conceivable

that the backup of the secure device is easy.

[0037]

HoWever, to disclose personal information, such as

sign-on information, to the backup company produces
almost the same risk as mentioned above With respect to

disclosure of information to the agent. Therefore, the inven
tor has identi?ed the problem of backing up information at
a remote location. The cause of this problem, is that the

agent’s backed up information has a security problem of
Who controls the key of encryption and hoW the control of
the key of encryption is maintained, even if various encryp
tion systems are used to return information to a neW secure

device upon recovery of data from the backup storage.
[0038] Also, there is a problem of a portable secure
device, for example, a user’s laptop, having once been lost
or stolen is a potential source of leakage. The solution is to
nullify the previous secure device that has been stolen or

lost, and the present invention addresses the problem of hoW
to nullify such a secure device.

[0039] Therefore, the present invention relates to the
backup of the personal information from the agent Without
the leakage of such personal information, details of the
secure device, the restoring of the previous data into a neW

secure device, accessing the backup, and the nullifying of
the previous secure device promptly in the event that the
previous secure device has been lost, stolen or otherWise

compromised.
[0040]

In general, the user provides authentication infor

mation to an agent or a Web site that then passes the
information to an agent. The authentication information may
be entered on the user’s secure device or other device and

include a user authentication code, for example a PIN, and
in a Wide sense includes a character string and other possible

code expressions that may be aggregated and not limited to
merely numerical entries. The authentication information
may be divided into plural parts, for example a user name
and a passWord.

[0041] The agent stores the user’s personal information.
This storage is preferably in encrypted form, With an encryp
tion key. Unique user identi?cation (user identi?er) is gen
erated by irreversible conversion from the encryption key in
a secure device of the user. The irreversibly encrypted

unique user identi?cation and not the encryption key is
transmitted to the agent. The user’s secure device has a

unique device number, Which is also transmitted to the

agent.
[0042] Abackup storage is preferably remote With respect
to both the user and the agent, but in any event located at a
location that is not vulnerable to the same leakage, destruc

tion and the like to Which the agent’s storage is subject. The
backup storage associates the unique user identi?er, the
device ID, and the coded information in storage, as a single
account. At the backup center, the coded information is
accessed by a combination of the unique user identi?er and
the device ID. In the event of modifying the personal

information, the coded personal information is obtained
from the backup center through the use of the unique user
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identi?er and the device ID, and then the coded personal
information is de-encrypted by using the user PIN as the
decryption key, so that the personal information may be used
or may be modi?ed. Modi?ed personal information is sent
to the backup center along With the unique user ID and the

device ID, for storage.
[0043]

In the event of a lost, stolen or otherWise compro

joining information, for example, a contract phone number
or a SIM account, etc., are strongly housed against an

external access attack. The account information, phone
number, etc., are transferred to a neW terminal (secure

device) When the SIM is removed from an old terminal and
?xed to a different neW terminal (secure device). The
nonvolatile memory, such as ?ash memory, of the secure

mised secure device or its storage, a neW secure device or a

device, is on a chip. Therefore, the function of the SIM is

neW storage, generates the unique user identi?er by irre
versible encryption from the user PIN and doWnloads the

taken over by the secure device. If an unauthoriZed person
picks up a lost device, and tries to use the SIM as it is, the
use of the information Within the device is protected With the

encoded personal information from the backup center by
using the unique user identi?er. The personal information is

encryption function of the chip. Because of this, minimum

valid encrypted information along With the unique neW

misuse inhibition is needed only and some prior art has
responded to this need, but as mentioned above not satis

device identi?er and the unique user identi?er.

factorily With respect to backup in particular.

[0044] The user PIN is only temporarily stored in the user
secure device. The user PIN is destroyed upon poWering

[0049] The present invention is useful in other environ
ments, for example in a World Wide medical records system,

doWn of the secure device or by some command associated
With an event such as the lapse of time With no activity or

Wherein a user has the secure device as a Wallet carried card,

returned to the backup center by the neW secure device as

or a card or other data storage carried by a medical alert

the logging off of a broWser. Therefore, the user PIN is only

necklace, bracelet or the like. Upon entering a medical

temporarily stored and used in generating the unique user
identi?er and in encrypting or de-encrypting the encrypted

facility, for example an emergency room of a hospital, an
ambulance or a doctor’s of?ce, the secure device Would
provide the secure device ID and the user Would provide the

information. The user PIN is never transmitted to or stored,

permanently or temporarily, in the backup center. Therefore,

user PIN voluntarily or Without knoWledge through another

even if the encrypted information is leaked, the user PIN is

person or a carried identi?cation in the event that the user is

not available for de-encryption.

incapacitated. The secure device Would irreversibly encrypt

[0045] The encrypted information requires the unique user

the user PIN. The encrypted user ID and the device ID are
then sent to a World Wide central location, for example over

identi?er for retrieval from storage or association With any
particular user. The unique user identi?er is irreversibly
encrypted from the user PIN, and therefore the unique user
identi?er has no meaning by itself and the user PIN cannot
be obtained from the unique user identi?er.

the internet, to provide valuable medical records to assist the

medical personal in providing diagnosis and treatment. The
stored records at the center, backup center, include
encrypted information that could not be decrypted Without
the PIN and the PIN cannot be extracted from the irrevers

[0046] The encrypted information requires the unique

ibly encrypted user ID. Thus the records are secure even if

device identi?er for retrieval from storage or association
With any particular user’s secure device. The device identi
?er is held and transmitted by the user’s secure device itself,
and if the secure device is lost, stolen or otherWise compro

leaked.

mised, this device identi?er is nulli?ed upon the obtaining of
a neW secure device by the user. While the device identi?er

does appear in the storage of the backup center, the device

identi?er is used only for accessing the encrypted informa
tion at the backup center. After the encrypted information is
stored again in the backup center With the use of a neW
device ID and a neW or old unique user identi?er, the

previous device identi?er is preferably nulli?ed or removed
from the backup storage. When there is reneWal With a neW
secure device in the above manner, the backup center reneWs
the device ID corresponding to the neW user secure device

[0050]

The present invention is useful in a World- Wide

general data storage system, Wherein a user has the secure
device as a Wallet carried card, or a card or other data storage
easily connected to a computer or as a permanent part of a

computer terminal, for example a laptop. Upon Wanting to
store or backup ?les, the secure device Would provide the
secure device ID and the irreversible encryption of the user
PIN, after the secure device irreversibly encrypted the user
PIN. The encrypted user ID and the device ID are then sent
to a World Wide central storage location, for example over
the Internet. The stored records at the storage center, the

backup center, include encrypted data such as documents,
draWings, graphics and the like that could not be decrypted

and nulli?es the previous device ID.

Without the PIN and the PIN cannot be extracted from the
irreversibly encrypted user ID. Thus the records are secure

[0047]

even if leaked.

Therefore, no one Who is not authoriZed can return

to the personal information from the encoded information.
This is true even if the encoded information is leaked,
because it Would not be leaked With the user PIN, Which user
PIN never exists at the backup center storage or temporarily.
The encoded information itself cannot be misused because

the encoded information has no meaning by itself, being
encoded only by the user PIN, Which user PIN is not

associated With the encrypted information.
[0048] A secure device, for example a SIM (Subscriber

Identity Module), may communicate by a mobile telephone
according to the exemplary preferred embodiment. The

[0051] Still other aspects, features, and advantages of the
present invention are readily apparent from the folloWing
detailed description, simply by illustrating a number of

particular embodiments and implementations, including the
best mode contemplated by the inventor for carrying out the
present invention. The present invention is also capable of
other and different embodiments, and its several details can

be modi?ed in various obvious respects, all Without depart
ing from the spirit and scope of the present invention.
Accordingly, the draWing and description are to be regarded
as illustrative in nature, and not as restrictive.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0052] The present invention is illustrated by Way of
example, particularly a preferred embodiment best mode,
and not by Way of limitation. Further objects, features and
advantages of the present invention Will become more clear
from the following detailed description of a preferred
embodiment and best mode of implementing the invention,
as shoWn in the ?gures of the accompanying draWing, in
Which like reference numerals refer to similar elements, and
in Which:
[0053]

FIG. 1 is a schematic of the overall system of the

present invention;
[0054] FIG. 2 is an exemplary state transition diagram
that shoWs the How of processing betWeen various repre
sentative states of the state machine of FIG. 1;

[0055] FIG. 3 is a How chart of the processing of STATE
00, of FIG. 2, for poWer-on of the user’s secure device;
[0056] FIG. 4 is a How chart of the processing of STATE
01, of FIG. 2, upon ?rst use of the secure device;

[0057] FIG. 5A is a How chart of the processing of
STATE-02, of FIG. 2, for the opening of a neW account for
the user With the agent;

[0058] FIG. 5B is a synchroniZed timing chart of some of
representative communications betWeen the user, the user’s
secure device, a certi?cation authority and the backup center

tages of the speci?c details themselves according to the
more narroW aspects of the present invention. It is apparent,
hoWever, to one skilled in the art, that the broader aspects of

the present invention may be practiced Without these speci?c
details or With equivalents determined explicitly herein or in
accordance With the guides set forth herein. Well-knoWn
structures and devices are shoWn in block diagram form in

order to avoid unnecessarily obscuring the present invention
With unnecessary details.

[0068] The present invention is also capable of other and
different embodiments, and its several details can be modi

?ed in various respects, all Without departing from the spirit
and scope of the present invention. The draWing and descrip
tion are illustrative and restrictive.

[0069]

FIG. 1 shoWs an exemplary embodiment for the

authentication vicarious execution system, Where a user 30
has a secure device 10 that communicates With a backup

center, directly or indirectly through an agent, for example,
a Web site of a service, information or product provider
and/or through a certi?cation authority. The secure device 10
and the user 30 attest by sending a user PIN 15 to a remote

location, for example a Web site that in turn sends it to an

agent, or directly to the agent itself.
[0070]

The state machine 18 controls the secure device 10.

[0071] Usually, the secure device 10 is coupled or docked
With the information processing terminal 20, such as a

during the processing of FIG. 5A.

Personal Computer (PC) or Personal Digital Assistant

[0059] FIG. 6A is a How chart of the processing of
STATE-03, of FIG. 2, for the reneWal of account personal

able input, for example a keyboard, a touch screen, an audio
interface, a mouse, a LAN (Local Area NetWork) or WAN

information;
[0060]

FIG. 6B is a synchroniZed timing chart of the

communications betWeen the user, the user’s secure device,

a certi?cation authority and the backup center during the

processing of FIG. 6A;
[0061] FIG. 7 is a How chart of the processing of STATE
04, of FIG. 2, for user authentication upon log-on by the
user;

[0062]

FIG. 8 is a How chart of the processing of STATE

05, of FIG. 2, for backup of the user’s personal information
at the backup center;

(PDA). The information processing terminal 20 has a suit

(Wide Area NetWork), or the like. Further, the information
processing terminal 20 has a suitable interface With the
secure device 10, Which could be any device for transmis
sion of data, for example a cable, a direct plug-in, Fire Wire

(IEEE 1394), IR (Infra Red), RF (Radio Frequency), USB
(Universal Serial Bus), magnetic card reader, optical card
reader, PC-Card (StandardiZed by PCMCIA (Personal Com
puter Memory Card International Association) and JEITA
(Japan Electronics and Information Technology Industries
Association)) or the like card connectors or Ethernet, or
other Wireless communication either close coupled or as a

[0064] FIGS. 10A, 10B and 10C are together a How chart
of one process of STATE-00, of FIG. 2, particularly to

part of a LAN (Local Area NetWork) or WAN (Wide Area
NetWork). Although it is desirable that the input and cou
pling are protected With respect to security of transmission
of data and unexpected access, other than by the features
mentioned herein, this is not a required condition of the
present invention.

change a user PIN; and

[0072]

[0065] FIG. 11 is a How chart of the processing of another
process of STATE-00, of FIG. 2, for storing coded infor
mation at the backup center BUC of FIG. 1.

recorded computer readable data carrier, an optically
recorded computer readable data carrier, a carrier containing
an integrated circuit having recorded thereon computer
readable data, a computer readable data storage medium
operable to transmit electromagnetic signals to an ID device
reader, and a mechanically readable computer readable data

[0063]

FIG. 9 is a How chart of the processing of STATE

06 of FIG. 2, for initialiZation;

DESCRIPTION OF THE PREFERRED
EMBODIMENT

The secure device 10 may be a magnetically

carrier.

[0066]

The embodiment is described as a system, method,

hardWare, computer media and softWare.

[0067] In the folloWing description, for the purposes of
explanation, numerous speci?c details are set forth in order

[0073]

The secure device 10 has a computer readable

memory storage that includes both public and private stor
age areas. The encryption/decryption key, PIN 15, may be
stored only in the private storage area so that it stays With the

to provide a thorough understanding of the broader aspects

secure device 10, even if the secure device 10 is lost or

of the present invention, as Well as to appreciate the advan

stolen, and, if desired, the key may be erased upon poWered

