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the user’s geo-location and the con?guration of the inven
tion by transparently altering the DNS messages. In the
preferred embodiment, the invention operates at OSI mod
el’s data link layer and it is located in front of the DNS
server so that it does not require any modi?cation in the
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servers. It provides a fast and transparent method of locating
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an Internet service Without the overhead of server scripts,
HTTP redirects, or eXtra steps by the user to ?nd the desired
location or content.
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APPARATUS AND METHOD FOR TRANSPARENT
SELECTION OF AN INTERNET SERVER BASED
ON GEOGRAPHIC LOCATION OF A USER

neighborhood. Online shops can restrict certain goods to be
sold to certain countries. Similarly, gambling sites would
limit their service to some regions where gambling is
allowed. Web sites that provide information in different

BACKGROUND OF INVENTION

languages would let the user access the information auto

[0001]

The Internet, which is a set of loosely connected

computer networks, is growing rapidly in terms of geo
graphical coverage, number of users and number of services.
It is a new media that is slowly removing the boundaries
between all its users around the world.
[0002] Applications and services on the Internet are
referred by uniform resource locators (URL) such as “ftp://
ftp.site/?lename”, which is an eXample of a ?le location in
the Internet, or “http://web.site/webpage”, which is an

eXample of a web page. However the personal computers
(PC) and the servers that host Internet applications commu
nicate by referring to Internet Protocol (IP) addresses of
each other, such as 172.168.12.67. PCs hide this complexity

by consulting Domain Name Service (DNS), which maps
the URLs to IP addresses.
[0003] Typically when a user wants to access a service or
an URL, it ?rst consults its DNS server to resolve the name
of the service to an IP address. If the DNS server does not

have that information it consults a root DNS server, a gTLD

(generic top level domain) server, then ?nally the DNS
server where the service is located. After user’s DNS server

obtains the IP address of the service it sends this information
to the user and then the user accesses the service.

[0004] Since today’s users are located around the world
and accessing wide Internet services such as web pages with
news or weather forecast, service providers need to distrib

ute the content at several geographical locations. Today
these locations, also known as mirror sites, are updated with

matically in the language spoken in user’s geographical area.
[0008] There are a few implementations of providing
content based on users” geo-location. First, it is possible to
integrate some software, which has the database of all IP
addresses and their locations, to the server. Through this
software’s application program interface (API) the server
determines user’s geo-location and modi?es or picks the
right content based on the user’s location. This method
obviously has some limitations as it is highly customiZed for

that service only. It requires customiZed program develop
ment and modi?cation of server con?guration. In addition,
it supports only the service it is integrated and it needs to be
installed on every server. Furthermore, not every type of

service can be supported by this method due to limitations
in some server programs.

[0009] Another possible method is using specialiZed net
work equipment, which is con?gured to be the authoritative
DNS server of the site. All the DNS queries are directed to
it. After it determines the location of the user it directs the
user to the closest service site relative to user’s location. This

method not only requires dramatic modi?cation of the DNS
and network setup but also limits the capabilities of the DNS
since these equipment are not designed to replace DNS
servers. For eXample they do not support Name Server (NS)
records, which are used for delegating the sub domains; Zone
transfers, incremental updates, and other special resource
records.
[0010]

Therefore a new apparatus and a method are pro

[0005] In some implementations, while accessing these

posed herein to eliminate the shortcomings and limitations
of the methods mentioned above while maintaining the DNS
functionality with possibly richer feature set.

distributed services, users are asked to choose a mirror site
of their choice. In some cases the users may be asked to

SUMMARY OF INVENTION

the same information.

answer a series of questions such as their country, preferred

language, or even the city they live. These steps not only
slow the information retrieval process but also frustrate the
users. In some other cases, this manual process is automated

by the use of “cookies”, which are small set of information
about the users stored on their PCs and are sent to the servers

every time users access the server. This technique obviously

has some security and privacy drawbacks.
[0006]

Every Internet connected PC and server has a

unique IP address assigned by their administrator, or by their
Internet Service Provider (ISP). By some methods it is
possible to create a database of all of these addresses with

their geographical location information. By capturing and
eXamining the user data packets, more speci?cally the
source IP address of DNS queries from these users, and by
using the mentioned IP address/location database, it would
be possible to ?nd out where the users are located in the

world. Therefore by using this technique an Internet service
provider could determine the user location and customiZe its
content based on that information.

[0007]

[0011]

The invention selects the optimum Internet service

relative to the geographical location of the Internet user by
transparently modifying DNS messages. In one embodi
ment, the optimum location is the closest one to the user.
Mentioned users and services could be located anywhere in
the world.

[0012]

In one embodiment, the invention is implemented

in a hardware appliance. It also uses a database of IP

addresses with their geographical location in the world. This

database is created by consulting some public databases (e.g.
WHOIS servers) and by some methods that makes latency,
routing and distance computations. The database is updated
regularly to re?ect the modi?cations in the Internet.

[0013]

During the initial setup, every server location that

provides the same service around the world is inserted in to
the con?guration of the invention. The invention then cre
ates a table that maps all the IP addresses from the database
to one of the server locations in the world such that the
closest server is mapped to each IP address.

This technology can enable ISPs to supply faster

[0014] In the preferred embodiment, the invention is

services since they can direct the users to the closest servers.

located in front of the eXisting DNS server that has IP

Web portal companies can provide the local news, weather

address records (A records) for all the application servers.
Every DNS query coming from users passes through the

forecast or even local advertisements that belong to user’s
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invention. While examining the data packets, the invention

DNS server and a gTLD server to locate the authoritative

determines the IP address of a user’s DNS server that sends

DNS server. If it does have a cache entry from previous
queries it ansWers the query With that entry. Once it ?nds the

the query. Then by referring to the previously computed
table the invention modi?es the DNS messages to direct the

authoritative DNS server the user’s DNS server 102 sends a

user to the closest server.

query 106 to the service DNS server 103. The query simply

[0015] The invention Works at the second layer of OSI
model, examines and modi?es only the DNS packets des
tined to the DNS server of the service. Any other packet is
forWarded transparently. This feature of the invention elimi
nates the need of modifying the con?guration of the DNS
servers. In addition, it fully supports all DNS operations
such as Zone transfers, incremental updates, and all types of

asks the IP address of the service “WWWsome-company
.com”. Then the DNS server 103 sends a reply message 107

With the correct IP address of the service. After receiving the
reply the user’s DNS server 102 sends a reply 108 to the

original DNS query (105). Upon determining the IP address
of the service the user’s PC 101 connects (109) to the Web
server 104 located in London.

DNS queries.

[0026] The previous eXample illustrates a typical interac

[0016] Since the locating the service takes place at the

tion betWeen the PCs, DNS servers and application servers.
As the number of users increase or the users get spread

DNS level, the invention can be used for any type of Internet
service. It also does not require use of APIs, scripts, custom
code development, or any con?guration change on the
application servers.
BRIEF DESCRIPTION OF DRAWINGS

[0017] FIG. 1 is a netWork diagram that depicts an
eXample for the standard Way of resolving domain names
and locating Internet services.
[0018]

FIG. 2 is a netWork diagram that shoWs an eXample

for the use of the apparatus to select the closest Internet
service location for the users.

[0019] FIG. 3 depicts the format of the DNS protocol

around the World, service providers deploy multiple mirror
application servers to maintain the service quality. Let’s

assume that the service in London (FIG. 1) is duplicated in
Washington, DC. and the invention Will be used to select the
closest server location.

[0027] FIG. 2 illustrates this eXpansion of service cover
age. Besides the original Web server 206 located in London
there is a neW mirror server located in DC 205. In addition,
the invention 203 is located in front of the DNS server 204
in London.

[0028] In order to resolve the IP address of the Web server
206, the user in NY 201 consults its DNS server 202 also
located in NY. The user 201 sends a DNS query 209 to its

message.

DNS server 202. After determining the authoritative DNS

[0020] FIG. 4 is a ?oWchart shoWing the algorithm used
by the invention for processing data packets received at the

server, the DNS server 202 sends a query 210 toWards the

Internet interface.

[0021] FIG. 5 is a ?oWchart shoWing the algorithm used
by the invention for processing data packets received at the
DNS interface.
[0022]

FIG. 6 shoWs an eXample for a server table that

maps user IP addresses to closest server locations.

DETAILED DESCRIPTION

[0023]

The invention can be implemented in many for

mats; as a standalone hardWare, or as an application inte
grated With the DNS server on the same platform, or as an

application running on the application server. This section

provides detailed description of the preferred embodiment,
Which is the standalone hardWare implementation. The
detailed functional descriptions herein are representative.
The scope of the invention is not limited by this section.
[0024]

FIG. 1 shoWs an eXample for the standard opera

DNS server in London 204 (assuming there is no cache entry
for that domain in the DNS server 202).

[0029]

The invention 203 is located in front of the DNS

server 204 such that every data packet sent to the DNS
server 204 goes through it. The invention determines the

packet type by parsing the proper ?elds in the data packets
such as the destination IP address, the destination port
number, or the DNS message type, etc. If the invention
captures a DNS query packet, Which is sent to the DNS
server 204, it eXamines the content of the DNS message for

further processing. If the packet is not a DNS packet, it is
forWarded to the DNS server.

[0030] FIG. 3 depicts the format of a DNS message. If the
QR ?eld 302 in the DNS message is 0 (Zero) it indicates that
the message is a DNS query. The question section 314
actually has the queried domain name. The ansWer section
315 is left blank in the query but populated With a proper
ansWer in the response message in Which QR 302 is set to

1 (one). The invention 203 also processes other ?elds to

tion of a domain name resolution. An eXample user 101

provide correct operation of the DNS service. For eXample,

located in NeW York (NY), Which is connected to the
Internet through an ISP, Wants to access a Web site With fully

since each DNS response should have the same DNS Query
Number With the query the invention keeps track of each

quali?ed domain name of “WWW.some-company.com”

DNS query-response pair by recording the DNS Query

located in London, UK 104 (the user also could be an
employee of a company Which is directly connected to the

original Question Section 314 besides the AnsWer Section

Internet). In order to access this server the user needs to
resolve the server’s domain name to an IP address. For that,
the user’s PC sends a DNS query 105 to the user’s DNS
server 102.

[0025] If the user’s DNS server 102 does not have an entry
for that domain name in its cache, it sends a query to a root

Number 301. Also every response message should carry the

315.

[0031] In the preferred embodiment, the invention 203 has
tWo netWork interfaces: one of them is connected to the DNS

server 204 (DNS interface), While the other is connected to
the backbone netWork though Which the Internet is accessed

(Internet interface).
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FIG. 4 shows the algorithm utilized When a packet

the DNS response contains the IP address of the server

is received at the Internet interface of the invention. When
a packet is received 401, the invention examines Whether it

[0032]

located in DC 612. Hence the user in NY accesses the server

is sent to the DNS server 402, or Whether it is a DNS query

404. If the ansWer is no to any of these questions the packet
is forwarded to the DNS interface 403 and sent to the DNS
server 204. If it is a DNS query, the Question Section 314 of
the DNS message is examined 405. Then this data is checked

Whether it is the domain name under question 406 (localized
query or not). If it is not a localiZed query then the message
is again forWarded to the DNS server interface 403.

in DC 205, Which is closer than the one in London 206.
Similarly the user 207 Whose DNS server’s IP address is
“10.175.183.32”604 Which is located in Frankfurt 605
accesses the server in London (606), Which is closer than the
one in DC 204.

[0037] The lookup table is created from tWo inputs; the
database that lists all Internet addresses With their geo

locations and the list of geo-locations of the application

[0033] If it is a localiZed query, Which is the DNS query
for the domain name under question, then the source IP

servers. The IP database is obtained externally and the
invention has an appropriate interface to it. Both the IP
database and the list of geo-locations of the servers are

address of the DNS query is determined (407). It is assumed

entered into the invention during the initial con?guration.

that DNS server 202 is in close proximity of the user 201.
After that the invention looks up the IP address/server table
to choose the closest server location according to the source
IP address of the DNS query. Then the invention modi?es

on the service and the distribution of the users. For example,
if the invention is going to be used for a Web server for
Europe only then there is no need to include IP addresses

the DNS query’s question section With the server location.

that belongs to Asia.

Referring to the example above, the original DNS query,

The siZe and the content of the lookup table are dependent

[0038]

In one embodiment, the lookup table can be formed

Which Was asking the IP address of “WWWsome-company
.com”, is converted into “dc.some-service.com”408. After
that the packet is forWarded (403) to the DNS server 204.

by dividing the IP database into equally siZed regions. The

[0034] Similarly, FIG. 5 depicts the algorithm utiliZed

Any IP address in a region Would then be assigned to the
server in that region.

When a packet is received at the DNS interface of the
invention. When a packet is received 501, the invention
examines Whether it is a DNS response 502. If the packet is
not a DNS response, it is forWarded to the Internet interface
503. If it is a DNS response, the invention parses it 504 to
check Whether the message is a response to a previously
processed localiZed message 505. If the packet is not a
localiZed response message it is again forWarded to the

number of regions Would be the same as the number of
servers such that each server Would be assigned to a region.

[0039] In a further embodiment, servers can be assigned
Weights so that the ones With higher Weights Would cover
larger geographical area. This feature can be used for areas
Where the Internet user distribution is less populated.

[0040] In another embodiment, the invention can be con
?gured in such a Way that IP addresses can be manually

Internet interface 503. If it is a response to a localiZed query

assigned to certain preferred servers. This technique Would

then the Question Section 314 of the response is changed to

provide better control on server utiliZations if the IP
addresses and the location of the users Were knoWn.

the original one, for the example mentioned above, from
“dc.some-service.com” to “WWWsome-company.com”506.
Then the response is forWarded to the Internet interface 503.

[0035] Referring back to FIG. 2, the invention 203 modi
?es the DNS query 210 according to the geo-location of the
user’s DNS server 202. Then it forWards the modi?ed query
to the Web server’s DNS server 204, Which has the address
records for all the Web servers (211). When the DNS server

204 sends a response 212, the invention captures it again.
After that the invention modi?es the response message
accordingly and sends it back (213) to the user’s DNS server
202. The user getting the response 214 from its DNS server
202 easily connects (215) to the closer server site in DC 205.
Similarly the user located in Frankfurt 207 chooses to
connect (208) the server in London 206 due to its closer
location.

[0041] Another embodiment of the invention can check
the health of the application servers by some methods so that
if a server becomes unavailable then the user IP addresses

assigned to this server Would be re-assigned to the next
closest server. When this feature is utiliZed the invention can
provide a very reliable service Where the users can alWays
access the service as long as there is at least one server

available.

1. An apparatus for selecting the optimum location of a
netWork service based on a user’s geographical location and

the con?guration of the apparatus by transparently altering
DNS messages, the apparatus comprising:
a netWork node With at least tWo netWork interfaces,

capturing data packets through the netWork interfaces,
[0036] FIG. 6 shoWs a portion of the lookup table used by
the invention. The ?rst column 601 has all the possible IP

analyZing captured packets,

addresses on the Internet. The second column 602 has the

determining the user’s geo-location,

corresponding geo-locations Which Were obtained from the
IP address database, While the third one 603 has the assigned
servers for each IP address. For example, for the IP address
610, Which belongs to the example user DNS server 202, the

invention knoWs that (from the database) the address is

modifying DNS packets according to the user’s geo
location to direct the user to the optimum server.

2. The apparatus as described in claim 1, Wherein the
optimum location is the geographically the closest one.
3. The apparatus as described in claim 1, Wherein the
optimum location is that of geographically the closest server

located in NeW York 611. In addition, the invention has
assigned the address to the server in DC 612. Therefore the
invention modi?es the DNS query coming from the user

Which has been determined healthy and actively serving

DNS server 202 for the Web service 206 in such a Way that

users requests.
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4. The apparatus as described in claim 3, wherein the
healthy server is the one generating timely and correct

packets, analyZing captured packets, determining the user’s

responses to user requests.

user’s geo-location to direct the user to the optimum server.
18. The method as described in claim 17, Wherein the

5. The apparatus as described in claim 1, Wherein the

optimum location is the preferred location based on speci?c
criteria chosen by the service administrator.

geo-location, modifying DNS packets according to the

6. The apparatus as described in claim 1, Wherein the

optimum location is the geographically the closest one.
19. The method as described in claim 17, Wherein the
optimum location is that of geographically the closest server

location of a netWork service is one of the locations of many

Which has been determined healthy and actively serving

mirrored servers that are connected via a netWork.

users requests.

7. The apparatus as described in claim 1, Wherein a
netWork service is an Internet netWork service.
8. The apparatus as described in claim 1, Wherein a
netWork service is an enterprise netWork service.
9. The apparatus as described in claim 1, Wherein the
con?guration of the apparatus is a set of rules to control the
optimum server selection process.
10. The apparatus as described in claim 1, Wherein

20. The method as described in claim 19, Wherein the
healthy server is the one generating timely and correct

transparently altering DNS messages is to capture and to
modify the content of the DNS messages by operating at OSI
model’s second layer Which is transparent to Internet Pro
tocol (IP) users.
11. The apparatus as described in claim 1, Wherein the
netWork node is a device attached to netWorks via at least
tWo netWork interfaces.

12. The apparatus as described in claim 1, Wherein the
netWork node captures every packet detected on any of it
interfaces.
13. The apparatus as described in claim 1, Wherein the

responses to user requests.

21. The method as described in claim 17, Wherein the
optimum location is the preferred location for some users
based on some criteria chosen by the service administrator.
22. The method as described in claim 17, Wherein the
location of a netWork service is one of the locations of many
mirrored servers that are connected via a netWork.

23. The method as described in claim 17, Wherein a
netWork service is an Internet netWork service.
24. The method as described in claim 17, Wherein a

netWork service is an enterprise netWork service.
25. The method as described in claim 17, Wherein the
con?guration of the method is a set of rules to control the
optimum server selection process.
26. The method as described in claim 17, Wherein trans

netWork node analyZes the captured packets to determine

parently altering DNS messages is to capture and to modify
the content of the DNS messages by operating at OSI
model’s second layer Which is transparent to Internet Pro

netWork addresses, protocol port numbers, protocol message
types, and speci?c protocol ?elds.

tocol (IP) users.
27. The method as described in claim 17, Wherein the

14. The apparatus as described in claim 1, Wherein the
netWork node determines the source IP address of the

method analyZes the captured packets to determine netWork

captured DNS message and consults its previously built
database to determine the geographical location of the user
that has sent the DNS message.
15. The apparatus as described in claim 1, Wherein the

netWork node modi?es the captured DNS messages accord
ing to the geo-location of the DNS user to inform the user
With the IP address of the optimum server.
16. The apparatus as described in claim 1, Wherein the
netWork node forWards every packet, Which is not a DNS
message, to the other interface.

17. A method for selecting the optimum location of a
netWork service based on a user’s geographical location and

addresses, protocol port numbers, protocol message types,
and speci?c protocol ?elds.
28. The method as described in claim 17, Wherein the
method determines the source IP address of the captured
DNS message and consults its previously built database to
determine the geographical location of the user that has sent
the DNS message.
29. The method as described in claim 17, Wherein the

method modi?es the captured DNS messages according to
the geo-location of the DNS user to inform the user With the
IP address of the optimum server.
30. The method as described in claim 17, Wherein the
method forWards every packet, Which is not a DNS message.

the con?guration of the method by transparently altering
DNS messages, the method comprising: capturing data
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