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INTEROPERABILITY OF FIRST
RESPONDER DEVICES

emergencies and a much higher level of risk for the ?rst

responders and incident victims.

BACKGROUND

SUMMARY

First responders are organizations and personnel that pro
vide laW enforcement, safety and protection services to the
public. The ?rst responders include laW enforcement o?icers

The folloWing presents a simpli?ed summary in order to
provide a basic understanding of some aspects of the claimed
subject matter. This summary is not an extensive overvieW,
and it is not intended to identify key/ critical elements of the
claimed subject matter or to delineate the scope thereof. Its
sole purpose is to present some concepts in a simpli?ed form
as a prelude to the more detailed description that is presented
later.
Disclosed herein are systems, methods, apparatuses, and
articles of manufacture that facilitate interoperability of ?rst
responder (FR) Wireless communications devices at an emer
gency location. In more detail, it may be desirable to provide

such as police, sheriff, highway patrol, detectives, special laW
enforcement, federal bureau of investigation (FBI), drug
enforcement administration (DEA), military personnel, bor
der patrol, and others. First responders also include ?re and

safety personnel, for example, ?re?ghters, emergency medi
cal services personnel, Red Cross personnel, and other emer
gency Workers.
When multiple agencies arrive on the scene of an incident,
there is virtually no ability to locally communicate betWeen
the various agencies due to the lack of interoperability
betWeen the communication units used by the various agen
cies. While ?rst responders may have devices Which have

the control and management of inter-operable communica
20

by manual procedures, hoWever the manual procedures are
not completely effective and ?rst responder communication
interoperability is still a major problem.

dual mode of operations (e.g., Walkie talkie and cellular),
there are no mechanisms to manage and control these devices

In accordance With one aspect described herein, an on-site

to achieve interoperability of the communications devices at
the scene of the incident.

25

When groups of ?rst responders need to communicate With
each other at an incident site, manual procedures such as
“runners” are used to relay information. In some cases, inter

agency communications may occur by relaying information
through the respective dispatch centers. HoWever, this is a
very sloW and inef?cient Way of communicating When mul

internet protocol (IP) data session With the communications
30

cated by the communications control device. The tactical plan
35

HoWever, the lack of inter-operable communications
nation, often With tragic results. Further, the lack of commu

?rst responder teams because there is no Way to knoW the
location of the various ?rst responders at the incident scene
Without constant monitoring of voice communications. Inte
gral to the lack of situational aWareness at an incident site is

40

45

the lack of an accurate system for maintaining accountability
of the ?rst responders at an incident site.

50

present at the incident scene, and in some cases to identify

Where the responder is assigned during the emergency.
Because these methods are manual, they do not provide a Way
to accurately account for all ?rst responder personnel at an
incident site, nor do they provide Ways to track the actual
location or movement of ?rst responder personnel around the
incident site as the emergency unfolds. Consequently, the
incident command personnel do not have detailed informa
tion on the location of the ?rst responders and can lose

55

ers have been dispatched. The additional FR devices establish
a Wireless IP data session With the communications control
device via the macro Wireless netWork. The communications
control device authenticates the additional FR devices and
rently in use at the site of the incident. Once the Wireless IP
data session has been established, the communications con
trol device transmits an updated tactical communications
plan to each additional FR device. The updated tactical com
munications plan is also available to the ?rst FR devices
currently in use at the site. The updated tactical communica
tions plan can then be displayed on the screens of the FR

devices With associated soft keys assigned. Once the updated

devices comprises identical radio con?gurations, channel
assignments and identi?cation of other supporting informa
60

tion.

In another aspect described in greater detail herein, addi

The lack of adequate means for inter-operable communi

tional multimedia information can be disseminated to the FR

cations betWeen on-scene agencies at incident sites results in

incident commanders and ?rst responder personnel that lack
cascading effect typically results in sloWer response times to

assigned. Once the tactical plan is transmitted to the FR
devices, each of the FR devices comprises identical radio
con?gurations, channel assignments and identi?cation of
other supporting information.
In another example, additional FR devices enter the inci
dent site after the ?rst FR devices and corresponding respond

tactical plan is transmitted to the FR devices, each of the FR

accountability of ?rst responders.

the detailed information and situational aWareness of the
incident scene to effectively respond to an emergency. The

is then transmitted to the FR device via the established Wire
less IP data sessions. The tactical plan can then be displayed
on the screen of the FR device With associated soft keys

adds the FR devices to a list of associated FR devices cur

The typical methods used to maintain accountability of
?rst response personnel are manual methods, Wherein some
physical means is used for identifying Whether a responder is

control device via a macro Wireless netWork. Each of the FR
devices contains a pre-programmed address of the commu

nications control device to facilitate communications. Once
the IP data session is established, the FR device is authenti

betWeen on-scene agencies can result in ineffective coordi

nications capability may cause inadequate situational aWare
ness among the ?rst responder personnel and among various

tactical communications plan is con?gured into a communi
cations control device. The communications control device is
part of an emergency command vehicle. First responders
utiliZe their associated FR devices to establish a Wireless

tiple agencies from multiple jurisdictions are involved. Thus,
some groups of ?rst responders may elect to just perform their
respective tasks and operate Without any type of uni?ed com
munication or operation.

tions betWeen FR devices of the ?rst responders at the scene
of an incident. Conventionally, this issue has been addressed

65

devices via the communications control device. The addi
tional multimedia information is con?gured into the commu
nications control device and transmitted to the intended FR
devices via a Wireless IP data session using the macro Wire

less netWork. Each recipient FR device authenticates,

US 8,280,364 B1
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3
receives and stores the additional multimedia information.
Once the information is received, the FR device sends back an
acknowledgement to the communications control device via
the wireless IP data session. The communications control

FIG. 8 is a ?ow diagram that is representative of a meth

odology for the communication system, wherein the FR
devices are instructed to tune to a speci?c channel to receive
a message from the emergency command vehicle.

device receives the acknowledgement responses and main
tains a status display listing which FR device received and/or
responded to the additional information broadcast. The addi

FIG. 9 is a ?ow diagram that is representative of a meth

odology for the communication system, wherein the FR
devices are remotely switched to a speci?c channel to receive
a message from the emergency command vehicle.

tional multimedia information can then be displayed on the

screens of the recipient FR devices with associated soft keys

FIG. 10 illustrates a system for providing the control and

assigned.

management of inter-operable communications between FR

In another aspect described in greater detail herein, the

devices at an emergency location.

FIG. 11 is an exemplary portable wireless device (PWD)

incident commander or assigned communication of?cer
needs to contact all on-site ?rst responders at the same time.

for use with the communication system.
FIG. 12 is an exemplary networking environment for use

The communication of?cer enters instructions to the commu

nications control device that all FR devices should be tuned to
an indicated channel. Using the established wireless IP data
sessions of the macro wireless network, the communications
control device instructs each FR device to tune to the indi
cated channel. Each of the FR devices tunes to the indicated
channel and responds to the communications control device.
The communications control device receives the responses

with the communication system.
DETAILED DESCRIPTION
20

refer to like elements throughout. In the following descrip
tion, for purposes of explanation, numerous speci?c details

and provides a status display indicating the FR device(s) that

are set forth in order to provide a thorough understanding of

have received and/ or responded to the instructions. When all

FR devices have responded, the incident commander then
issues the designated message. Once the message is received,

The claimed subject matter is now described with reference
to the drawings, wherein like reference numerals are used to

25

the claimed subject matter. It may be evident, however, that
such matter can be practiced without these speci?c details. In

the FR devices send an acknowledgement to the communica

other instances, well-known structures and devices are shown

tions control device which receives the acknowledgement
and updates the status display. If the ?rst responder is inca
pacitated or otherwise unable to operate the FR device, the
communications control device can remotely switch the des

in block diagram form in order to facilitate describing the
claimed subject matter.
As used in this application, the terms “component” and

30

“system” are intended to refer to a computer-related entity,

ignated FR device(s) to the speci?ed channel.
To the accomplishment of the foregoing and related ends,

either hardware, a combination of hardware and software,

certain illustrative aspects are described herein in connection

can be, but is not limited to being, a process running on a

with the following description and the annexed drawings.

software, or software in execution. For example, a component
35

equivalents. Other advantages and novel features will become
apparent from the following detailed description when con
sidered in conjunction with the drawings.

processor, a processor, a hard disk drive, multiple storage

drives (of optical and/or magnetic storage medium), an

These aspects are indicative, however, of but a few of the
various ways in which the principles disclosed herein can be
employed and is intended to include all such aspects and their

object, an executable, a thread of execution, a program, and/or

a computer. By way of illustration, both an application run
ning on a server and the server can be a component. One or
40

more components can reside within a process and/or thread of
execution, and a component can be localiZed on one computer
and/or distributed between two or more computers.

Furthermore, the claimed subject matter may be imple

BRIEF DESCRIPTION OF THE DRAWINGS

mented as a method, apparatus, or article of manufacture

FIG. 1 illustrates a system that facilitates interoperability
of ?rst responder (FR) wireless communications devices at an
emergency location.
FIG. 2 illustrates the communications system, wherein a
wireless IP data session is establishedbetween the FR devices

45

and the communications control device via a macro wireless

50

network.
FIG. 3 illustrates the communications system, wherein
additional FR devices are con?gured by a communications
control device for interoperability between all FR devices.
FIG. 4 illustrates the communications system, wherein the
communications control device includes a status display that
displays the status of the FR devices.
FIG. 5 is a ?ow diagram that is representative of a meth
odology for a communication system.
FIG. 6 is a ?ow diagram that is representative of a meth

thereof to control a computing device, such as a mobile hand

set, to implement the disclosed subject matter. The term
“article of manufacture” as used herein is intended to encom

able device, carrier, or media. For example, computer read

optical disks (e.g., compact disk (CD), digital versatile disk
55

acknowledged.

(DVD) . . . ), smart cards, and ?ash memory devices (e.g.,

card, stick, key drive . . . ). Additionally it should be appreci
ated that a carrier wave can be employed to carry computer

readable electronic data such as those used in transmitting
and receiving electronic mail or in accessing a network such
60

as the Internet or a local area network (LAN). Of course, those

skilled in the art will recogniZe many modi?cations may be
made to this con?guration without departing from the scope
or spirit of the claimed subject matter. Moreover, the word

FR devices are con?gured by a communications control
device to facilitate interoperability between all FR devices.
FIG. 7 is a ?ow diagram that is representative of a meth
multimedia information is transmitted to the FR devices and

pass a computer program accessible from any computer-read
able media can include but are not limited to magnetic storage
devices (e.g., hard disk, ?oppy disk, magnetic strips . . . ),

odology for the communication system, wherein additional

odology for the communication system, wherein additional

using standard programming and/or engineering techniques
to produce software, ?rmware, hardware, or any combination

“exemplary” is used herein to mean serving as an example,
65

instance, or illustration. Any aspect or design described
herein as “exemplary” is not necessarily to be construed as
preferred or advantageous over other aspects or designs.
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The communications system provides for the control and
management of the interoperability of the Wireless commu
nications devices of the ?rst responders (FR) at the scene of

For example, the primary communications betWeen ?rst
responders is using the Walkie talkie mode of the associated

an incident. Generally, ?rst responders at the scene of an

FR devices. In Walkie talkie mode of operation, the FR
devices have several available communication channels. The

incident are arriving from multiple jurisdictions and various
communities, thus making interoperability of the various

the tactical communications plan to assign use of each of the

incident commander or communications of?cer Would set up

available channels. For example, Tac liAll responders, Tac
24Command, Tac 3iln building responders, Tac 4iAir
support, Tac 5iMedical support and Tac 6iLogistics sup

communications devices di?icult. A communication control
device of an emergency command system maintains a tactical

communications plan and transmits the plan to the various FR

port. It is thus to be understood that any suitable information
or services to be included in the tactical communications plan
is contemplated and intended to fall under the scope of the

devices at the scene of the incident. The tactical communica
tions plan alloWs the FR devices to maintain the same radio

con?guration, channel assignments and identi?cation of sup
porting information. Once the tactical communications plan

hereto-appended claims.

is transmitted, interoperability of the FR devices can be man

The ?rst responders that arrive at the incident site Will

aged and controlled by the communications control device.

poWer on the associated FR devices to communicate With the

Turning noW to the draWings, FIG. 1 illustrates a system

100 that facilitates interoperability of ?rst responder (FR)
Wireless communications devices 102 at an emergency loca
tion, incident site, or similar location. The FR devices 102 are
typically dual mode Wireless devices that are capable of com

20

municating directly With other FR devices in push-to-talk or

Walkie talkie mode (e.g., ultra high frequency (UHF), very
high frequency (VHF), association of public safety commu
nications of?cials internationaliProject 25 (APCO P25),
Motorola® trunking) and are capable of voice and data com
munications With the macro Wireless netWork using technolo

25

emergency command system 104 via the communications
control device 106. Each of the FR devices 102 Will have a
pre-programmed address of the communications control
device 106 of the emergency command system 104 that
alloWs for direct communications. Communications betWeen
the FR devices 102 and the communications control device
106 are established via the pre-programmed address. The
tactical communications plan 108 is then transmitted to each
of the FR devices 102. Once the tactical communications plan
108 is received, each of the FR devices 102 comprises the
same radio con?guration, channel assignments and identi?

gies such as global system for mobile communications
(GSM), universal mobile telecommunications systems

cation of other supporting information, facilitating interoper

(UMTS), general packet radio service (GPRS), enhance data

tactical communications plan can be displayed on the screens

rates for GSM evolution (EDGE), high-speed doWnlink
packet access (HSDPA), code division multiple access 2000

ability betWeen devices at the incident site. Furthermore, the
30

(CDMA2000), and integrated digital enhanced network

To better illustrate operability of the system 100, a detailed
example 200 of one particular utiliZation of such system 100

(iDEN). The FR devices can also provide at least one of voice

services (e.g., voice-over-IP (VolP)), streaming video ser
vices, ?le transfers or other types of data services (e.g., pic
tures, text, telemedicine, sensory data). It is thus to be under

35

40

The FR devices 102 of system 100 communicate directly
With other FR devices 102 at the emergency location and
communicate With an emergency command system 104. The
emergency command system 104 is typically a mobile or
stationary structure proximate to the incident site. The emer

or assigned communications of?cer in the emergency com
mand system 104 to communicate With the FR devices 102.
The communications control device 106 comprises at least

GSM, UMTS, GPRS, EDGE, HSDPA, CDMA2000, and
devices 202 to connect to the macro Wireless netWork. The FR
45

telephone lists, and Web sites for additional supporting infor
mation (e.g., material safety data sheets (MSDS)).

devices 202 initiate connection With the radio infrastructure
210, Which in turn connects to the macro Wireless netWork
212. As stated supra, each of the FR devices 202 has a pre

50

programmed address of the communications control device
206. The pre-programmed address is utiliZed to directly com
municate With the communications control device 206 via the
macro Wireless netWork 212.

Once the Wireless IP session is established via the macro

55

Wireless netWork 212, the communications control device
206 authenticates the FR devices 202. Speci?cally, the com
munications control device 206 in the emergency command
system 204 and the FR devices 202 have the appropriate

authentication and encryption algorithms and keys (e.g., data
encryption standard (DES), advanced encryption standard

one of a personal computer (PC), personal digital assistant
(PDA) and similar device With macro Wireless netWork capa
bilities. The incident commander or assigned communica
tions of?cer con?gures an on-site tactical communications
plan 108 into the communications control device 106. The
tactical communications plan 108 includes at least one of
allocation of the push-to-talk or Walkie talkie channels, trunk
groups, Wireless macro netWork con?guration information,

device 206 via a macro Wireless netWork 212. Speci?cally, a
Wireless macro netWork 212 utiliZes technologies such as

iDEN. A radio infrastructure 210 is used to enable the FR

gency command system can be a structure that Was in exist
ence before the incident occurred or it can be part of a tem
porary structure Which Was constructed after the incident

occurred. For example, the emergency command system can
be part of an Emergency Command Center (ECC), Mobile
Command Post (MCP), an emergency command vehicle, a
hospital or any other suitable structure.
The emergency command system comprises a communi
cation control device 106 utiliZed by an incident commander

is provided herein. This example 200, hoWever, is intended to
aid in understanding of the system 100 and is not intended to
limit use or operability of such system 100. Speci?cally, FIG.
2 illustrates the system 200 Wherein FR devices 202 establish
a Wireless IP data session With the communications control

stood that any suitable voice services, video services and/or
data transfer services for Wireless communications devices
are contemplated and intended to fall under the scope of the

hereto-appended claims.

of the FR devices 102 With associated soft keys assigned so

that the ?rst responders could quickly and easily transfer
betWeen the various assigned tactical channels.

(AES), and IP security (lPSEC)) to support secure authenti
60

cated non-repudiated encrypted communications With integ
rity protection. The communications control device 206
authenticates the FR devices 202 before transmitting the tac
tical communications plan 208 to ensure secure communica

65

tions betWeen devices. Furthermore, the FR devices 202 can
authenticate the communications control device 206 before
receiving the tactical communications plan 208 to ensure that
the plan is genuine. The transmission of the tactical commu

US 8,280,364 B1
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nications plan 208 is IP packet-based, and is thus relayed in

Furthermore, the additional multimedia information can be
displayed on the screens of the FR devices With associated

the form of IP packets to the FR devices 202 via the Wireless
IP data session, to be reassembled upon arrival.

soft keys for user access.

To better illustrate operability of the system 100, another
detailed example 400 of one particular utiliZation of such
system 100 is provided herein. Speci?cally, FIG. 4 illustrates
a system 400 Wherein the emergency command system 404
comprises a status display 412, to maintain and display a
status for each FR device 402 and 410. Using the Wireless IP
data sessions established betWeen the FR devices 402 and 410
and the communications control device 406, the communica

To better illustrate operability of the system 100, another
detailed example 300 of one particular utiliZation of such
system 100 is provided herein. Speci?cally, FIG. 3 illustrates
a system 300 Wherein additional ?rst responders report to an

incident site after the original ?rst responders have been dis
patched. For example, sometimes it is necessary to dispatch
additional emergency resources (e. g., ?rst responders) in
response to a major incident. During an emergency, the com
munications control device 306 maintains a list of associated
FR devices 302 currently in use at the incident site. Accord

tions control device 406 can maintain and display a status for
each FR device 402 and 410.
The status information comprises at least one of a battery

ingly, if additional ?rst responders are needed at the incident
site, the associated additional FR devices 310 are poWered on
and a Wireless IP data session is established With the commu
nications control device 306 via the macro Wireless netWork.
The communications control device 306 then adds these addi
tional FR devices 310 to the list of associated FR devices
currently in use at the incident site. Each additional FR device

level, acknoWledgement of communications, currently active
tactical channel, assigned unit (e. g., Engine number), current
location (e. g., if FR device is global positioning system (GPS)
enabled), identi?cation of the associated ?rst responder (e. g.,
name, badge number, assigned ?re station), status of life
20

support equipment (e.g., oxygen levels), any special equip
ment With ?rst responder, transmission of ?rst responder

310 is then authenticated via appropriate authentication and

borne sensors (e.g., ambient temperature, haZmat sensors,

encryption algorithms and keys to verify the authenticity of

radiation monitor), and current activity (e. g., ?re suppression,
search and rescue, medical triage, rest area). Typically, the

the additional FR device 310.
Once the additional FR devices 310 have been authenti
cated, the communications control device 306 then transmits
an updated tactical communications plan 308 to the addi
tional FR devices 310 via the macro Wireless netWork. The

25

commander may need to contact all or some of the FR devices

updated tactical communications plan 308 is available to all
FR devices 302 at the scene and not just the additional FR

devices 310 of the neWly arrived ?rst responders. Once the
updated tactical communications plan 308 is transmitted to
all FR devices 302 and 310, each FR device comprises iden
tical radio con?gurations and channel assignments as the ?rst
responders already at the scene. As stated supra, the updated

30
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Using the Wireless IP data sessions betWeen the FR devices
402 and 410 and the communications control device 406, the
instructions are transmitted to the speci?ed FR devices. The
FR devices receive the instructions and tune to the speci?ed
channel. Once the FR devices have been tuned to the speci?ed

45

that the FR device has been tuned to the indicated channel.
The communications control device 406 receives these
responses and incorporates the responses into the status dis

channel, the FR devices respond to the instructions, stating

additional multimedia information can be disseminated to

play 412. When all FR devices have responded to the instruc
tions, the communications of?cer informs the incident com
mander Who can then issue the “all responders” message.

one or more FR devices depending on the incident com

mander or assigned communications of?cer. Typically, the
incident commander identi?es the additional multimedia
information to be disseminated and identi?es Which of the FR
devices at the scene should be the recipients (e.g., all, com
mand level only or speci?c functional areas only). The inci
dent commander then con?gures the additional multimedia
information and the intended recipients into the communica
tion control device 306 of the emergency command system
304.
The additional multimedia information is then transmitted
to the intended FR devices via a Wireless IP data session using
the macro Wireless netWork. Each recipient authenticates,
receives and stores the additional multimedia information and

sonnel or all FR devices in use). The communications of?cer
then con?gures instructions in the communications control
device 406 that the speci?c FR devices of the on-site ?rst
responders should be tuned to an assigned “All Responders”

channel (e.g., Tac 1).

the tactical communications plan 308, can be transmitted to
the FR devices 302 and 310. Additional multimedia informa
tion comprises at least one of building ?oor plans, area maps,

Weather information, MSDS sheets, and plume maps. This

402 and 410 immediately. Accordingly, the incident com
mander Would inform the as signed communications of?cer of

the speci?c FR devices to be contacted (e.g., command per

tactical communications plan 308 can also be displayed on
the screens of the FR devices 302 and 310 With associated soft

keys assigned so that the ?rst responders can quickly and
easily transfer betWeen the various as signed tactical channels.
Furthermore, additional multimedia information, besides

current activity Would be set by the ?rst responder via pre
de?ned soft keys on the FR device.
Furthermore, typically only one tactical channel can be
active on the FR devices 402 and 410. HoWever, the incident

50
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If one or more of the FR devices have not responded, the

status display 412 can be updated and the non-responding FR
device(s) can be contacted directly to determine if additional
help is necessary. After the incident commander broadcasts
the message, a soft key on the FR devices Would be used by
the ?rst responders to acknoWledge receipt of the message.
Pressing the soft key on the FR devices sends an acknoWl
edgement to the communications control device 406 via the
Wireless IP data session of the macro Wireless netWork. Once

60

the incident commander receives the acknoWledgement(s),
the status display 412 is again updated for each speci?ed FR

sends back an acknoWledgement to the communications con

device active at the scene. This alloWs the incident com

trol device 306 via the Wireless IP data session using the

mander to identify the ?rst responders and associated FR
device(s) that did not receive the broadcast and Who may need
additional assistance.
Furthermore, in situations Where the active channel needs
to be sWitched immediately and/ or the ?rst responder is
unable or incapable of sWitching the associated FR device to

macro Wireless netWork. The communications control device

306 receives the acknoWledgement responses and provides a
status display to the incident commander, such that the inci
dent commander can keep track of Which FR device received
the additional multimedia information and Which did not.

65

US 8,280,364 B1
10
tions control device Which is then utiliZed to directly commu
nicate With the communications control device.
At 510, the ?rst FR device is authenticated via the commu

the active channel, the incident commander can remotely set
a speci?c FR device(s) to a speci?ed channel. For example, if

the speci?c ?rst responder is incapacitated or otherWise
unable to operate the associated FR device, then the incident

nications control device using authentication data of the ?rst
FR device. Speci?cally, the communications control device
in the emergency command vehicle has the appropriate

commander can utiliZe the communications control device

406 to remotely sWitch the FR device to the designated chan

authentication and encryption algorithms and keys (e.g.,

nel and issue the emergency message and/or determine if the

DES, AES, IPSEC) to support secure authenticated non-re

?rst responder is in need of additional assistance. For
example, the incident commander can also con?gure the
communications control device 406 to remotely sWitch all
on-site command personnel to the Command tactical chan
nel.
Referring to FIGS. 5-9, methodologies in accordance With
various aspects of the claimed subject matter are illustrated.

pudiated encrypted communications With integrity protec
tion. The communications control device authenticates the
?rst FR device before transmitting the tactical communica
tions plan to ensure secure communications betWeen the

devices.

Finally, at 512, the tactical communications plan is trans
mitted from the communications control device to the ?rst FR
device via the macro Wireless netWork. Once the tactical

While, for purposes of simplicity of explanation, the meth
odologies are shoWn and described as a series of acts, it is to

communications plan is received, the FR devices comprise
identical radio con?gurations, channel assignments and iden
ti?cation of other supporting information. The methodology

be understood and appreciated that the claimed subject matter
is not limited by the order of acts, as some acts may occur in

different orders and/or concurrently With other acts from that
shoWn and described herein. For example, those skilled in the
art Will understand and appreciate that a methodology can
alternatively be represented as a series of interrelated states or
events, such as in a state diagram. Moreover, not all illustrated
acts may be required to implement a methodology in accor

20

associated soft keys assigned so that the ?rst responder can

quickly and easily transfer betWeen the various assigned tac
tical channels.
25

dance With the claimed subject matter. Additionally, it should
be further appreciated that the methodologies disclosed here
inafter and throughout this speci?cation are capable of being

devices are con?gured is illustrated. The methodology 600
30

data communications With the macro Wireless netWork. The
methodology proceeds to 606 Wherein a tactical plan is con
35

devices at an emergency location is illustrated. The method
ology 500 starts at 502, and at 504 a ?rst FR device is
received. The ?rst FR device is a dual mode Wireless com

?gured into a communications control device. The commu
nications control device is a device Within the emergency
command vehicle that maintains the tactical communications

plan.

munications device that is capable of communicating directly

At 608, a Wireless IP data session is established betWeen
the communications control device and the ?rst FR device via
the Wireless macro netWork. Speci?cally, the ?rst FR device
initiates connection With the radio infrastructure, Which in

With other FR devices in push-to-talk or Walkie talkie mode

(e. g., UHF, VHF, APCO P25, Motorola® trunking) and
capable of voice and data communications With the macro

Wireless netWork using technologies such as GSM, UMTS,
GPRS, EDGE, HSDPA, CDMA2000, and iDEN. The ?rst FR

turn connects to the macro Wireless netWork. The ?rst FR

device has a pre-programmed address of the communications
control device Which is then utiliZed to directly communicate
With the communications control device. At 610, the ?rst FR
device is authenticated via the communications control
device using authentication data of the ?rst FR device.

device is used by a ?rst responder at an emergency location
for communicating With other FR devices and With the emer
gency command vehicle.
The emergency command vehicle comprises a communi

At 612, the tactical communications plan is transmitted

cations control device that communicates directly With the FR
devices. The communications control device is at least one of
a PC, PDA and similar device With macro Wireless netWork

starts at 602, and at 604 a ?rst FR device is received. The ?rst
FR device is a dual mode Wireless communications device

that is capable of communicating directly With other FR
devices in a push-to-talk mode and communicating voice and

article of manufacture, as used herein, is intended to encom

pass a computer program accessible from any computer-read
able device, carrier, or media.
Turning speci?cally to FIG. 5, a methodology 500 of facili

tating interoperability of FR Wireless communications

Turning speci?cally to FIG. 6, amethodology 600 of facili
tating interoperability of FR Wireless communications
devices at an emergency location Wherein additional FR

stored on an article of manufacture to facilitate transporting

and transferring such methodologies to computers. The term

500 stops at 514. Furthermore, the tactical communications
plan can be displayed on a screen of the ?rst FR device With

50

from the communications control device to the ?rst FR device
via the macro Wireless netWork. At 614, a list of all FR devices

capabilities. The methodology proceeds to 506 Wherein a
tactical plan is con?gured into the communications control

currently in use is maintained by the communications control
device. The list comprises all associated FR devices currently

device. The tactical plan comprises at least one of allocation
of the push-to-talk or Walkie talkie channels, trunk groups,

in use at the emergency location.
At 616, a second or additional FR devices are received. The

Wireless macro netWork con?guration information, telephone
lists, and Web sites for additional supporting information

second FR devices are ?rst responders and their associated
FR devices that have been dispatched subsequent to the ?rst

(e.g., MSDS).

FR devices. The second FR devices arrive and establish a
Wireless IP data session With the communications control
device via the Wireless macro netWork. The communications
control device then authenticates the second FR devices and
transmits an updated tactical plan to the second FR devices.
The updated tactical plan is also made available to all FR
devices currently in use at the emergency location.
Finally, at 618, the list of all associated FR devices cur
rently in use at the emergency location is updated With the
second FR devices. The methodology 600 stops at 620. Fur

At 508, a Wireless IP data session is established betWeen
the communications control device and the ?rst FR device.
Speci?cally, a Wireless macro netWork is utiliZed to establish
the Wireless IP data session. The Wireless macro netWork

includes

GSM,

UMTS,

GPRS,

EDGE,

HSDPA,

CDMA2000, and iDEN technologies. The ?rst FR device
initiates connection With a radio infrastructure, Which in turn
connects to the macro Wireless netWork. Accordingly, the ?rst
FR device has a pre-programmed address of the communica

65

US 8,280,364 B1
11

12

therrnore, the tactical communications plan can be displayed

display a status for each FR device. The status information

on the screen of the ?rst and second FR devices With associ

comprises at least one of a battery level, acknoWledgement of

ated soft keys assigned so that the ?rst responders can quickly
and easily transfer betWeen the various assigned tactical
channels.
NoW turning to FIG. 7, a methodology 700 of facilitating

communications, currently active tactical channel, assigned
unit (e. g., Engine number), current location (e.g., if FR device
is GPS enabled), identi?cation of the associated ?rst

responder (e.g., name, badge number, assigned ?re station),
status of life support equipment (e.g., oxygen levels), any
special equipment With ?rst responder, transmission of ?rst

interoperability ofFR Wireless communications devices at an
emergency location Wherein additional multimedia informa
tion is transmitted is illustrated. The methodology 700 starts
at 702, and at 704 a ?rst FR device is received. The ?rst FR
device is a dual mode Wireless communications device that is

responder borne sensors (e. g., ambient temperature, haZmat
sensors, radiation monitor), and current activity (e.g., ?re
suppression, search and rescue, medical triage, rest area).
Typically, the current activity Would be set by the ?rst
responder via pre-de?ned soft keys on the FR device.
At 806, the incident commander instructs the FR devices to

capable of communicating directly With other FR devices in a
push-to-talk mode and communicating voice and data com
munications With the macro Wireless netWork. The method

ology proceeds to 706 Wherein a tactical plan is con?gured

tune to a speci?c channel via the communications control
device. Typically, only one tactical channel can be active on

into a communications control device. The communications
control device is a device Within the emergency command

the FR devices. HoWever, the incident commander may need

vehicle that maintains the tactical communications plan.

to contact all or some of the FR devices immediately. Accord

At 708, a Wireless IP data session is established betWeen
the communications control device and the ?rst FR device via
the Wireless macro netWork. Speci?cally, the ?rst FR device

ingly, the communications of?cer con?gures instructions
20

initiates connection With the radio infrastructure, Which in

from the incident commander in the communications control
device that all FR devices of the on-site ?rst responders
should be tuned to an assigned “All Responders” channel

turn connects to the macro Wireless netWork. The ?rst FR

(e.g., Tac 1). Using the Wireless IP data sessions betWeen the

device has a pre-programmed address of the communications
control device Which is then utiliZed to directly communicate
With the communications control device. At 710, the ?rst FR
device is authenticated via the communications control
device using authentication data of the ?rst FR device. At 712,
the tactical communications plan is transmitted from the
communications control device to the ?rst FR device via the

FR devices and the communications control device, the
25

30

macro Wireless netWork.

At 714, additional multimedia information is con?gured
into the communications control device. The additional mul

timedia information comprises building ?oor plans, area
maps, Weather information, MSDS sheets, and plume maps.
Typically, the incident commander identi?es the additional

35

multimedia information to be disseminated and identi?es
Which of the FR devices at the scene should be the recipients

the additional multimedia information and the intended
recipients into the communication control device of the emer
gency command vehicle.
At 716, the information is then transmitted to the intended
FR devices via a Wireless IP data session using the macro
Wireless netWork. Finally, at 718, the FR devices Will send
back an acknoWledgement of receipt to the communications
control device. Each recipient Will receive and store the infor
mation and send back an acknoWledgement to the communi
cations control device via the Wireless IP data session using
the macro Wireless netWork. The communications control

have acknoWledged receipt of the incident commander’s
40

dent commander broadcasts the message, a soft key on the FR
45

devices Would be used by the ?rst responders to acknoWledge
receipt of the message. Pressing the soft key on the FR
devices sends an acknoWledgement to the communications
control device via the Wireless IP data session of the macro

Wireless netWork. At 816, the communications control device
50

receives acknoWledgement from the FR device(s) and
updates the status display. Once the incident commander
receives the acknoWledgement(s), the status display is
updated for each FR device currently active at the scene.
At 818, one or more of the FR devices have not responded.

55

methodology 700 stops at 720. Furthermore, the additional
multimedia information can be displayed on screens of the
FR devices With associated soft keys for user access.

NoW turning to FIG. 8, a methodology 800 of facilitating
interoperability of FR Wireless communications devices at an
emergency location Wherein the incident commander needs
to communicate With all on-site FR devices is illustrated. The
methodology 800 starts at 802, and at 804 a status display is
maintained for all FR devices currently active at the incident
scene. Using the Wireless IP data sessions established
betWeen the FR devices and the communications control
device, the communications control device can maintain and

message. At 814, one or more of the FR devices sends an

acknoWledgement to the communications control device of
receipt of the incident commander’s message. After the inci

device receives the acknoWledgement responses and provides
a status display to the incident commander, such that the
incident commander can record Which FR device received the
additional multimedia information and Which did not. The

the speci?ed channel, the FR devices respond to the instruc
tions, stating that the FR device has been sWitched to the
indicated channel. The communications control device
receives these responses and incorporates the responses into
the status display. When all FR devices have responded to the
instructions, the communications of?cer informs the incident
commander Who can then issue the “all responders” message.
At 810, the message from the incident commander is issued
via the communication control device to all FR devices tuned
to the indicated channel.
At 812, it is determined if one or more of the FR devices

(e. g., all, command level only or speci?c functional areas

only). The assigned communication of?cer then con?gures

instructions are transmitted to the speci?ed FR devices.
At 808, the FR devices receive the instructions and tune to
the speci?ed channel. Once the FR devices have been tuned to

Speci?cally, acknoWledgement has not been sent by the FR
device(s) and/or received by the communications control
device. At 820, the status display can be updated and the
non-responding FR device(s) can be contacted directly to
determine if additional help is necessary. The methodology
800 stops at 822.

60

Turning speci?cally to FIG. 9, a methodology 900 of facili
tating interoperability of FR Wireless communications
devices at an emergency location Wherein the incident com

mander needs to immediately communicate With all on-site
FR devices is illustrated. The methodology 900 starts at 902,
65

and at 904 a status display is maintained for all FR devices
currently active at the scene. Using the Wireless IP data ses
sions established betWeen the FR devices and the communi
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cations control device, the communications control device

The FR devices 1002 are the communication devices of the

?rst responders. The FR devices 1002 are typically dual mode
wireless devices that are capable of communicating directly

can maintain and display a status for each FR device.

At 906, the incident commander remotely switches spe
ci?c FR devices to a speci?ed channel via the communica
tions control device. Typically, only one tactical channel can
be active on the FR devices. However, the incident com

with other FR devices in push-to-talk or walkie talkie mode

mander may need to contact all or some of the FR devices

wireless network using technologies such as GSM, UMTS,
GPRS, EDGE, HSDPA, CDMA2000, and iDEN. The FR
devices 1002 can also provide voice services (e.g., VolP),
streaming video services, ?le transfers and other types of data

(e.g., UHF, VHF, APCO P25, Motorola® trunking) and are
capable of voice and data communications with the macro

immediately. Accordingly, the incident commander can
instruct the assigned communication of?cer to remotely set a
speci?c FR device(s) to a speci?ed channel. For example, the
?rst responder may be incapacitated or otherwise unable to
operate the FR device. Thus, the incident commander can
instruct the assigned communication of?cer to con?gure the
communications control device to remotely switch the spe
ci?c FR device to the speci?ed tactical channel. For example,
all on-site command personnel may be remotely switched to

services (e.g., pictures, text, telemedicine, sensory data).
Furthermore, the system 1000 can include a macro wireless
network 1008. The macro wireless network 1008 includes

GSM, UMTS, GPRS, EDGE, HSDPA, CDMA2000, and
iDEN technologies. Tower 1006 represents the radio infra
structure used to connect to the macro wireless network 1008.

the Command tactical channel via the communications con
trol device.

Using the wireless lP data sessions between the FR devices
and the communications control device, the instructions are
transmitted to the speci?ed FR devices. At 908, the message
from the incident commander is issued via the communica
tion control device to all FR devices remotely switched to the
speci?ed channel. At 910, it is determined if one or more of

the FR devices have acknowledged receipt of the incident

20
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Typically, the FR devices 1002 are able to communicate with
the emergency command vehicle 1004 via the macro wireless
network, but are unable to establish e?icient interoperability
between all devices at the incident scene. Accordingly, FR
devices 1002 utiliZe a tactical plan con?gured by the emer
gency command vehicle 1004 to manage and control inter

operable communications between all FR devices 1002 and
the emergency command vehicle 1004.
Referring now to FIG. 11, there is illustrated a detailed

At 912, one or more of the FR devices sends an acknowl

schematic block diagram of portable wireless device (PWD)
1100 (e. g., mobile handset, push-to-talk handset, FR device)

edgement to the communications control device of receipt of

that operates in accordance with the subject invention. The

commander’s message.

the incident commander’s message. After the incident com
mander broadcasts the message, a soft key on the FR devices

PWD 1100 includes a processor 1102 for controlling and
30

processing all onboard operations and functions. A memory

would be used by the ?rst responders to acknowledge receipt
of the message. Pressing the soft key on the FR devices sends

1104 interfaces to the processor 1102 for storage of data and
one or more applications 1106 (e.g., a video player software,

an acknowledgement to the communications control device
via the wireless lP data session of the macro wireless net

user feedback component software, etc.). The applications
can include the client that provides estimation execution of a

status display. Once the incident commander receives the

task for characterizing the local mobile environment and then
transmitting the characteriZation data to the base station.
Other applications can include voice recognition of predeter

acknowledgement(s), the status display is updated for each

mined voice commands that facilitate initiation of the user

work. At 914, the communications control device receives

35

acknowledgement from the FR device(s) and updates the
FR device currently active at the scene.
At 916, one or more of the FR devices have not responded.

Speci?cally, acknowledgement has not been sent by the FR
device(s) or received by the communications control device.
At 918, the status can be updated and the non-responding FR
device(s) can be contacted directly to determine if additional
help is necessary. The methodology 900 stops at 920.

feedback signal.
40

1102 from either or both the memory 1104 or/and the ?rm
ware 1108. The ?rmware 1108 also stores startup code for

execution in initialiZing the handset 1100. A communications
45

1100 includes devices such as a cellular telephone, a PDA

with mobile communications capabilities, and messaging
50
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1112 can also accommodate the presentation of multimedia
content. A serial I/O interface 1114 is provided in communi
cation with the processor 1102 to facilitate serial communi
cation (e. g., USB, and/ or IEEE 1394) via a hardwire connec

tion, and other serial input devices (e.g., a keyboard, keypad,
and mouse). This supports updating and troubleshooting the
handset 1100, for example. Audio capabilities are provided
with an audio l/O component 1116, which can include a

speaker for the output of audio signals related to, for example,
indication that the user pressed the proper key or key combi
nation to initiate the user feedback signal. The audio l/O

vehicle 1004 also has the capabilities to establish direct push
Motorola® trunking) with the FR devices 1002 of the on
scene ?rst responders.

centric devices.
The handset 1100 includes a display 1112 for displaying

text, images, video, telephony functions (e.g., a Caller ID
function), setup functions, and for user input. The display

UMTS, GPRS, EDGE, HSDPA, CDMA2000, andiDEN. The
to-talk communications (e.g., UHF, VHF, APCO P25,

component 1110 interfaces to the processor 1102 to facilitate

wired/wireless communications with external systems, e.g.,
cellular networks, VolP networks, and so on. The handset

Referring now to FIG. 10, there is illustrated a system 1000

for providing the control and management of the interoper
ability of FR devices of the ?rst responders at the scene of an
incident. The emergency command vehicle 1004 is located at
the scene of an incident and comprises communications capa
bilities for both voice and data services. The emergency com
mand vehicle 1004 can be part of an emergency command
center, mobile command post, or any other suitable structure.
The emergency command vehicle 1004 comprises a commu
nication control device utiliZed by the incident commander or
assigned communications of?cer to communicate with the
FR devices 1002.
The communications control device allows the emergency
command vehicle 1004 to have full communications capa
bilities for both voice and data services. It allows for the
capability to establish voice or data communications via the
macro wireless network using technologies such as GSM,

The applications 1106 can be stored in the memory 1104
and/or in a ?rmware 1108, and executed by the processor
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component 1116 also facilitates the input of audio signals via
a microphone to record data and/or telephony voice data, and

for inputting voice signals for telephone conversations.

