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(57) ABSTRACT

The present invention provides apparatus, systems and meth-
ods to wirelessly pay for purchases, electronically interface
with financial accounting systems, and electronically record
and wirelessly communicate authorization transactions using
Personal Digital Assistant (“PDA”)(also referred to as Per-
sonal Intelligent Communicators (PICs), and Personal Com-
municators), palm computers, intelligent handheld cellular
and other wireless telephones, and other personal handheld
electronic devices configured with infrared or other short
range data communications (for referential simplicity, such
devices are referred to herein as “PDA’s”). The present inven-
tion further provides apparatus, firmware, software programs
and computer-implemented methods for making service and/
or sale service charge payments for credit card charges, debit
card charges, electronic cash transfers, ticket and other like
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financial transactions and for other types of transactions, such
as for electronic coupons, where the amount of the transaction
is for a small amount of money, such as, for example, less than
$5.00.

16 Claims, 70 Drawing Sheets
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417/7 !

Merchant/ticketdownload.com requests | p
payment information, user ID, PIN and
security code from PDA Pay & eTicket
software on customer's PC or wireless PDA

418’1 1

Customer inputs ID & PIN, chooses

payment method, account and amount q

to pay and transmits encrypted data
to merchant/ticketdownload.com

FIG. 12b
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419/7
ticketdownload.com receives
payment and security data -
’
421 ¢
s Incorrect code
Ist & 2nd time __

422

\./\

u

ticketdownload.com
compares security code,
user ID & PIN code with codes

in database from Immtec 423

9

v

ticketdownload.com requests
user re-input and send
ID & PIN codes

3rd time
426 Correct code
427
7/ x
y

ticketdownload.com requests approval
code for transaction from clearinghouse

J—

428\_

Incorrect code

ticketdownload.com denies
approval of transaction

bb

424

W 1A

Merchant informs customer
that they can choose another
means of purchasing tickets

429 432

Is sufficient
credit available?

ticketdownload.com
requests another payment
method from customer

425

)

431

Yes \’)

ad

Has card
expired?

Does checking

account have No

433

A
430

FIG. 12¢c

sufficient funds
available?

434
ey cC
Transactions proceeds
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500
L__— User accesses PDA a
FIG. 13a
501 !
L__ User chooses PDA b
Pay & eTicket software
502 ¥
‘ PDA Pay & eTicket software - ¢
requests user ID & PIN ‘
503 ¥
(/\ User inputs ID & PIN d
e
504 No 203 7 f |Second attempt | 506
Is user ID = Third attempt |~
& PIN Correct " jp 5072
? After 3rd attempt| g [ PoAs locked |°97°
Yes b f —/
A y software
509
PDA Pay & eTicket System displays _
all active accounts /
Y
510 o
L, User chooses eTicket icon j
511 1
R PDA Pay & eTicket System requests
user choose eTicket(s) to k
redeem & Jists tickets
512 ‘
L/ User chooses eTicket(s) to redeem /
513 \
L_. PDA Pay & eTicket software requests

that user push the send button or m
icon to transmit eTicket
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User transmits eTicket(s) by
pushing send button or icon

FIG. 13D

515~ Y

PDA Pay & eTicket System transmits
encrypted security code, ID, PIN,

and eTickel(s) via infrared interface to
redeeming merchant’s POP infrared interface | e

i

1

516 Y

in fts database

Redeeming merchant's POP interface
receives data and compares data with p
data transmitted by ticketdownload.com

519

Attempt 2
User must push transmit button again

517

Is security code

Attempt 3
User must push transmit button again

i . 520-—) 521
correct : 0 o
After 3rd attempt PDA locks ‘r
- 524
523 Attempt 2 [ ]

User must input ID & PIN again
Attempt 3

522 7 User must input ID & PIN again

user ID & PIN
correct ?

525 7 526

After 3rd attempt =\ DA locks

530
528 . 529 g
Is eTicket data No /‘/ _ | User may attempt one additional
accurate ? T transmission of eTicket
531

533 L 2nd attempt Redeeming merchant must
~ ¢ 5 contact ticketdownload.com

: 532 or deny invalid eTicket

| eTicket (s) accepted | Y Y
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534\/\
u

Micropayment transmitted to
Immtec account by merchant

redeeming merchant

Is eTicket
multiple use?

Redeeming merchant transmits
eTicket used' to PDA

' (\ 542

PDA Pay & eTicket System
marks eTicket used

543/7

w

to Immtec account
from user account

L544

537

N\

Redeeming merchant transmits

Micropayment transmitted v

'1 use of eTicket used' to PDA

1 K\ 538

PDA Pay & eTicket software
deducts 1 use from multiple
use eTicket and displays
uses remaining

1 T539

Redeeming merchant's
database is updated

X

Y

eTicket status is updated
on PC during next
synchronization with PC

Optional
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600
N\~ User turns on PC with synchronization 3
hardware attached
Y
601 User connects PDA to
U™ synchronization haraware b
Y
602 User starts PDA Pay & eTicket
ser starts y & eTicke
WY System software on PC ¢
Y
603 .
LA User chooses 'synchronize with PDA' from d

PDA Pay & eTicket System menu on PC

Y

604
L PDA Pay & eTicket System software initiates

synchronization routine and transmits user | e
ID, PIN and encrypted security code to PDA

Y
605
L/ PDA turns on

FIG. 14a
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606
4 Y Y
PDA Pay & eTicket System software
receives user ID, PIN and encrypted
security code from PC g
609 i
7-
60 h 608 7
User must begin synchronization
Is user ID & PIN Ist attempt ) process again by choosing
correct? No Synchronize with PDA' from PDA
Pay & eTicket System menu on PC
11
610 j o=
612 2nd attempt User must contact Immtec
customer support
Yes
k
615
613 4
/ m
614 User must begin synchronization
Is encrypted security “\Jst attempk process again by choosing
code correct? No | ‘synchronize with PDA' from PDA
Pay & eTicket System menu on PC
616
618 0
Yes 2nd attempt User must contact Immtec
6197 p o customer support

PDA Pay & eTicket System software
unlocks PDA and synchronizes q 617
database with database in PC

FIG. 14D
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650

N\

Authorized service center turns on PC a
with synchronization hardware attached F -[ G -Z 5 d

651 /‘] 1

Authorized service center connects b
PDA to synchronization hardware

652 /7 '

Authorized service center connects ¢
to Immtec database via Internet
or directly online

653 \ i

Authorized service center transmits its d
encrypted security code to Immtec
654 556

655. f r

is tea p— Authorized service center
Security code correct? Pl s instructed to attempt
No transmission again
657 | 9

\_A 2nd attempt Access denied.

659 Yes ~ | Contact customer support

660 "\ ! L— 658

Access granted to Immtec database
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660
| Access granted to Immtec database j
P FIG. 15b
Authorized service center requests j
access to aata of user
663~ \
Immtec requests user ID, PIN, user A
name and/or thumb print of user
664/7 / Y m (— 665
User inputs ID & PIN into input User places thumb on biometric
device connected to Authorized device connected to Authorized
service center’s computer service center's computer
666 Yy
User ID, PIN and/or thumb print are
encrypted and transmitted through
Authorized service center computer
but are not stored in its memory
667 - Y 0
Authorized service center computer
transmits user ID, PIN and/or thumb
print data to Immtec
668-) { p
User ID, PIN and/or thumb print are
received by Immtec and matched to
data in databas 71
ata in database 670 6 7 ’
1st at[‘emp[\7 Immtec request re-entry
559 © | and transmission of ID,
q PIN user name and
Do ID, Pin, 2nd attempt - thumb print
thumb print & user name No <672
match data in database? 3rd attempt S Access denied call
L 673 o customer service

674—(

675
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Yes

676 /\

Immtec PDA Pay & eTicket System server
software encrypts and transmits unlocking
routine, user ID, PIN and unique encrypted u
security code through Authorized service center
computer directly into user’s PDA

677 /\ v

PDA Pay & eTicket System software in user's
PDA unlocks PDA and synchronizes it's %
database with database at Immtec

678 /\ 1

Immtec ends communication w

679 /‘] '

PDA is disconnected from synchronization
hardware and is ready for use

FIG. 15¢
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1200
User turns on personal computer —~_
' 1203
User executes mewallet software on PC —~J F [ G . .Z 6
! s
System software appears and requests user ID & PIN
' 1208

User inputs ID & PIN and clicks on the enter fcon p—~__)

mewallet software compares user ID & PIN ..-\sz 11

with ID & PIN in user profile

mewallet software requests \12)15

user re-input ID & PIN

If user ID & PIN
are incorrect

mewallet software requests | 1218
user contact Immtec r\)
customer service

Ifuser 1D & PIN
are correct

1226 /7

View my mewallet account
1224 Update my mewallet account
\_— System software displays opening menu - Download e-Cash
with a number of options
1229 ,
VU User chooses option |=— Download Tickets
1231 ' ! : Download Medical Data
System software instructs user to point DPSD
L at short range wireless interface in/by PC Synchronize with phone/PDA
1234 System software instructs user Synchronize with PayStick
L to click on synchronize icon
1240 -
1237 . !
l/\ User points DPSD at short range | System software synchronizes
wireless interface in/by PC o data with data in DSPD
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View my mewallet account
Update my mewallet account
Download e-Cash
Download Tickets
Medical, Insurance Data
Synchronize with phone/PDA
Synchronize with PayStick

If user chooses download eCash option |

System software requests user choose

Sheet

_—1300

—31303
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FIG. 1/a

Financial Service Provider
menu

financial service provider from menu

— 1306

User chooses option

!

/1309

System establishes online connection
with Financial service provider
through Immtec server

{

1311

System transmits all user encrypted
identification & security data to
financial service provider

|/

1. Provider
2. Provider
3. Provider
4, Register New Provider

1326

|

User re-inputs data

=134

1317

Financial service provider attempts to

|/

validate user ID & security data

1323

1320

If user security
& ID is incorrect (‘1 329

L/

user s prompted
to re-input ID & PIN

1332

1335

If user security
& ID is correct

1338, 1339

mewallet software requests user
contact Immtec customer service

|/

1341

System displays financial
service provider transaction options

1344

v

Financial Service Provider 1
Options
1. Download cash

1347

If user chooses "Downfoad cash”

f

|___

2. Upload cash
3. Change profile
4, Option

5. Exit system
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1400 (— 1403
financial Service Provider Micropayment amount is
calculates micropayment .| transferred to Immtec

amount and transmits micropayment account on

to host server Immtec server
¥ 1406
financial Service Provider |
transmits electronic
currency to PC system
Y /1409
Electronic "currency” Fnancial Service
goes through . .
PC System to DPSD Provider stores receipt
i

1 r—1415

Receipt is generated by PC
System and stored in PC
memory and transmitted to
Financial Service Provider

14121 P

Electronic "cash” is held

in memory of DPSD
1418
Y
Complete transaction
details appear on
screen of PC
Y [~ 1421

Transaction complete and
connection to Immtec
server & Financial Service
Provider ended

FIG. 17¢
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1430
C

Electronic currency amount
is deducted from users
account on Financial Service
Providers servers

)

Financial Service Provider

calculates micropayment

amount and transmits to
host server

Financial Service Provider
transmits accounting of
currency to PC System

1 (——-1435

Electronic “currency”
goes through PC System
to DPSD

1 r— 1427

1433 /W i

Micropayment amount is
transferred to Immtec
micropayment account on
Immtec server

1442

Y

Electronic "cash” is held
in memory of DPSD

FIG. 17d

/

Receipt is generated by PC
System and stored in PC
memory and transmitted to
Financial Service Provider

(,1439

1445
1

|

Financial Service Provider
stores receipt

Y

Complete transaction details
appear on screen of PC

1448

!

8

Transaction complete and
connection to Immtec
server & Financial Service
Provider ended
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View my mewallet account
Update my mewallet account
Download e-Cash
Download Tickets
Medical, Insurance Data
Synchronize with phone/PDA
Synchronize with PayStick

If user chooses Medical,
Insurance Data

Y

1506

PC System displays data
input screen and requests
user to input all
pertinent data

|/

Y

/—_7509

User completes input and
clicks on the enter icon

Y

PC System receives data
and stores it in memory

_31512

!

/1515

User is offered options:
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j1500

FIG. 18a-1

(1518

1521

If user chooses
synchronize with

|

Synchronize with your handheld

Synchronize with handheld
&
Your private database

your handheld
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1524 W ?

User Is instructed to point

If user chooses

synchronize with handheld at wireless
handheld & private interface in/by PC
database 152 72 !
1536 All data is transmitted
& synchronized with
PC System connects with data in handheld
host server via phone line or
other communication method 1530 Y
\ Screen a
ppears on
! (1539 PC stating,
PC System & host server Synchronization complete
conduct security protocol
tasks and establish link
Y 1542
PC System encrypts
users data

|

PC System transmits user
data to users database
on host server

Sj 545

Y 1548

Host server synchronizes
user data with user data
presently in users database

1
' 1551 552'
Host server transmits -/

synchronization complete | Connection between PC &
message to PC System which | host system is terminated
is displayed on screen of PC

FIG. 18a-2






