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DISTRIBUTED EXPERT SYSTEM FOR
AUTOMATED PROBLEM RESOLUTION IN A
COMMUNICATION SYSTEM

[0008] The distributed expert system may further com
prise an additional intermediary hierarchical level arranged
betWeen the ?rst intermediary level and the upper level, the

FIELD OF THE INVENTION

agement element responsible for managing a plurality of the
active managers of the ?rst intermediary level.

additional intermediary level comprising at least one man

[0001] The invention relates generally to the ?eld of
communication systems, and more particularly to expert
systems that are con?gured to provide automated assistance
in resolving communication device problems in such sys
tems.

[0009]

In accordance With another aspect of the invention,

the central controller has an associated knoWledge base for
use in automated resolution of communication device prob
lems in the communication system. The local agents have

respective local knoWledge bases each of Which comprises
BACKGROUND OF THE INVENTION

only a subset of the knoWledge base of the central controller.

[0002] In conventional practice, certain communication

If a given one of the local agents encounters a problem With
one of its associated communication devices that is not

devices may be con?gured to generate alarms and to report
any such alarms directly to a centraliZed expert system for

trouble ticket generation, problem analysis, testing, and
eventual resolution of device problems. Resolution of a

particular device problem using this approach generally
requires the centraliZed expert system to be connected
directly to the affected device, in order to perform tests and
to clear the problem. Unfortunately, this is typically not an
optimal solution for most communication device users as it

may compromise their netWork security. Also, human inter
vention is frequently required in order to provide a satisfac
tory resolution to the problem. Thus, the time and resources
required to resolve a problem using this approach can often
be excessive, leading to increased costs for both the device
user and the service provider.

[0003] Another draWback is that the conventional
approach is not readily scalable. This is because the cen

traliZed expert system, Which is typically accessed for any
problem to be resolved, presents a signi?cant processing
bottleneck. Of course, the severity of the bottleneck

solvable using a local knoWledge base, it requests problem
resolution assistance from the central controller. Altema
tively or additionally, the given local agent may obtain neW

problem resolution knoWledge Without accessing the central
controller. In this case, the neW problem resolution knoWl

edge may be subsequently submitted by the local agent to
the central controller for processing so as to make the neW

problem resolution knoWledge accessible to at least one

additional local agent.

[0010] In the illustrative embodiment, the central control
ler comprises a centraliZed expert system (CES), the local

agents comprise local active healing agents (LAHAs), and
the active managers comprise active healing agent managers

(AHAMs).
[0011] The distributed expert system in the illustrative
embodiment provides a number of signi?cant advantages
relative to conventional arrangements. For example, as
indicated previously, such a system can resolve many device

problems locally, utiliZing the LAHAs, thereby avoiding the

supported.

security and cost issues associated With the conventional
requirement of direct interaction betWeen the device and the
CES. The need for human intervention is signi?cantly

[0004]

reduced, as are the time and resources required to resolve a

increases With the number of communication devices to be

Accordingly, a need exists for an improved

approach to resolving communication device problems, that

given problem. Another advantage is that statistics can be

does not suffer from the draWbacks associated With the
conventional requirement of direct interaction betWeen a
given device and a centraliZed expert system in order to
provide a satisfactory resolution to a device problem.

gathered locally, thereby facilitating problem resolution at

SUMMARY OF THE INVENTION

[0005] The present invention meets the above-identi?ed
need by providing, in an illustrative embodiment, a distrib
uted expert system Which facilitates local resolution of

communication device problems.
[0006]

In accordance With one aspect of the invention, a

the local level. The distributed expert system in the illus
trative embodiment is also readily scalable to accommodate
communication systems With large numbers of monitored
devices.
BRIEF DESCRIPTION OF THE DRAWINGS

[0012]

FIG. 1 shoWs an exemplary communication sys

tem comprising a plurality of communication devices and a
distributed expert system, in accordance With an illustrative
embodiment of the invention.

[0013]

FIG. 2 is a simpli?ed block diagram shoWing one

communication system processing element comprises a pro

possible implementation of a given processing element of

cessor coupled to a memory and implements at least a

the FIG. 1 system.

portion of a distributed expert system. The distributed expert
system is arranged in at least tWo hierarchical levels, includ
ing an upper level comprising a central controller, and a

loWer level comprising a plurality of local agents each
associated With one or more communication devices of the

system.
[0007] The distributed expert system may also comprise at
least a ?rst intermediary hierarchical level arranged betWeen
the upper level and the loWer level, the ?rst intermediary

[0014] FIG. 3 is a How diagram shoWing the operation of
the distributed expert system of FIG. 1 in resolving device
problems in the illustrative embodiment.
[0015] FIG. 4 is a How diagram of a piece of knoWledge
comprising a rule-based strategy that may be stored in a

knoWledge base of the distributed expert system of FIG. 1.
DETAILED DESCRIPTION OF THE
INVENTION

level comprising a plurality of active managers, each man

[0016]

aging one or more of the local agents.

tion With an exemplary communication system comprising a

The invention Will be described beloW in conjunc
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plurality of communication devices and a distributed expert
system. It should be understood, however, that the invention
is not limited to use with any particular type of communi
cation system or any particular con?guration of communi
cation devices or other processing elements of the system.
Those skilled in the art will recognize that the disclosed
techniques may be used in any communication system

application in which it is desirable to provide improved
resolution of communication device problems.

element. Also, as is apparent from the ?gure, a single LAHA
may serve multiple devices or device platforms. The LAHAs
can also be on separate networks.

[0021] An optional intermediary hierarchical level,
arranged between the highest and lowest levels, comprises a
number of active healing agent managers (AHAMs) 108,
individually denoted as AHAMs 108-1, 108-2 and 108-3,
and a secure “super” AHAM 110. Each of the AHAMs 108
manages one or more of the LAHAs 106. As shown, AHAM

system 100 in which the present invention is implemented.
The system 100 comprises a plurality of communication

108-1 manages LAHAs 106-1 and 106-2, AHAM 108-2
manages LAHAs 106-3 and 106-4, and AHAM 108-3 man
ages LAHAs 106-5 and 106-6. A given super AHAM

devices 102, individually denoted 102-1, 102-2, . . . 102-6,

manages multiple AHAMs. In this example, super AHAM

and a distributed expert system comprising elements 104,

110 manages AHAMs 108-2 and 108-3.

106, 108 and 110 arranged as shown. Element 104 is a

[0022] The AHAMs 108 are generally con?gured to trans
mit information between the LAHAs 106 and the CES 104.

[0017]

FIG. 1 shows an example of a communication

central controller, illustratively implemented in this embodi
ment as a centraliZed expert system (CES), although other
types of central controllers could be used. The distributed

expert system is generally arranged in a hierarchy, with the
CES 104 at an upper level of the hierarchy, and a plurality

A given AHAM may be con?gured to provide support for a
group of LAHAs having certain common characteristics,

such as product type, product release, customer ownership,
geographical location, etc.

of local active healing agents (LAHAs) 106 at a lower level
of the hierarchy. The elements 102, 104, 106, 108 and 110

[0023]

of system 100 are examples of what are more generally
referred to herein as “processing elements.”

AHAM information specifying one or more device problems
that the LAHA is unable to resolve and for which the LAHA

[0018]

The CES 104 may be con?gured to “learn” about

resolving communication device problems from one or more
human experts, in a conventional manner. However, in

accordance with an aspect of the invention, the CES is also
operative to validates solutions recommended by the

A given LAHA may communicate to its associated

wants a solution provided by the CES. Also, the LAHA can
communicate, to its associated AHAM, solutions to new
problems that the LAHA has discovered and would like to
recommend to the CES. Problem resolution statistics, or

other locally-gathered statistics, may also be communicated

LAHAs, and to distribute such new knowledge to other

from the LAHAs to the CES via the AHAMs. The AHAMs
serve to communicate the needed information between the

LAHAs, via one or more AHAMs if applicable, as will be

LAHAs and AHAMs as needed.

described in greater detail below.

[0019] LAHAs are generally responsible for problem
resolution for one or more communication devices. The

LAHAs 106 are individually denoted as LAHAs 106-1,
106-2, . . . 106-6. Each of the LAHAs 106 either interacts

directly with one or more of the devices 104, or itself

comprises a communication device. Thus, the LAHA func
tionality as described herein may be implemented within a

given communication device. In the ?gure, LAHAs 106-2,
106-4 and 106-5 are implemented as communication

devices, and thus may have, in addition to their LAHA
functionality, user communication functionality similar to
that of one or more of the communication devices 104.

LAHAs 106-1, 106-3 and 106-6 are associated with respec

[0024] The LAHAs may be viewed as autonomous agents
in the sense that they do not require any other agent or the

CES to deal with their respective problem domains. The
LAHAs generally do not communicate with each other.
[0025]

Communications between the CES and the

LAHAs, via the AHAMs if present, may be established on
a “set-up and tear-down” basis. In the illustrative embodi
ment, there are no direct links between LAHAs. The LAHAs

must be registered with or otherwise authorized by the CES
to be able to use the CES knowledge base. The CES may

independently pursue new knowledge for all possible prob
lems that its associated LAHAs may encounter, and may
distribute the resulting new knowledge as needed.

tive pairs of devices, namely, devices 102-1 and 102-2,

[0026] Although shown as physically separate entities in

devices 102-3 and 102-4, and devices 102-5 and 102-6,
respectively, as indicated in the ?gure.

the ?gure, the AHAMs and LAHAs may be co-located on a

[0020] The LAHAs may be con?gured to perform func
tions such as monitoring their associated devices, resolving

AHAM functionality to be part of a given LAHA, with one
AHAM per physical location, per customer, etc. An AHAM
generally does not maintain a knowledge base for problem

problems with the devices using embedded knowledge
bases, determining solutions to new problems from external
sources, recommending solutions to the CES, and commu

nicating unknown problems to the CES. A given LAHA may
accept new knowledge related to problem resolution from
other system components, such as the CES, after such new

common processing platform. It is also possible for the

resolution, but instead may perform management-related
functions such as maintaining event logs, lists of pending
tasks or actions, and the like.

[0027] Information utiliZed by the various LAHAs 106 in
resolving device problems is generally stored in a knowl

knowledge is validated, approved and updated by the CES.

edge base in the CES 104. The LAHAs also have their own

The LAHAs can also gather problem resolution statistics or

individual knowledge bases which will typically differ from

other statistics on a local level. As indicated previously, a
given LAHA can be embedded in a communication device.
Thus, a given LAHA may reside on a device that it serves,

LAHA to LAHA. More speci?cally, each LAHA need have
in its own knowledge base only the information that is
required to deal with problems speci?c to the communica
tion devices that are associated with that LAHA. Thus, the

or it may reside on a separate server or other processing
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knowledge base of the CBS is in effect distributed among the
LAHAs so as to permit local resolution of device problems.
A given LAHA is con?gured to detect problems on its
associated devices and to attempt to resolve the problems
based on its knowledge base. The LAHA also intelligently

develops its knowledge base over time through monitoring
the resolution of new problems. Knowledge gained by one
LAHA in resolving a new problem can be communicated to
other LAHAs that can use the knowledge to resolve the same
or similar problems when they arise on devices that are local
to those LAHAs.

way of example, a global communication network such as
the Internet, an intranet, a wide area network, a metropolitan
area network, a local area network, a wireless cellular
network, or a satellite network, as well as portions or
combinations of these or other wired or wireless communi

cation networks. Implementation of the present invention
thus does not require any particular type of network or set of
networks.

[0034] The system 100 may include additional elements
not explicitly shown in the ?gure, such as routers, gateways

[0028] Any such new knowledge gained by a given one of

or other network elements. The system may also or alter
natively include one or more communication system

the LAHAs is communicated, via one or more AHAMs or

switches, such as a DEFINITY® Enterprise Communication

otherwise, to the CES. After the CES validates, approves or
otherwise processes the new knowledge, it may be distrib

Service (ECS) communication system switch available from
Avaya Inc. of Basking Ridge, N.J., USA. As another

uted, again via AHAMs or otherwise, to one or more

example, a given communication switch utiliZable in con

additional LAHAs as needed. The CBS will generally deter
mine whether the new knowledge is to be distributed to all

junction with the present invention may comprise MultiVan
tageTM communication system software, also available from

LAHAs or only a selected subset of LAHAs based on the

Avaya Inc. The term “processing element” as used herein is
intended to include such switches, as well as routers, gate

characteristics of the knowledge and the characteristics of
each LAHA as speci?ed, for example, in a LAHA registry of
the CES.

[0029] An AHAM may be con?gured to provide, in an
initiation phase of operation or otherwise, an automatic
broadcast update to all of its associated LAHAs. A given
LAHA, upon its initialiZation or otherwise, may send new
information via its associated AHAM for veri?cation and

ultimate integration in the CES. These and other operations
of the LAHAs and AHAMs may be performed at regular
time intervals, such as daily, weekly, etc., and possibly

during off-peak periods. It is also possible for the operations

ways or other network elements.

[0035] It is therefore to be appreciated that the present
invention does not require the particular arrangements
shown in FIG. 1, and numerous alternative con?gurations
suitable for providing the distributed expert system func
tionality described herein will be readily apparent to those
skilled in the art.

[0036] FIG. 2 shows one possible implementation of a
given processing element 200 of the FIG. 1 system. The
processing element 200 may correspond, by way of
example, to a given communication device, LAHA, AHAM,

to be performed on an as needed basis, as when an AHAM

super AHAM or CES, or portions or combinations of such

has new information that should be distributed to LAHAs, or
on demand, as when a LAHA requests an update or pushes

elements. The processing element 200 as shown in the ?gure

new information to an AHAM.

or more interfaces 206. The techniques of the present

[0030]

invention may be implemented at least in part in the form of
software storable in the memory 204 and executable by the
processor 202. The memory 204 may represent random

Techniques such as data compression and encryp

tion may be used for communications between the LAHAs
and AHAMs, and for other inter-element communications in
the system 100.

[0031] It should be noted that a variety of alternative
arrangements of hierarchical levels may be used in imple

includes a processor 202 coupled to a memory 204 and one

access memory (RAM), read-only memory (ROM), optical
or magnetic disk-based storage, or other storage elements, as
well as portions or combinations thereof.

menting the present invention. For example, additional

[0037]

levels may be present between the CBS and the AHAMs,
between the AHAMs and the LAHAs, or between the
LAHAs and the communication devices, as will be appre
ciated by those skilled in the art.

more processing devices, e.g., a microprocessor, an appli
cation-speci?c integrated circuit (ASIC), a computer or

[0032]

A given one of the communication devices in

system 100, whether the device is one of the devices 102 or

one of the LAHAs 106, may comprise, by way of example,
a mobile communication device, such as a mobile telephone,

personal digital assistant (PDA) or portable computer, or a
non-mobile communication device, such as a desktop com
puter, a server or a set of servers, or more generally any other

type of processor-based device or set of devices suitably
con?gured for communication within system 100. Conven
tional aspects of these and other devices utiliZable in system
100 are well known in the art and therefore not described in

further detail herein.
[0033] Although not shown in the ?gure, one or more
networks may be used to interconnect the communication

devices of the system 100. Such networks may comprise, by

Those skilled in the art will recogniZe that the

individual elements of FIG. 2 as shown for illustrative
purposes may be combined into or distributed across one or

other device(s).
[0038] The FIG. 2 arrangement is also considerably sim
pli?ed for purposes of illustration. For example, if viewed as

representative of a mobile telephone, the processing element
200 may include conventional elements typically associated
with such a device, such as codecs and other voice signal
processing hardware or software elements.

[0039] An illustrative set of processing operations imple
mented in the distributed expert system of FIG. 1 will now
be described with reference to the ?ow diagram of FIG. 3.
It is assumed for this example that the CES includes an
initial knowledge base for dealing with one or more prob
lems that may arise in the system 100.

[0040] At the start of the FIG. 3 process, the CBS 104 in
step 300 acquires new knowledge. Such new knowledge
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may comprise, for example, information specifying one or

step 414. If the problem does not persist in step 412, the

more aspects of a given problem, or of a resolution of the

alarm is cleared as indicated at 416A. Similarly, network
link tests 406B and 406C may be run, each following some

problem. In step 302, the CES validates, approves and
updates the new knowledge, if appropriate. Then, in step
304, the CES decides which of the LAHAs 106 this new
knowledge should be distributed to. The new knowledge is

then distributed to the applicable LAHAs, via the associated
intermediary agents, such as AHAMs 108, if present, as

indicated in step 306. Then, in step 308, the applicable
LAHAs store the new knowledge in their respective indi

vidual knowledge bases.
[0041] At step 310 of the process, a communication device
102 reports a problem to its associated LAHA 106. A
determination is made in step 312 as to whether the reported
problem is in the knowledge base of that LAHA. If the

reported problem is in the knowledge base of the LAHA, the
LAHA uses its knowledge base to troubleshoot the problem,

as indicated in step 314. Otherwise, the reported problem is
stored in step 316 as a new or “unsolvable” problem for

which new knowledge acquisition is appropriate. The
LAHA in step 318 then requests new knowledge for the new
problem. If it is determined in step 320 that the LAHA is
able to acquire such new knowledge by itself, the LAHA
acquires the new knowledge by itself as indicated in step
322. The LAHA in step 324 then submits the new knowledge
to the CES, via one or more intermediary agents such as

AHAMs 108 if present. The process then returns to step 302
for the CES to validate, approve and update the new

knowledge.
[0042] In the event a new LAHA is installed in system
100, as indicated in step 330, or there is a change in LAHA

characteristics, as indicated in step 332, the CES in step 334
registers the new LAHA or the change in LAHA character
istics. The process then returns to step 304 as indicated in the

?gure.
[0043] It is to be appreciated that the particular processing
operations shown in the FIG. 3 process are presented by
way of illustrative example only, and should not be viewed
as requirements of the invention. Numerous alternative

processing operations may be used in implementing a dis
tributed expert system in accordance with the invention.
[0044]

FIG. 4 shows one example of a piece of knowledge

comprising a rule-based strategy that may be stored in a

knowledge base of the distributed expert system of FIG. 1.
The knowledge base in which such knowledge is stored may
be a CES knowledge base or a LAHA knowledge base. This

particular rule-based strategy is responsive to an Ethernet
link alarm 400 and upon receipt of such an alarm initiates a
query regarding device type as indicated at 402. The pos

sible device types in this example include an Avaya DEFIN
ITY® device type 404A, a media gateway device type 404B,
and a router device type 404C. Depending on whether the

device type is 404A, 404B or 404C, respective network link
test 406A, 406B or 406C is run.

[0045] In conjunction with the network link test initiated
at 406A for the Avaya DEFINITY® device type 404A, a
determination is made in step 408 as to whether the Ethernet
interface is in intermittent condition. If so, step 410 indicates
a recommendation to replace the Ethernet card. Otherwise,
a check is made in step 412 to determine if the problem still

strategy in the knowledge base, until clearing of the respec
tive alarms as indicated at 416B and 416C.

[0046] Again, the knowledge comprising the rule-based
strategy of FIG. 4 is presented by way of illustrative
example only. Numerous alternative strategies or other types
of knowledge may be utiliZed in a distributed expert system
in accordance with the invention.

[0047] The distributed expert system shown in FIG. 1
provides a number of signi?cant advantages relative to
conventional arrangements. For example, such a system can

resolve many device problems locally, via the LAHAs,
thereby avoiding the security and cost issues associated with
the conventional requirement of direct interaction between
the device and the CES. The need for human intervention is
signi?cantly reduced, as are the time and resources required
to resolve a given problem. This reduces device downtime
and provides better service to customers. Another advantage
is that the LAHAs can be used to gather statistics locally,

thereby facilitating problem resolution at the local level.
Only if a given problem cannot be resolved locally is it
necessary to utiliZe the CES for its resolution. The distrib

uted expert system in the illustrative embodiment is also
readily scalable to accommodate communication systems
with large numbers of monitored devices.

[0048] As previously noted, one or more of the processing
functions described above in conjunction with the illustra
tive embodiment of the invention may be implemented in
whole or in part in software utiliZing processor 202 and
memory 204 associated with a processing element of the

system. Other suitable arrangements of hardware, ?rmware
or software may be used to implement the techniques of the
invention.

[0049] It should again be emphasiZed that the above
described arrangements are illustrative only. For example,
alternative embodiments may utiliZe different processing

element con?gurations, different processing operations, and
different communication protocols than those of the illus
trative embodiment. These and numerous other alternative

embodiments within the scope of the following claims will
be apparent to those skilled in the art.

What is claimed is:
1. An apparatus for use in a communication system, the

apparatus comprising:
a processing element comprising a processor coupled to a
memory;

the processing element implementing at least a portion of
a distributed expert system for automated resolution of
communication device problems in the communication

system, the distributed expert system being arranged in
at least two hierarchical levels, including an upper level
comprising a central controller and a lower level com

prising a plurality of local agents each associated with
one or more communication devices of the system.

2. The apparatus of claim 1 wherein the central controller

comprises a centraliZed expert system (CES).
3. The apparatus of claim 1 wherein at least one of the

persists. If it does, recommendations may be provided for

plurality of local agents comprises a local active healing

engineers to manually work on the problem, as indicated in

agent (LAHA).
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4. The apparatus of claim 1 wherein the distributed expert
system further comprises at least a ?rst intermediary hier
archical level arranged between the upper level and the

lower level, the ?rst intermediary level comprising a plu
rality of active managers, each managing one or more of the

local agents.
5. The apparatus of claim 4 wherein at least one of the

plurality of active managers comprises an active healing

agent manager (AHAM).
6. The apparatus of claim 4 wherein the distributed expert
system further comprises an additional intermediary hierar
chical level arranged between the ?rst intermediary level
and the upper level, the additional intermediary level com
prising at least one management element responsible for
managing a plurality of the active managers of the ?rst

intermediary level.
7. The apparatus of claim 1 wherein the central controller
has an associated knowledge base for use in automated
resolution of communication device problems in the com
munication system, and wherein a given one of the local
agents has an associated local knowledge base which com

prises only a subset of the knowledge base of the central
controller.

processing at least one communication device problem
utiliZing at least a given one of the local agents of the

distributed expert system.
14. The method of claim 13 wherein the distributed expert
system further comprises at least a ?rst intermediary hier
archical level arranged between the upper level and the

lower level, the ?rst intermediary level comprising a plu
rality of active managers, each managing one or more of the

local agents.
15. The method of claim 13 wherein the distributed expert
system further comprises an additional intermediary hierar
chical level arranged between the ?rst intermediary level
and the upper level, the additional intermediary level com
prising at least one management element responsible for
managing a plurality of the active managers of the ?rst

intermediary level.
16. The method of claim 13 wherein the central controller
has an associated knowledge base for use in automated
resolution of communication device problems in the com
munication system, and wherein a given one of the local
agents has an associated local knowledge base which com

8. The apparatus of claim 1 wherein if a given one of the
local agents encounters a problem with one of its associated
communication devices that is not solvable using a local

prises only a subset of the knowledge base of the central
controller.

knowledge base, it requests problem resolution assistance

determines, for new problem resolution knowledge it
obtains, which of the plurality of local agents to which the
knowledge will be distributed.

from the central controller.
9. The apparatus of claim 1 wherein the central controller

determines, for new problem resolution knowledge it
obtains, which of the plurality of local agents to which the
knowledge will be distributed.
10. The apparatus of claim 1 wherein a given one of the

local agents obtains new problem resolution knowledge
without accessing the central controller.
11. The apparatus of claim 10 wherein the new problem

resolution knowledge obtained by the local agent without
accessing the central controller is subsequently submitted by
the local agent to the central controller for processing by the
central controller so as to make said new problem resolution

knowledge accessible to at least one additional local agent.
12. The apparatus of claim 1 wherein the distributed

expert system is implemented at least in part in the form of
software running on the processing element.

17. The method of claim 13 wherein the central controller

18. The method of claim 13 wherein new problem reso

lution knowledge obtained by the local agent without
accessing the central controller is subsequently submitted by
the local agent to the central controller for processing by the
central controller so as to make said new problem resolution

knowledge accessible to at least one additional local agent.
19. An article of manufacture comprising a machine
readable storage medium containing software code for use in
a processing element of a communication system, wherein
the software code when executed implements at least a
portion of a distributed expert system for automated reso

lution of communication device problems in the communi

cation system, the distributed expert system being arranged

13. A method for use in a processing element of a

in at least two hierarchical levels, including an upper level
comprising a central controller and a lower level comprising

communication system, the processing element comprising

a plurality of local agents each associated with one or more

a processor coupled to a memory, the method comprising the

communication devices of the system.
20. A distributed expert system for automated resolution
of communication device problems in the communication

steps of:
providing at least a portion of a distributed expert system
for automated resolution of communication device

system, the distributed expert system being arranged in at

problems in the communication system, the distributed
expert system being arranged in at least two hierarchi
cal levels, including an upper level comprising a central

least two hierarchical levels, including an upper level com
prising a central controller and a lower level comprising a
plurality of local agents each associated with one or more

controller and a lower level comprising a plurality of

communication devices of the system.

local agents each associated with one or more commu

nication devices of the system; and

