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COMMUNICATIONS SYSTEM

1. PRIORITY DATA

The present patent application is a continuation of and
incorporates by reference U.S. patent application Ser. No.
09/399,578 filed by the same inventor on Sep. 20, 1999, as
well as U.S. patent application Ser. No. 08/617,658, issuing
as U.S. Pat. No. 5,956,491, on Sep. 21, 1999, titled Group
Communications Multiplexing System that was filed by the
same inventor on Apr. 1, 1996. U.S. patent application Ser.
No. 09/399,578, filed Sep. 20, 1999, is a continuation of U.S.
patent application Ser. No. 08/617,658, filed Apr. 1, 1996,
issuing as U.S. Pat. No. 5,956,491, on Sep. 21, 1999.

1I. FIELD OF INVENTION

This invention is directed to an apparatus, a manufacture,
and methods for making and using the same, in a field of
digital electrical computer systems. More particularly, the
present invention is directed to a digital electrical computer
system involving a plurality of participator computers linked
by a network to at least one of a plurality of participator
computers, the participator computers operating in conjunc-
tion with the controller computer to handle multiplexing
operations for communications involving groups of some of
the participator computers.

III. BACKGROUND OF THE INVENTION

Multiplexing group communications among computers
ranges from very simple to very complex communications
systems. At a simple level, group communications among
computers involves electronic mail sent in a one way trans-
mission to all those in a group or subgroup using, say, a local
area network. Arbitrating which computers receive electronic
mail is a rather well understood undertaking.

On a more complex level, corporations may link remote
offices to have a conference by computer. A central computer
can control the multiplexing of what appears as an electronic
equivalent to a discussion involving many individuals.

Even more complex is linking of computers to communi-
cate in what has become known as a “chat room.” Chat room
communications can be mere text, such as that offered locally
on a file server, or can involve graphics and certain multime-
dia capability, as exemplified by such Internet service provid-
ers as America On Line. Multiplexing in multimedia is more
complex for this electronic environment.

On the Internet, “chat room” communications analogous to
America On Line have not been developed, at least in part
because Internet was structured for one-way communications
analogous to electronic mail, rather than for real time group
chat room communications. Further, unlike the an Internet
service provider, which has control over both the hardware
platform and the computer program running on the platform
to create the “chat room”, there is no particular control over
the platform that would be encountered on the Internet.
Therefore, development of multiplexing technology for such
an environment has been minimal.

Even with an emergence of the World Wide Web, which
does have certain graphical multimedia capability, sophisti-
cated chat room communication multiplexing has been the
domain ofthe Internet service providers. Users therefore have
a choice between the limited audience of a particular Internet
Service provider or the limited chat capability of the Internet.

IV. SUMMARY OF THE INVENTION

It is an object of the present invention to overcome such
limitations of the prior art and to advance and improve the
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technology of group computer multiplexing to enable better
computerized group communications.

It is another object of the present invention to provide a
computerized human communication arbitrating and distrib-
uting system.

Itis yet another object of the present invention to provide a
group communication multiplexing system involving a con-
troller digital computer linked to a plurality of participator
computers to organize communications by groups of the par-
ticipator computers.

It is still another object of the present invention to link the
controller computer and the plurality of computers with
respective software coordinated to arbitrate multiplexing
activities.

Itis still a further object of the present invention to provide
a chat capability suitable for handling graphical, textual, and
multimedia information in a platform independent manner.

These and other objects and utilities of the invention, which
apparent from the discussion herein, are addressed by a com-
puterized human communication arbitrating and distributing
system. The system includes a controller digital electrical
computer and a plurality of participator digital computers,
each of the participator computers including an input device
for receiving human-input information and an output device
for presenting information to a user having a user identity. A
connection such as the Internet links the controller computer
with each of the participator computers.

Controller software runs on the controller computer, pro-
gramming the controller computer to arbitrate in accordance
with predefined rules including said user identity, which ones
of'the participator computers can interact in one of a plurality
of groups communicating through the controller computer
and to distribute real time data to the respective ones of the
groups.

Participator software runs on each of the participator com-
puters to program each of the participator computers to oper-
ate a user interface. The user interface permits one of the users
to send and/or receive a multimedia information message to
the controller computer, which arbitrates which of the partici-
pator computers receives the multimedia information mes-
sage. The controller computer also conveys the multimedia
information message to the selected participator computers to
present the multimedia information to the respective user.

Therefore, for a computer system involving a plurality of
programmed participator computers running the participator
computer program can interact through a programmed con-
troller computer with the controller computer multiplexing
the communications for groups formed from the plurality, as
well as arbitrating communications behavior.

V. BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a depiction of hardware suitable for performing
the present invention;

FIG. 2 is a communications overview of the present inven-
tion.

FIG. 3 is a data and communications dependency diagram
for the controller group channel structure of the present
invention.

FIG. 4 is a flow chart of the central controller loop com-
munications for the controller computer.

FIG. 5 is a client channel data structure and information
flow diagram of the present invention.

FIG. 6 is a participator software out-of-band multimedia
information flow diagram of the present invention.

FIG. 7 is an illustration of a login/password screen of the
present invention.



US 8,473,552 Bl

3

FIG. 8 is an illustration of a confirmation screen of the
present invention.

FIG. 9 is an illustration of a channel list area screen of the
present invention.

FIG. 10 is an illustration of a New Channel option pull-
down menu screen of the present invention.

FIG. 11 is an illustration of a member on a new channel
screen of the present invention.

FIG. 12 is an illustration of a second member on the new
channel screen of the present invention.

FIG. 13 is an illustration of a communication on the new
channel screen of the present invention.

FIG. 14 is an illustration of a private message window on
the new channel screen of the present invention.

FIG. 15 is an illustration of a private message displayed on
the private message window on the new channel screen of the
present invention.

FIG. 16 is a further illustration of the private message on
the private message window on new channel screen of the
present invention.

FIG. 17 is an illustration of an attribute revocation on the
new channel screen of the present invention.

FIG. 18 is a further illustration of the new channel screen of
the present invention.

FIG. 19 is an illustration of the channel list window screen
of the present invention.

FIG. 20 is an illustration of the toggle posting option on a
screen of the present invention.

FIG. 21 is an illustration of a moderated version of the new
channel screen of the present invention.

FIG. 22 is an illustration of a communication on a modera-
tion window screen of the present invention.

FIG. 23 is an illustration of the communication passed on
to the moderated version of the new channel screen of the
present invention.

FIG. 24 is an illustration of a communication, for sending
a graphical multimedia message, on to the moderated version
of the new channel screen of the present invention.

FIG. 25 is an illustration, showing the name of the URL, on
a moderated version of the new channel screen of the present
invention.

FIG. 26 is an illustration of data associated with the graphi-
cal multimedia message on a moderated version of the new
channel screen of the present invention.

FIG. 27 is an illustration of a proprietary editor, suitable for
adialog to change tokens, on a screen of the present invention.

FIG. 28 is an illustration of a text-based interface login/
password screen of the present invention.

FIG. 29 is an illustration of a text-based interface group
screen of the present invention.

FIG. 30 is another illustration of a text-based interface
group screen of the present invention.

FIG. 31 is another illustration of a text-based interface
group screen of the present invention.

FIG. 32 is an illustration of a text-based interface private
message screen of the present invention.

FIG. 33 is another illustration of a text-based interface
private message screen of the present invention.

FIG. 34 is another illustration of a text-based interface
group with moderator screen of the present invention.

V1. DETAILED DESCRIPTION OF THE
DRAWINGS

In providing a detailed description of a preferred embodi-
ment of the present invention, reference is made to an appen-
dix hereto, including the following items.
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Appendix Contents

ALLUSER C

ALLUSER H

CHANNEL C

CHANNEL H

CHANNEL HLP

CLIST C

CLISTH

CLIST HLP

EDITUSER C

EDITUSER H

ENTRYFRM C

ENTRYFRM H

ENTRYFRM HLP

HELP C

HELP H

HELPSCR C

HELPSCR H

LINEEDIT C

LINEEDIT H

LISTC

LISTH

LOGIN HLP

MAIN C

MAKEFILE

MESSAGE C

MESSAGE H

MODERAT HLP

PRIVATE C

PRIVATE H

PRIVATE HLP

SOCKIO C

SOCKIO H

STRC

STR H

UCCLIENT

USER C

USER H

WINDOW C

WINDOW H

Note that the appendix includes code for two different
embodiments: a Tellnet embodiment and a JAVA embodi-
ment. Documentation and error messages, help files, log files,
are also included in the appendix. While platform controlled
embodiments are within the scope of the invention, it is par-
ticularly advantageous to have a platform independent
embodiment, i.e., an embodiment that is byte code compiled.

Referring now to FIG. 1, the overall functioning of a com-
puterized human communication arbitrating and distributing
System 1 of the present invention is shown with odd numbers
designating hardware or programmed hardware, and even
numbers designating computer program logic and data flow.
The System 1 includes a digital Controller Computer 3, such
as an Internet service provider-type computer. The Controller
Computer 3 is operating with an operating system.

System 1 also includes a plurality of digital Participator
Computers 5, each of which may be an IBM-compatible
personal computer with a processor and a DOS operating
system. Each of the Participator Computers 5 includes an
Input Device 7 for receiving human-input information from a
respective human user. The Input Device 7 can be, for
example, a keyboard, mouse or the like. Each of the Partici-
pator Computers 5 also includes an Output Device 9 for
presenting information to the respective user. The Output
Device 9 can be a monitor, printer (such as a dot-matrix or
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laser printer), or preferably both are used. Each of the Partici-
pator Computers 5 also includes a Memory 11, such as a disk
storage means.

The System 1 includes a Connection 13 located between,
so as to link, the Controller Computer 3 with each of the
Participator Computers 5. The Connection 13 can be an Inter-
net or more particularly, a World Wide Web connection.

The Controller Computer 3 is running and under the con-
trol of Controller Software 2, which directs the Controller
Computer 3 to arbitrate in accordance with predefined rules
including a user identity, which ones of the Participator Com-
puters 5 can interact in one of a plurality of groups through the
Controller Computer 3 and to distribute real time data to the
respective ones of the groups.

The Participator Computers 5 are each running and under
the control of Participator Software 4, which directs each of
the Participator Computers 5 to handle a user Interface 6
permitting one said user to send a multimedia information
Message 8 to the Controller Computer 3, which arbitrates
which of the Participator Computers 5 receives the multime-
dia information Message 8 and which conveys the multime-
dia information Message 8 to the selected participator com-
puters 5 to present the multimedia information Message 8 to
the respective user.

The present invention comprehends communicating all
electrically communicable multimedia information as Mes-
sage 8, by such means as pointers, for example, URLs. URLs
can point to pre-stored audio and video communications,
which the Controller Computer 3 can fetch and communicate
to the Participator Computers 5.

Turning now to FIG. 2, there is shown a communications
overview of the present invention. Beginning with the Con-
troller Computer Software 2, reference is made to Block 10,
which illustrates demultiplexing and multiplexing operations
carried out by message type on API messages of all types.
Block 10 links to Block 12, which is illustrative of channel
A . ... Block 10 also links to Block 14, which illustrates
handling private message A. Block 10 also links to Block 16,
illustrative of handling out-of-band media. Block 10 addi-
tionally links to Block 18, which illustrates asynchronous
status messages.

Multiple connections between the controller computer 3
and a plurality of participator computers 5 permit communi-
cation implemented via the interplay of controller software 2
and participator software 4. With particular regard to the
participator software 4 illustrated in FIG. 2, Block 20 is
illustrative of demultiplexing and multiplexing operations
carried out by message type on API messages of all types.
Block 20 links to Block 22, which is illustrative of channel
A . ... Block 20 also links to Block 24, which illustrates
handling private message A. Block 20 also links to Block 26,
illustrative of handling out-of-band media via Block 28,
which is illustrative of a Web browser or auxiliary computer
program. Block 20 also links to Block 30, which illustrates
asynchronous status message handling via Block 32, illustra-
tive of user interface objects windows and screens.

De/multiplexing via API provides a “virtual connection”
between Channel, Private Message, and Multimedia objects
in the controller computer 3 and each participator computer 5.
An alternate architecture is to allow for a separate connection
between each object so that multiplexing/demultiplexing is
not necessary and each object handles its own connection.
This would influence system performance, however.

Turning now to FIG. 3, a data and communications depen-
dency diagram controller group channel structure is illus-
trated. Beginning from what is designated as a portion of
Block 10 the logic flows to Block 34 to consider JOIN,
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LEAVE, STATUS, SETCHAN API instructions. Block 34
examines member list maintenance instructions, accessing
Block 36 to check permissions, list users, and change
attributes. Note the exploded window 38 shows a display of
member information including a user’s name, personal infor-
mation, and attributes/properties/permissions (operations
involving the subsequently discussed tokens), i.e., stored per
channel attributes under each member. In any case, confirma-
tion or denial of access is communicated via Block 40 for
multiplexing return of status messages to a target object.

From the portion of Block 10, the logic flows to Block 42
for MESSAGE and MODMSG API instructions. Block 42
tests which of the two instructions were received, and for
MODMSG, the logic flows to Block 44, which tests whether
the user is a moderator. If the user is not a moderator, the logic
flows to Block 46, which sends a denial message through
Block 40. If, however, the in Block 44 the user is a moderator,
the logic flows to Block 48 for a repeat to all list members who
are permitted to see the message, via Block 40.

Returning to Block 42, if MESSAGE is detected, the logic
flows to Block 50, which tests whether a user has post per-
mission. If the user has post permission, the logic flows to
Block 48, etc. If the user does not have post permission, the
logic flows to Block 52 to forward the message to moderators
for approval, via Block 40.

Additionally, the logic flows from Block 10 to Block 54 for
a URL API instruction. Block 54 tests whether the user has
graphical multimedia communication privileges, and if not,
the logic flows via Block 56, which sends a denial message
via Block 40. Otherwise, if the user does have graphical
multimedia communications privileges in Block 54, Block 58
sends graphical multimedia information to all approved users
via Block 40.

Turning now to FIG. 4, central controller loop communi-
cations is illustrated. For the data on central poll point 58 (see
Appendix POLL_POINT), a “do” loop begins at Block 60 for
each connection. Block 62 tests whether bytes are available
on the data stream. If they are, the bytes are added to user
space FIFO per connection at Block 64, leading to Block 66,
which tests whether there are any more connections. Note that
in FIG. 4, if there are no more bytes available in Block 62, the
logic skips to Block 66, and if Block 66 is not finished with all
connections, the loop returns to Block 62. When all connec-
tions have been completed in Block 62, the logic flows to
Block 68, which looks for an available complete data instruc-
tion for any connection by extracting packets byte-wise from
the FIFO. Thereafter, Block 70 tests whether there is a com-
plete response available from the participator computer. I[f the
response is complete, the logic flows to Block 72 which, using
a command type, demultiplexes into an appropriate object
(output FIFOs may be filled here for any connection). The
logic from Block 72 joins the “no” branch from Block 70 at
Block 74, which enables unblocking for writing connections
for only connections with data available to write, looping
back to Block 58.

FIG. 5 shows a client channel data structure and informa-
tion flow diagram. From a message that is demultiplexed by
message type, there are six possibilities: ERROR MES-
SAGE, MESSAGE, STATUS, JOINCHANNEL,
LEAVECHANNEL, and MODMSG. ERROR MESSAGE is
communicated to Block 76, where the error message is dis-
played to the transcript in the transcript area of Block 80.
MESSAGE is communicated to Block 78 where the message
is immediately added to the transcript in transcript area 78.
STATUS is communicated to Block 82 to update user data
structure; JOINCHANNEL is communicated to Block 84 to
remove a user from the member list and display the change;
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and LEAVECHANNEL is communicated to Block 86. From
Block 82, Block 84, and Block 88, the logic flows to Block 88,
which includes a member list, a member identifier, known
attributes/permissions/properties, and personal information.
From Block 88, the logic proceeds to Block 90, a member list
area, and on to Block 92 to compose a request to change a
member attribute. This “SETCHAN request is then commu-
nicated to Block 94, which is the multiplexer leading to the
controller computer connection.

MODMSG is communicated to Block 96, which sends the
message to the moderation area of Block 98, and then to
Block 100 to resubmit a member message as approved,
thereby conveying a MODMSG request to Block 94.

Note that a response is prepared in the response area of
Block 102. If the response is a standard message, it is con-
veyed to Block 104 to compose the response into a controller
message, thereby sending a MESSAGE request to box 94. If,
however, the message is a graphical information submission,
the logic flows from Block 102 to Block 106 to compose the
graphical information submission into a controller message,
thereby sending a URL request to Block 94.

FIG. 6 is a participator software out-of-band multimedia
information flow diagram, which begins with Block 26, the
multimedia type patch point. Block 26 leads to Block 102,
which tests whether there is an internally handlable multime-
dia type. If not, Block 104 looks up a suitable agent for data
type presentation, which leads to Block 106, which tests
whether an agent was found. If not, Block 108 reports loca-
tion of data to the user for future referencing. If the agent is
found in Block 106, the logic flows to Block 110, which
invokes the agent with a data reference to present the data.

If the multimedia type is internally handlable from Block
102, the logic flows to Block 112, which tests whether this is
a member associated image. If it is a member associated
image, Block 114 displays the image next to member identity
information, and if it is not, the logic flows to Block 116,
which tests if this is a member public data reference (e.g., a
URL). If a URL is detected at Block 116, Block 118 invokes
an external data type viewer only on demand of the operator
of the participator software, and otherwise Block 120 stores
the reference for future use by the operator of the participator
software, or treats the reference as an externally handled
multimedia type (at the user’s option).

With further regard to the manner of interaction between
the controller computer 3 and the participator computers 5,
and their respective computer programs 2 and 4, includes a
moderation capability that is controlled, or arbitrated, pursu-
ant to system 1 recognizing user identity. Note that using the
user identity for moderation purposes is a use additional to the
use of the user identity for security purposes.

One embodiment of the present invention is to bring chat
capability to the internet and World Wide Web. However,
another embodiment involves non-internet relay chat. In
either embodiment, System 1 is state driven such that syn-
chronous and asynchronous messages can be communicated.
For an asynchronous notification, each message is sent
through the system 1 (API), which updates the information on
the output device of the participator computers 5. For a syn-
chronous notification, a participator computer 5 must inter-
rogate the system 1 for a message.

With regard to the arbitrating of the controller computer 3
is directed by the controller computer program 2 to use “iden-
tity tokens”, which are pieces of information associated with
user identity. The pieces of information are stored in memory
11 in a control computer database, along with personal infor-
mation about the user, such as the user’s age. The control
computer database serves as a repository of tokens for other
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programs to access, thereby affording information to other-
wise independent computer systems. In the database, the
storage of tokens can be by user, group, and content, and
distribution controls can also be placed on the user’s tokens as
well as the database.

Each token is used to control the ability of a user to gain
access to other tokens in a token hierarchy arbitration process.
The arbitration also includes controlling a user’s ability to
moderate communications involving a group or subgroup of
the participator computers 5. Once in a group, temporary
tokens are assigned for priority to moderate/submoderate
groups (a group is sometimes known as a channel in multi-
plexing terminology).

Accordingly, tokens are used by the controller computer 5
to control a user’s group priority and moderation privileges,
as well as controlling who joins the group, who leaves the
group, and the visibility of members in the group. Visibility
refers to whether a user is allowed to know another user is in
the chat group.

Tokens are also used to permit a user’s control of identity,
and in priority contests between 2 users, for example, a chal-
lenge as to whether a first user can see a second user.

Censorship, which broadly encompasses control of what is
said in a group, is also arbitrated by means of the tokens.
Censorship can control of access to system 1 by identity of the
user, which is associated with the user’s tokens. By checking
the tokens, a user’s access can be controlled per group, as well
as in giving group priority, moderation privileges, etc.

Censorship also can use the tokens for real time control of
data (ascii, text, video, audio) from and to users, as well as
control over multimedia URLs—quantity, type, and subject.

With regard to controlling communications in a group
(which is in essence a collection of user identities), control
extends to seeing messages, seeing the user, regulating the
size of the communication, as well as the ability to see and
write to a specific user. Control further extends to the ability
to send multimedia messages.

Note that tokens for members in group can involve mul-
tiples formed in real time, say, within the span of a conversa-
tion. For example, for private communication, tokens are
immediately formed to define a group of 2 users. Hierarchical
groups within groups can also be formed, with each inheriting
the properties of the group before it. Thus, a subgroup can
include up to all members or more by adding any surplus to
the former group.

With further regard to the controller computer 3, e.g., a
server, information is controlled for distribution to the user
interfaces at selected ones of the participator computers 5.
The controller computer program, in one embodiment, can be
a resident program interface (such as a JAVA application).
There can be a token editor object (window/tear down, etc.)
per group, private communication, user, channel listings, user
listings, etc. Each can link up in a token hierarchy for arbi-
tration control.

The controller computer 5, by means of the controller
computer program 2, keeps track of states and asynchronous
messages as well as generating a synchronous message as a
user logs in or interrogates system 1.

With regard to multimedia information messages 8, such
messages are of independent data types, e.g., audio/video
data types. The content of the message (e.g., a URL) permits
the System 1 to automatically determine the handling of the
message: either the Controller Computer 3 passes the content
of Message 8 directly, or the Controller Computer 3 deter-
mines from the Message 8 how to find the content, say via
Netscape. Accordingly, Message 8 can communicate video






