US005850481A

United States Patent [ (11] Patent Number: 5,850,481
Rhoads 451 Date of Patent: Dec. 15, 1998
[54] STEGANOGRAPHIC SYSTEM OTHER PUBLICATIONS
[75] Inventor: Geoffrey B. Rhoads, West Linn, Oreg. Rindfrey, “Towards an Equitable System for Access Control
and Copyright Protection in Broadcast Image Services: The
[73] Assignee: Digimarc Corporation, Portland, Oreg. Equicrypt Approach,” Intellectual Property Rights and New
Technologies, Proc. of the Conference, R. Oldenbourg Ver-
[21] Appl. No.: 438,159 lag Wien Miinchen 1995, 12 pages. No page number.
. Nakamura et al., “A Unified Coding Method of Image and
[22] Filed: May 8, 1995 Text Data Using Discrete Orthogonal Transform,” Systems
.. and Computers in Japan, vol. 21, No. 3, 1990, pp. 87-92.
Related U.S. Application Data Simmons, “Subliminal Channels; Past and Present,” ETT,
[63] Continuation-in-part of Ser. No. 327,426, Oct. 21, 1994, Pat. vol. 5, No. 4, Jul.-Aug. %994’ pp- .45_59' )
No. 5,768,426, which is a continuation-in-part of Ser. No. Nakamura et al., “A Unified Coding Method of Dithered
215,289, Mar. 17, 1994, abandoned. Image and Test Data Using Micropatterns,” Electronics and
[51] INte CLO oo GO6K 9/00  Communications inJapan, Part 1, vol. 72, No. 4, 1989, pp.
[52] US. CL oo 382/232; 382/181  O0-56. . . . .
[58] Field of Search ........ooooovr. 382/115, 100, ~ Tanaka, “Embedding the Attribute Information Into a Dith-
382/116, 232, 117, 118, 119 120’ 124’ ered Image,” Systems and Computers in Japan, vol. 21, No.
181, 182, 183, 190, 192, 108, 113, 114, /> 1990, pp. 43-50.
139, 184, 203, 204, 209, 217, 224, 278, Short, “Steps Toward Unmasking Secure Communications,”
279, 286; 380/23, 25, 3,5, 54, 1, 4, 9, International Journal of Bifurcation and Chaos, vol. 4, No.
19, 21, 24, 30, 14, 10; 283/77, 73, 74, 4> 1994, pp. 959-977.
82, 83, 902, 904, 360/60; 340/825.34 Schreiber et al., “A Compatible High—Definition Television
System Using the Noise-Margin Method of Hiding
[56] References Cited Enhancement Information,” SMPTE Journal, Dec. 1989, pp.
U.S. PATENT DOCUMENTS 873-879.
3,493,674  2/1970 HOUZhON weoorooereoersereeeren 178/6.8 (List continued on next page.)
3,569,619  3/1971 Simjian . . .
; ] Primary Examiner—_eo H. Boudreau
(List continued on next page.) Assistant Examiner—Bijan Tadayon
FOREIGN PATENT DOCUMENTS Attgrney, Ag?nt, or Firm—Klarquist Sparkman Campbell
Leigh & Whinston
58482 8/1982 European Pat. Off.
372601 6/1990 European Pat. Off. [57] ABSTRACT
iﬁ gg% ;ﬁgg} EﬁiggZZE 1132:' 8g An identification code signal is impressed on a carrier to be
493 091 7/1992 European Pat. Off. identified (such as an electronic data signal or a physical
551 016 A1~ 7/1993 European Pat. Off. medium) in a manner that permits the identification signal
581317 2/1994 FEuropean Pat. Off. later to be discerned and the carrier thereby identified. The
605 208 A2 7/1994 European Pat. Off. method and apparatus are characterized by robustness
629 972 12/1994  European Pat. Off. despite degradation of the encoded carrier, and by perme-
2;‘3 (1)4712 2} j; ggg EﬁiggZZE 1132:. 8g ation of the identification signal throughout the carrier.

(List continued on next page.)

NOISE
SOURCE

206

37 Claims, 20 Drawing Sheets

242

REAL
TIME
ENCODER

INPUT >—=

[SYSISYoYoYaT=Ya)

CODE 2-N
202
~——;OUTPUT

234
0100000
0100001
0100010 18T
8 1 8 (1) (1) g) THROUGH
01006101 NTH CODE
0100110 WORDS
0100111
10 00

|



5,850,481

Page 2
U.S. PATENT DOCUMENTS 4,908,873  3/1990 Philibert et al. ...cccccevevererercnncn. 382/34
) 4,918,484  4/1990 Ujiie et al. ..ccccvvcrvuvvcivncncnnnnne 355/41

3,576,369 4/1971 Wle et al. ............................... 355/77 4,921,278 5/1990 Shiang et al. .
3,585,290 6/1971 Sanford ....ccoeveveevevvevniieieieeiennnns 178/56 47939’515 7/1990 Adelson .
3,655,162 4/1972 Yamamoto et al. . 4’941’150 7/1990 Iwasaki .
3,703,628 11/1972 Philipson, Jr. . 4,943,973 7/1990 Werner .
3,805,238 4/1974 Rothfjell . 4,943,976 7/1990 Ish1gak1 .
3,809,806 5/1974 Walker et al. . 4,944,036 7/1990 Hyatt .
3,838,444 9/1974 Loughlin et al. . 4,963,998 10/1990 Maufe .
3,914,877 10/1975 Hines . 4,965,827 10/1990 McDonald .
3,922,074 11/1975 Ikegami et al. . 4,967,273 10/1990 Greenberg .
3,971,917 7/1976 Maddox et al. . 4,969,041 11/1990 O’Grady et al. .
3,982,064  9/1976 Barnaby ..., 178/56 4,972,471 11/1990 Gross et al. .
3,984,624 10/1976 Waggener . 4,972,475 11/1990 Sant’Anselmo .....c.ccceeeeeeecenenn 380/54
4,025,851  5/1977 Haselwood et al. ......ccoevvenneen 325/31 4,972,476 11/1990 Nathans ......c.ccccceceeveecrecrcencnn 380/23
4,184,700  1/1980 Greenaway .........ccccceeeeuvennne. 380/54 4,979,210 12/1990 Nagata et al. .
4,225,967  9/1980 Miwa et al. . 4,993,068 2/1991 Piosenka et al. .
4,230,990 10/1980 Lert, Jr. et al. . 4,996,530  2/1991 Hilton .
4,231,113 10/1980 Blasbalg . 5,003,590  3/1991 Lechner et al. ...ccoceevveecncnnennee 380/5
4,238,849 12/1980 Gassmann . 5,010,405  4/1991 Schreiber et al. .
4,252,995  2/1981 Schmidt et al. . 5,027,401  6/1991 Soltesz .
4,313,197  1/1982 Maxemchuk . 5,034,982  7/1991 Heninger et al. .....ccocoevuvviennne 380/54
4,367,488  1/1983 Leventer et al. ...c.ccoeveereeerennne 358/147 5,036,513  7/1991 Greenblatt .
4,379,947  4/1983 Warner . 5,063,446 11/1991 Gibson .
4,380,027 4/1983 Leventer et al. ...ccceeveereeerennne 358/147 5,073,899 12/1991 Collier et al. .
4,389,671  6/1983 Posner et al. . 5,075,773 12/1991 Pullen et al. .
4,395,600 7/1983 Lundy et al. . 5,077,608 12/1991 DUDNET ...c.ooveeveeveeeuenueuenrineencne 358/183
4,416,001 11/1983 Ackerman et al. ......ccecevveruernenne 369/44 5,077,795 12/1991 Rourke et al. .
4,423,415 12/1983 Goldman . 5,079,648  1/1992 Maufe .
4,425,642  1/1984 Moses et al. . 5,095,196  3/1992 Miyata .
4,476,468 10/1984 Goldman . 5,113,437  5/1992 Best et al. .
4,528,588  7/1985 Lofberg . 5,144,660  9/1992 Rose .
4,532,508 7/1985 Ruell . 5,148,498  9/1992 Resnikoff et al. .
4,547,804 10/1985 Greenberg . 5,150,409  9/1992 Elsner .
4,553,261 11/1985 Froessl . 5,161,210 11/1992 Druyvesteyn et al. .
4,590,366  5/1986 Rothfjell . 5,166,676 11/1992 Milheiser .
4,595,950 6/1986 Lofberg . 5,181,786  1/1993 Hujink .
4,637,051 1/1987 Clark . 5,185,736 2/1993 Tyrrell et al. .
4,639,779  1/1987 Greenberg . 5,199,081  3/1993 Saito et al. .
4,647,974  3/1987 Butler et al. ...oceeeeeerenrerierennnne 358/185 5,200,822  4/1993 Bronfin et al. .
4,654,867 3/1987 Labedz et al. . 5,212,551  5/1993 Conanan .
4,660,221  4/1987 Dlugos . 5,213,337  5/1993 Sherman .
4,663,518 5/1987 Borror et al. . 5,228,056  7/1993 Schilling .
4,665,431 5/1987 Cooper . 5,243,423  9/1993 Delean et al. .
4,672,605 6/1987 Hustig et al. . 5,245,329 9/1993 Gokeebay .
4,675,746  6/1987 Tetrick et al. . 5,247,364  9/1993 Banker et al. ....c.ccceeveeenenne. 358/191.1
4,677,435 6/1987 Causse D’Agraives et al. . 5,253,078 10/1993 Balkanski et al. .
4,682,794  7/1987 Margolin . 5,257,119 10/1993 Funada et al. .
4,703,476 10/1987 Howard . 5,259,025 11/1993 Monroe et al. .
4,712,103 12/1987 Gotanda . 5,267,334 11/1993 Normille et al. .
4,718,106  1/1988 Weinblatt . 5,280,537  1/1994 Sugiyama et al. .
4,739,377  4/1988 Allen . 5,293,399  3/1994 Hefti .
4,750,173  6/1988 Bliithgen . 5,295,203  3/1994 Krause et al. .
4,765,656  8/1988 Becker et al. . 5,299,019  3/1994 Pack et al. .
4,775,901 10/1988 Nakano . 5,305,400 4/1994 Butera .
4,776,013 10/1988 Kafri et al. . 5,315,098  5/1994 Tow .
4,805,020  2/1989 Greenberg . 5,319,453  6/1994 Copriviza et al. .
4,807,031 2/1989 Broughton et al. . 5,319,724  6/1994 Blonstein et al. .
4,811,357 3/1989 Betts et al. . 5,319,735  6/1994 Preuss et al. .
4,811,408 3/1989 Goldman . 5,325,167  6/1994 Melen .
4,820,912  4/1989 Samyn . 5,327,237 7/1994 Gerdes et al. .
4,835,517 5/1989 Van der Gracht et al. . 5,337,361  8/1994 Wang et al. ....cocvvvvrivininiinnnnn. 380/3
4,855,827 8/1989 Best . 5,337,362  8/1994 Gormish et al. .
4,864,618 9/1989 Wright et al. . 5,351,302 9/1994 Leighton et al. .
4,866,771  9/1989 Bain . 5,371,792 12/1994 Asaiet al. ..occoeveevvevncncnennnn. 380/3
4,874,936 10/1989 Chandler et al. . 5,379,345 1/1995 Greenberg .
4,876,617 10/1989 Best et al. . 5,387,941  2/1995 Montgomery et al. .
4,879,747 11/1989 Leighton et al. . 5,394,274  2/1995 Kahn .
4,884,139 11/1989 Pommier . 5,396,559  3/1995 McGrew .
4,885,632 12/1989 Mabey et al. .....ccccovvcuvvvunnnnne. 358/84 5,398,283  3/1995 Virga .
4,903,301  2/1990 Kondo et al. . 5,404,160  4/1995 Schober et al. .
4,908,836  3/1990 Rushforth et al. . 5,404,377  4/1995 Moses .



5,850,481
Page 3

5,408,542  4/1995 Callahan .

5,418,853  5/1995 Kanota et al. ..c.ccoceevvrereeveennennes 380/5
5,422,963  6/1995 Chen et al. .

5,422,995  6/1995 Aoki et al. .

5,425,100 6/1995 Thomas et al. .cccoceveevveveruennenne 380/20
5,428,606  6/1995 Moskowitz .
5,428,607  6/1995 Hiller et al. .
5,432,541  7/1995 Thibadeau et al. ......ccocevueevvenneenes 348/6

5,432,870
5,446,273

7/1995 Schwartz .

8/1995 Leslie .

5,450,122 9/1995 Keene ...cccecevveeveenvinveverensuernennen 348/1
5,450,490 9/1995 Jensen et al. .

5,461,426 10/1995 Limberg et al. .

5,469,506 11/1995 Berson et al. ..occoveevvevvevevuennene 380/23
5,473,631 12/1995 Moses .

5,479,168 12/1995 Johnson et al. .

5,481,294  1/1996 Thomas et al. ....coccevererueevuennennes 348/1
5,488,664 1/1996 Shamir .

5,499,294  3/1996 Friedman .

5,515,081  5/1996 Vasilik .

5,524,933  6/1996 Kunt et al. .

5,530,759  6/1996 Braudeway .

5,532,920  7/1996 Hartrick et al. .

5,539,471  7/1996 Myhrvold et al. .

5,539,735 7/1996 Moskowitz .

5,541,662  7/1996 Adams et al. ....ccocererveneennenns 348/460
5,541,741 7/1996 Suzuki .

5,557,333 9/1996 Jungo et al. .

5,559,559  9/1996 Jungo et al. .

5,568,179 10/1996 Diehl et al. ..c.ccoovuevevervneeecnneee. 348/6
5,568,570 10/1996 Rabbani .

5,572,010 11/1996 Petrie .

5,572,247 11/1996 Montgomery et al. .

5,576,532 11/1996 Hecht et al. .

5,579,124 11/1996 Aijala et al. .

5,606,609  2/1997 Houser et al. ....cc.ocouvinvvrvinivrinnns 380/4
5,614,940 3/1997 Cobbley et al. .. ... 348/7
5,617,148  4/1997 Montgomery ........ceeveevennune 348/473
FOREIGN PATENT DOCUMENTS
0705 025 A2  4/1996 European Pat. Off. ......... HO4N 1/40
3806411 9/1989 Germany .
4-248771  9/1992  Japan .
05-242217  9/1993  Japan .
2063018A  5/1981 United Kingdom .
2067871  7/1981  United Kingdom .
2196167  4/1988  United Kingdom .

2204984 11/1988  United Kingdom .
WO89/08915  9/1989 WIPO .
WO 9325038 12/1993  WIPO .

WQ095/10835  4/1995 WIPO .
WQ095/20291  7/1995 WIPO .
WO 9626494  8/1996 WIPO .
WO 9627259  9/1996  WIPO .

OTHER PUBLICATIONS

Tanaka et al., “New Integrated Coding Schemes for Com-
puter—Aided Facsimile,” Proc. IEEE Int’l Conf. on Sys.
Integration, Apr. 1990, pp. 275-281.

Tanaka et al., “Embedding Secret Information Into a Dith-
ered Multi-Level Image,” Proc. IEEF Military Comm.
Conf., Sep. 1990, pp. 216-220.

Jain, “Image Coding Via a Nearest Neighbors Image
Model,” IEEE Transactions on Communications, vol.
COM-23, No. 3, Mar. 1975, pp. 318-331.

Arthur, “Digital Fingerprints Protect Artwork,” New Scien-
tist, Nov. 12, 1994, p. 24.

Matthews, “When Seeing is Not Believing,” New Scientist,
Oct. 16, 1993, pp. 13-15.

Bender et al., “Techniques for Data Hiding,” Massachusetts
Institute of Technology, Media Laboratory, Jan. 1995, 10
pages.

Komatsu et al., “Authentication System Using Concealed
Image in Telematics,” Memoirs of the School of Science &
Engineering, Waseda Univ., No. 52, 1988, pp. 45-60.
Walton, “Image Authentication for a Slippery New Age,” Dr.
Dobb’s Journal, Apr. 1995, pp. 18-26, 82-87.

Port, “Halting Highway Robbery on the Internet,” Business
Week, Oct. 17, 1994, p. 212.

Komatsu et al., “A Proposal on Digital Watermark in Docu-
ment Image Communication and Its Application to Realiz-
ing a Signature,” Electronics and Communications inJapan,
Part 1, vol. 73, No. 5, 1990, pp. 22-33.

Machado, “Announcing Stego 1.0a2, The First Steganogra-
phy Tool for the Macintosh,” Internet reference, Nov. 28,
1993, 3 pages.

Brown, “S—Tools for Windows, Version 1.00, © 1994 Andy
Brown, What is Steganography,” Internet reference, Mar. 6,
1994, 6 pages.

Shaggy@phantom.com, “Hide and Seek v. 4.0,” Internet
reference, Apr. 10, 1994, 3 pages.

Arachelian, “White Noise Storm,” Apr. 11, 1994, Internet
reference, 13 pages.

Schneier, “Digital Signatures, Cryptographic Algorithms
Can Create Nonforgeable Signatures for Electronic Docu-
ments, Making Them Valid Legal Instruments™ Byre, Nov.
1993, pp. 309-312.

Wise, “The History of Copyright, Photographers’ Rights
Span Three Centuries,” Photo>FElectronic Imaging, vol. 37,
No. 6, 1994.

Brassil et al., Electronic Marking and Identification Tech-
niques to Discourage Document Copying, Proceedings of
Infocom 94 Conference on Computer, IEEF Commun. Soc
Conference, Jun. 12-16, 1994, pp. 1278-1287.

Sapwater et al., “Electronic Copyright Protection,”
Photo>FElectronic Imaging, vol. 37, No. 6, 1994, pp. 16-21.
Tanaka et al,, “A Visual Retrieval System with Private
Information for Image Database,” Proceeding International
Conference on DSP Applications and Technology, Oct.
1991, pp. 415-421.

JPEG Group’s JPEG Software (release 4), FTP.CSU-
A.Berekeley.Edu/Pub/Cypherpunks/Applications/JSTEG/
JPEG.Announcement.GZ, Jun. 7, 1993, 2 pages.

Caronni, “Assuring Ownership Rights for Digital Images,”
Published in the Proceedings of ‘Reliable IT Systems,” VIS
’95, HH. Briiggemann and W. Gerhardt-Hickl (Ed.),
Vieweg Publishing Company, Germany, 1995, Jun. 14,
1994, 10 pages.

Hecht, “Embedded Data Glyph Technology for Hardcopy
Digital Documents,” SPIE vol. 2171, Feb. 1994, pp.
241-352.

Roberts, “Picture Coding Using Pseudorandom Noise,” IRE
Trans. on Information Theory, vol. 8, No. 2, Feb. 1962, pp.
145-154.

Choudhury, et al., “Copyright Protection for Electronic
Publishing over Computer Networks,” IEEE Network
Magazine, Jun. 1994, 18 pages.

Moller, et al., “Rechnergestutzte Steganographie: Wie sie
Funktioniert und warum folglich jede Reglementierung von
Verschlusselung unsinnig ist,” DuD, Datenschutz und Dat-
ensicherung, 18/6 (1994) 318-326.

Pennebaker et al., JPEG Still Image Data Compression
Standard, Chapter 3, “Aspects of the Human Visual Sys-
tem,” pp. 23-27, 1993, Van Nostrand Reinhold, New York.



5,850,481
Page 4

Castro et al., “Registration of Translated and Rotated Images
Using Finite Fourier Transforms,” IFEFE Transactions on
Pattern Analysis and Machine Intelligence, vol. PAMI-9,
No. 5, Sep. 1987, pp. 700-703.

Weber et al., “Correlative Image Registration,” Seminars in
Nuclear Medicine, vol. XXIV, No. 4 (Oct.), 1994, pp.
311-323.

Toga et al., “Registration Revisited,” Journal of Neuro-
science Methods, 48 (1993), pp. 1-13.

Sheng et al., “Experiments on Pattern Recognition Using
Invariant Fourier—Mellin Descriptors,” Journal of Optical
Society of America, vol. 3, No. 6, Jun., 1986, pp. 771-776.
Kurak et al., “A Cautionary Note On Image Downgrading,”
1992 IEEE, pp. 153-159.

Wagner, “Fingerprinting,” 1983 IEEE, pp. 18-22.

Sanford II, et al., “The Data Embedding Method,” SPIE vol.
2615, Oct. 23, 1995, pp. 226-259.

Dautzenberg, “Watermarking Images,” Department of
Microelectronics and Electrical Engineering, Trinity Col-
lege Dublin, 47 pages, Oct. 1994.

Matsui et al., “Video-Steganography: How to Secretly
Embed a Signature in a Picture,” IMA Intellectual Property
Project ProceedingsJan. 1994, vol. 1, Issue 1, pp. 187-205.
van Schyndel et al., “A Digital Watermark,” IEEFE Interna-
tional Conference on Image Processing, Nov. 13-16, 1994,
pp- 86-90.

Fitzgerald, “Invisible Digital Copyright ID,” Editor & Pub-
lisher, Jun. 25, 1994, p. 62.

“Foiling Card Forgers With Magnetic ‘Noise,”” Wall Street
Journal, Feb. 8, 1994.

Arizi, et al., “Intuition, Perception, and Secure Communi-
cation,” IEEE Transactions on Systems, Man, and Cyber-
netics, vol. 19, No. 5, Sep./Oct. 1989, pp. 1016-1020.
Bruyndonckx et al., “Spatial Method for Copyright Labeling
of Digital Images,” 1994, 6 pages.

Gabor, et al., “Theory of Communication,” J. Inst. Elect.
Eng. 93, 1946, pp. 429-441.

Bruyndonckx et al., Neural Network Post—Processing of
Coded Images Using Perceptual Masking, 1994, 3 pages.
Pickholtz et al., “Theory of Spread-Spectrum Communica-
tions—A Tutorual,” Transactions on Communications, vol.
COM-30 No. 5, May, 1982, pp. 955-884.

Sklar, “A Structured Overview of Digital Communica-
tions—a Tutorial Review—Part 1,” IEEE Communications
Magazine, Aug., 1983, pp. 1-17.

Sklar, “A Structured Overview of Digital Communica-
tions—a Tutorial Review—Part II,” IEEE Communications
Magazine, Oct., 1983, pp. 6-21.

Tirkel et al., “A Two—Dimensional Digital Watermark,”
1995, 6 pages.

Delaigle et al., “A Psychovisual Approach for Digital Picture
Watermarking,” 1995, 20 pages.

Tirkel et al, “Electronic Water Mark,” DICTA-93, Macqua-
rie University, Sidney, Australia, Dec., 1993, pp. 666—673.

Koch et al., “Copyright Protection for Multimedia Data,”
Fraunhofer Institute for Computer Graphics, Dec. 16, 1994,
15 pages. No place of publication, pp. 1-15.

“Access Control and COpyright Protection for Images,
WorkPackage 8: Watermarking,” Jun. 30, 1995, 46 pages.
No place of publication, no author, no page number.

“Access Control and COpyright Protection for Images,
WorkPackage 3: Evaluation of Existing Systems,” Apr. 19,
1995, 68 pages. No author, no page number, no place of
public.

Boneh, “Collusion—Secure Fingerprinting for Digital Data,”
Department of Computer Science, Princeton University,
1995, 31 pages. pp. 1-31.

Friedman, “The Trustworthy Digital Camera: Restoring
Credibility to the Photographic Image,”IEEE Transactions
on Consumer Electronics, vol. 39, No. 4, Nov., 1993, pp.
905-910.

“Cyphertech Systems: Introduces Digital Encoding Device
to Prevent TV Piracy,” Hollywood Reporter, Oct. 20, 1993,
p- 23. No author.

“NAB—Cyphertech Starts Anti—Piracy Broadcast Tests,”
Newsbytes, NEW03230023, Mar. 23, 1994. No author, no
page number.

Humphrey, “Stamping Out Crime, Hollywood Reporter,”
Jan. 26, 1994, p. S48.

“Copyright Protection for Digital Images, Digital Finger-
printing from FBL,” Highwater FBI brochure, 1995, 4 pages.
No page number, no author, no place of public.

“Access Control and COpyright Protection for Images,
Conditional Access and Copyright Protection Based on the
Use of Trusted Third Parties,” 1995, 43 pages. No page
number. No author. No place of publication.

Szepanski, “A Signal Theoretic Method of Creating Forg-
ery—Proof Document for Automatic Verification,” Proceed-
ings 1979 Carnahan Conference on Crime Countermeasures,
May 1979, pp. 101-109.

Kassam, Signal Detection in Non—Gaussian Noise, Dowden
& Culver, 1988, pp. 1-99. Springer—Verlag Publisher.



U.S. Patent Dec. 15, 1998 Sheet 1 of 20 5,850,481

FIG. 4

N COMPUTER

™-102

CRT
106

|
|
|
|
|

104
100

L L

— EXPOSE AND STEP

FIG. 1
——
—— -
12-—0— —1
DIGITAL
NUMBER 8 ! . '4-BITS’
(SIGNAL =
LEVEL) 4 —
\ —$—
0 I B 4 P |
01234567 891011121314

2 5 8
SAMPLE NUMBER (INDEX)



U.S. Patent Dec. 15, 1998 Sheet 2 of 20 5,850,481

FIG. 2 OBTAIN OR CREATE ORIGINAL
y DIGITAL SIGNAL OR IMAGE

Y
ESTIMATE ROUGH OFFSET
AND BRMS NOISE

Y
CHOOSE N OR N-BIT
IDENTIFICATION WORD, E.G. 32

Y
GENERATE N-BIT
IDENTIFICATION WORD

1

GENERATE OR SYNTHESIZE N "RANDOM" INDEPENDENT
SIGNALS WITH ROUGHLY GAUSSIAN DISTRIBUTION
ABOUT SOME MEAN VALUE, WHERE SIGNALS HAVE

EQUAL EXTENT AND DIGITAL SPACING OF
ORIGINAL DIGITAL SIGNAL OR IMAGE

APPLY DIGITAL FILTER WHICH ATTENUATES
BOTH LOW AND HIGH FREQUENCIES, LEAVING
MIDDLE-RANGE FREQUENCIES LARGELY INTACT

Y
CONDENSE N RANDOM SIGNALS TO A LOWEST
ACCEPTABLE BIT VALUE IF MEMORY OR
STORAGE SPACE IS AT A PREMIUM

{

ADD ALL RANDOM IMAGES TOGETHER WHICH HAVE
A CORRESPONDING '"1" IN THEIR ASSOCIATED
BIT-PLACE-VALUE OF THE N-BIT IDENTIFICATION WORD,
CALL THIS THE BASE COMPOSITE SIGNAL OR IMAGE

Y
EXPERIMENT VISUALLY WITH GAIN AND GAMMA APPLIED
TO BASE COMPOSITE SIGNAL OR IMAGE, ADDING THIS TO
ORIGINAL DIGITAL SIGNAL OR IMAGE, AND DETERMINING
THE ACCEPTABLE PERCEIVED NOISE LEVEL

Y
APPLY FOUND GAIN AND GAMMA TO BASE COMPOSITE,
ADD TO ORIGINAL, THEN CALL THIS
THE DISTRIBUTABLE SIGNAL OR IMAGE

Y
STORE AWAY AND SECURE ORIGINAL SIGNAL OR IMAGE,
ALONG WITH N-BIT IDENTIFICATION WORD AND
THEN RANDOM SIGNALS

Y
|SELL OR DISTRIBUTE THE DISTRIBUTABLE SIGNAL OR IMAGE |




U.S. Patent Dec. 15, 1998 Sheet 3 of 20 5,850,481

FIG. 3 OBTAIN DIGITAL OR NON-DIGITAL COPY
) OF SUSPECT SIGNAL OR IMAGE

Y
| DIGITIZE IF NOT ALREADY DIGITAL |

Y
CUT AND MASK PORTION OF SIGNAL OR IMAGE
BELIEVED TO BE SUSPECT
(ONLY IF ENTIRE SIGNAL OR IMAGE IS NOT SUSPECT)

1
PROCURE ORIGINAL DIGITAL SIGNAL OR
IMAGE AND CUT AND MASK TO ROUGHLY
THE SAME LOCATION OR SEQUENCE
L]
VISUALLY RESCALE AND REGISTER THE CUT-OUT
SUSPECT SIGNAL TO THE CUT-OUT ORIGINAL SIGNAL

Y

RUN THROUGH SEARCH PROGRAM WITH MEAN
SQUARED ERROR AS CRITERIA AND X OFFSET, Y OFFSET,
AND SCALE AS THE THREE VARIABLES

Y
APPLY X OFFSET, Y OFFSET, AND SCALE TO CUT-OUT SUSPECT,
THEN RESAMPLE ONTO EXACT GRID AND CUT-OUT
[ OF ORIGINAL SIGNAL

1

RUN THROUGH SEARCH PROGRAM WITH MEAN
SQUARED ERROR AS CRITERIA AND DC OFFSET, GAIN, AND
GAMMA AS THE THREE VARIABLES; APPLY TO SUSPECT

Y

SUBTRACT ORIGINAL FROM SUSPECT,
GIVING DIFFERENCE SIGNAL OR IMAGE

Y
STEP THROUGH ALL N RANDOM INDEPENDENT SIGNALS, MASKED
AS ORIGINAL AND CROSS-CORRELATED WITH DIFFERENCE SIGNAL
IN IMMEDIATE NEIGHBORHOOD OF REGISTRATION POINTS

v
FIND 0 AND 1 LEVEL BY AVERAGING FIRST FOUR 0101 CODE VALUES]
Y

ASSIGN EITHERAOQ OR A 1 TO EACH CROSS-CORRELATION RESULT
DEPENDING ON PROXIMITY TO THE AVERAGES OF PREVIOUS STEP

Y
| CHECK RESULT AGAINST SECURED IDENTIFICATION NUMBER |
¥
PROSECUTE IF IT MATCHES? OR AT LEAST SEND
ANASTY LETTER DEMANDING RECOMPENSE




U.S. Patent Dec. 15, 1998

5,850,481

Sheet 4 of 20

FIG. 5
CODE WORD — g IDENTIFICATION-
(e,g. 01101001) CODED OUTPUT
REAL-TIME SIGNAL
ENCODER
INPUT o KEYDATA
SIGNAL (OPTIONAL)
FIG. 6
r~_—:::::::::__l
| | 002 |
, | ANALOG | |
| NOISE [ I __ 9202
} | SOURCE ./ | 206 |-~
| o
I -
| | Y ]
i 1 D L 224
| I e T
| # |
| 204 FIRST |
L “|scaler[ |
| |
210 226
| | LOOKUP Y )
: SCALER | /
[ 220 | MEMORY
| Y :
| ADDER |
INPUT = SUBTRACTER | ?OUTPUT
| ™
218 232 219 I o34
[ B |
230_\ |
; P |
01011000

— 216



U.S. Patent Dec. 15, 1998 Sheet 5 of 20 5,850,481

NOISE | .| NOISE
SOURCE STORE
00
202
—
REAL
INPUT>—> TIME
ENCODER §OUTPUT
234
«[00700000
« 0010000 1
«00100010 18T
SREEIESE LY Lnmotan
« 0010010 1 NTH CODE
e 00100110 WORDS
loot100111]
FIG. 7 010717000
FIG. 8 ' - 248
REAL /
TIME
> AD | encober | LAD [~<OUTPUT

T NOISE A CODE

e 00100000

250 SOURCE »0010000 1
\ RESET —=7 00100010
0010001 1

SYNC 1 00100100

| DETECTOR INCREMENT




U.S. Patent Dec. 15, 1998

Sheet 6 of 20 5,850,481

0.0 1.0
SECONDS SECONDS
FIG. 9B
NORMALIZEBD-
402 ~-20dB ——
FREQUENCY _,o0m |
1
1
OHZ 50KHZ
FIG. 9C 1.0 0.0 REPEATED
BORDER
CONTINUITY
404 - /1 “ﬂ Al L.
VY Lw \/
DETAIL OF MATCH AT BORDER;
CONTINUOUS TO mth DERIVITIVE
FIG. 10
ROM: 504
STANDARD NOISE SIGNATURES
AUDIO COPYRIGHT
IN DETECTION FLAG
—
/ \_502
500 FLAG VALID
.
508



U.S. Patent Dec. 15, 1998 Sheet 7 of 20 5,850,481

STANDARD NOISE
SIGNATURE
FIG. y
G. 11 READ OUT AT125%] - 604
NORMAL RATE
Y
599 PITCH CHANG ED | - 606
- 600 NOISE SIGNAL

/ ;

INPUT AUDIO | _ | SIGNAL-PITCH CANCELLED | ~ 608

_— 504

SIGNAL NOISE SIGNAL
| 602 \
v [ TIME AVERAGED 610
TIME AVERAGED| |POWER SIGNAL P.C. NOISE
POFYVER SIGNAL SIGNAL  Pg ey,
SIG *
;' POWER DIFFERENCE SIGNAL
———————— - 5 - Nl Y S
S-PCN ~ 'SIG~ OuT L— 613

L 614— PN NN A
L---CASE 1: ——t——+—
05 5 10g 15g

| 616

i N v

onsez [P
Os 55 10g 15g

~ 4 SECOND BEATS
~—— 618

FIG. 12 e24~_raumovars FLAG VALID
600 — COUNTER —* SIGNAL-— 508

SIGNAL ONE = 599 [ BEAT =T 622
055 DIGITAL DELAY

Y

- 599

055 DIGITAL DELAY
620 .

.05g DIGITAL DELAY 502

Y
l

Y
1
|

.05g DIGITAL DELAY

. . | DETECTION
; > FLAG




U.S. Patent

Dec. 15, 1998 Sheet 8 of 20 5,850,481

FIG. 13

MOVIE: BUD'S ADVENTURES

Abicw Productions

FRAME#: 12183
DISTRIBUTION LOT: REGION 14

ENCRYPTION/SCAMBLING
ROUTINE #28, 702

- S ."_:'.:'.-" i %G i |~ 704

PSEUDO-RANDOM MASTER SNOWY IMAGE
(SCALED DOWN AND ADDED TO FRAME 12183)



U.S. Patent Dec. 15, 1998 Sheet 9 of 20 5,850,481

FIG. 14
___ EMBEDDED
- 720
DIFFERENCE
p JTC

MEAN-REMOVED HISTOGRAMS OF
DIFFERENCE SIGNAL AND KNOWN EMBEDDED

CODE SIGNAL
EMBEDDED

—
722
DIFFERENCE

\
| |
N

THRESHOLDING

MEAN-REMOVED HISTOGRAMS OF
FIRST DERIVATIVES (OR SCALER GRADIENTS
AN IN CASE OF AN IMAGE)




U.S. Patent Dec. 15, 1998 Sheet 10 of 20 5,850,481
STEP Z FRAMES |—— 750
A
: ! ‘ Ve 700
RENDER LOGO FRAME
! 200 FIG. 15
ENCRYPT/SCAMBLE
: !
. | OUTPUT MASTER SNOWY | 704
IMAGE FRAME
}
HIGH BRIGHTNESS MASTER| -~ 752
SNOWY MOVIE
{ K 760
7
756 ] MPEG /758 - /ER
"CHEAP MAST
\ I | DIFFERENCE SNOWY MOVIE"
COMPRESSED MASTER | ...~
SNOWY MOVIE
I ORIGINAL MOVIE
_f764
SCALE DOWN N
T \ 762
5 766
: ADD
770 / 76\8 76\2
DISTRIBUTABLE SIDE-BY-SIDE ORIGINAL MOVIE
?AlowE VIEWING

e = e e Y



5,850,481

Sheet 11 of 20

Dec. 15, 1998

U.S. Patent

IOV S0P
IOV S.30r 3OV S30r
JIOVYINI S30r
JOVWI S30r JOVINI S.307
JOVINI S,300
IOV S.30r
JIOVINI S.30r IOV S30F
JOVINI §301 IOV S.300
J9YWI S30r VAl S0
| JOVNI S.300
3DVYWI S30r FOVIL S0P JOVWI S30r
IOV S 30T ERNEERN
WY3HLS VIva H3IavaH
0LOLOOLOLHLOLOMLOO | “"IOVWISIOr
— = .
208 008 91 O




U.S. Patent Dec. 15, 1998 Sheet 12 of 20 5,850,481

FIG. 17
96 BIT LEADER STRING, 820 "SHADOW CHANNEL", 828
A . b
64 BIT LENGTH | 32 BIT DATAWORD SIZE DATA...
822 —j 824 J 826 —J
UNIVERSAL EMPIRICAL DATA FORMAT
FIG. 18
/ \
852
/850 o
864
»~



5,850,481

Sheet 13 of 20

Dec. 15, 1998

U.S. Patent

FIG. 19

NOLH NI NI

=
35

\ﬂ%v“%ﬁ‘) X

\/‘
3t

RS
S

N

K77
MAD

<>

7Ly

A\7/8 e

\\\,ﬁ'\ / lv..f‘\)/‘ﬁ\.vll‘
.rwxﬂ%«m%wmrzww« vmv,mi
L SN

R

NI

@y
‘

QUEST FOR MOSAICED KNOT PATTERNS WHICH "COVER" AND

ARE COEXTENSIVE WITH ORIGINAL IMAGE;

INFORMATION, SUCH AS A SIGNATURE, OR EACH CAN CONVEY A

ALL ELEMENTAL KNOT PATTERNS CAN CONVEY THE SAME
NEW MESSAGE IN A STEGANOGRAPHIC SENSE



U.S. Patent Dec. 15, 1998 Sheet 14 of 20 5,850,481

874
N\
FIG. 20 CENTER POINT OF
/ | RING, 872 |
e /= =a NN
~— \/ L_\\_/ | T~ \/ .:‘—~\ AN

NOMINAL DISTANCE NOMINAL DISTANCE
TO CENTER OF OUTER TO CENTER OF OUTER
RING WIDTH, 870 RING WIDTH, 870

2-D BRIGHTNESS OF PHASE-ONLY FILTERED
RING IS SIMILAR TO THE ABOVE BRIGHTNESS PATTERN
ROTATED ABOUT CENTRAL POINT OF RING:




U.S. Patent Dec. 15, 1998 Sheet 15 of 20 5,850,481

FIG. 21A
2C|4C |2C WHERE C = 1/16
cleclc|
ELEMENTARY BUMP
(DEFINED GROUPING OF PIXELS WITH
WEIGHT VALUES)
FIG. 21B
2 3 4 5 6 7 0
6 7 0 1 2 3 4
C l2ClC
2 3 4 |2c l4c|2C| 6 7 0
Cla2c|c
6 7 0 1 2 3 4

EXAMPLE OF HOW MANY ELEMENTARY BUMPS, 900, WOULD BE ASSIGNED
LOCATIONS IN AN IMAGE, AND THOSE LOCATIONS WOULD BE ASSOCIATED
WITH A CORRESPONDING BIT PLANE IN THE N-BIT WORD, HERE TAKEN
AS N=8 WITH INDEXES OF 0-7. ONE LOCATION, ASSOCIATED WITH BIT
PLANE "5" HAS THE OVERLAY OF THE BUMP PROFILE DEPICTED.



U.S. Patent

Dec. 15, 1998

DIGITAL IMAGE TAKEN
OF CUSTOMER

COMPUTER
PROCESSES NEW
ENCODED IMAGE

952

Sheet 16 of 20

5,850,481

FIG. 22

942

/

PRINTS
PROCESSED
IMAGE ONTO

PLASTIC CARD

ADPRENERRY.AE
STl

054

I"™950




U.S. Patent Dec. 15, 1998 Sheet 17 of 20 5,850,481

FIG. 23 CABLE, 964,
TO DATA LINE,
966
960
962
2|3 —
41|56 /
7]18]|9 958
0

CONTAINS RUDIMENTARY OPTICAL SCANNER,
MEMORY BUFFERS, COMMUNICATIONS DEVICES,
AND MICROPROCESSOR

CONSUMER MERELY PLACES CARD INTO WINDOW

AND CAN, AT THEIR PREARRANGED OPTION, EITHER
TYPE IN APERSONAL IDENTIFICATION NUMBER

(PIN, FOR ADDED SECURITY) OR NOT. THE TRANSACTION
IS APPROVED OR DISAPPROVED WITHIN SECONDS.




U.S. Patent Dec. 15, 1998 Sheet 18 of 20 5,850,481

FIG. 24

"

~

ESII)

Y ¢

ORIGINAL DIGITAL IMAGE WITH COMPUTER GENERATES MASTER
BARCODE AND FIDUCIALS SNOWY IMAGE WHICH IS

ADDED GENERALLY ORTHOGONAL TO
ORIGINAL IMAGE AT LEFT

N

A

ST TNTONE TATER
+ . '- .-:::;::::.Tt: 950

COMBINED TO FORM PERSONAL CASH CARD



5,850,481

Sheet 19 of 20

Dec. 15, 1998

U.S. Patent

INNODOV QHVYD S11a3H0D
INNOD2Y LNYHOHIW SLIg3d YHOMLIN TVHINIO 2}
TVINIQ HO TVAOHAAY T¥NId SANIS YHOMLIN TVHINID ‘Hi
HILSYIN LSNIVOY SLINSIH SHOFHO YHOMLIN TYHINID 0}
MHOMLIN TVHINID OL S1TNS3IH LONAOH 104d
HNO4-ALNIML IHL SLINSNYHL H3AY3Y 6
11NS3Y S3HOLS
‘NVOS AHVO ANV NHILLVd INY1INS3Y
40 1ONA0Hd 100 SWHO4H3d H3avay ‘g8
SNHI11vd
TYNODOHLHO 40 13S H3H13D0L SAav H3av3y 've
S13S "YNO4-ALNIML IHL HONOYHL Sd31S HIAVIY '8
SHIgGWNN WOANVH 40 S13S
JHL ANV MO LSHId SLINSNVHL ¥HOMLIN TVHLINID *Z
SNHILLV TVILVS TYNODOHLIHO M¥9 40 13SV OL
SIXIANI FHY SHIGNNN WOANYY FHL IHIHM
‘SHIGWNN WOANVYH LONILSIA N3FLXIS 40 S13S
HNO4-ALNIML STLVHINTD MHOMLIN TYHINID MO 419
JONVIVE LNNODOV ANY
‘O4NI LNVHOHIW ‘Nid ‘Al STIJIHIA YHOMLIN TYHINID 'S
MHOMLIN TVHINIO OL INNOWY NOILOVSNVHL 31S3N03Y
ANV ‘NOILYWHOANI INVHOHIW “(NId) ‘al SON3S H3avay v
SINVHSANYH MHOMLIAN V1¥A INNOJOY IVHLINID STIvO HIAVY3IH €
HIGWNN Nid NI SAIM HISN 1TYNOILJO 2
dl SNOSHId SLOVHLXT ‘AHOWIW
NI STHOLS ‘A4vO NO IOVINI SNYDS HIavIy '+

SdILS NOILOVSNVHL IVOIdAL Gc Bl



U.S. Patent Dec. 15, 1998 Sheet 20 of 20 5,850,481

FIG. 26
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ARE ALL HOOKED UP TO THE SAME NETWORK CONTINUOUSLY
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STEGANOGRAPHIC SYSTEM

RELATED APPLICATION DATA

This application is a continuation in part of allowed
application Ser. No. 08/327,426, filed Oct. 21, 1994,
(scheduled to issue as U.S. Pat. No. 5,768,426 on Jun. 16,
1998), which is a continuation in part of application Ser. No.
08/215,289, filed Mar. 17, 1994, now abandoned, which is a
continuation in part of application Ser. No. 08/154,866, filed
Nov. 18, 1993, now abandoned.

FIELD OF THE INVENTION

The present invention relates to the embedding of robust
identification codes in electronic, optical and physical
media, and the subsequent, objective discernment of such
codes even after intervening distortion or corruption of the
media.

BACKGROUND AND SUMMARY OF THE
INVENTION

“I would never put it in the power of any printer or
publisher to suppress or alter a work of mine, by making him
master of the copy” Thomas Paine, Rights of Man, 1792.

“The printer dares not go beyond his licensed copy”
Milton, Aeropagetica, 1644.

Since time immemorial, unauthorized use and outright
piracy of proprietary source material has been a source of
lost revenue, confusion, and artistic corruption.

These historical problems have been compounded by the
advent of digital technology. With it, the technology of
copying materials and redistributing them in unauthorized
manners has reached new heights of sophistication, and
more importantly, omnipresence. Lacking objective means
for comparing an alleged copy of material with the original,
owners and litigation proceedings are left with a subjective
opinion of whether the alleged copy is stolen, or has been
used in an unauthorized manner. Furthermore, there is no
simple means of tracing a path to an original purchaser of the
material—something which can be valuable in tracing where
a possible “leak” of the material first occurred.

A variety of methods for protecting commercial material
have been attempted. One is to scramble signals via an
encoding method prior to distribution, and descramble prior
to use. This technique, however, is of little use in mass
market audio and visual media, where even a few dollars
extra cost causes a major reduction in market, and where the
signal must eventually be descrambled to be perceived, and
thus can be easily recorded.

Another class of techniques relies on modification of
source audio or video signals to include a subliminal iden-
tification signal, which can be sensed by electronic means.
Examples of such systems are found in U.S. Pat. No.
4,972,471 and European patent publication EP 441,702, as
well as in Komatsu et al, “Authentication System Using
Concealed Image in Telematics,” Memoirs of the School of
Science & Engineering, Waseda University, No. 52, p.
45-60 (1988) (Komatsu uses the term “digital watermark”
for this technique). These techniques have the common
characteristic that deterministic signals with well defined
patterns and sequences within the source material convey
the identification information. For certain applications this is
not a drawback. But in general, this is an inefficient form of
embedding identification information for a variety of rea-
sons: (a) the whole of the source material is not used; (b)
deterministic patterns have a higher likelihood of being
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discovered and removed by a would-be pirate; and (c) the
signals are not generally ‘holographic’ in that identifications
may be difficult to make given only sections of the whole.
(‘Holographic’ is used herein to refer to the property that the
identification information is distributed globally throughout
the coded signal, and can be fully discerned from an
examination of even a fraction of the coded signal. Coding
of this type is sometimes termed “distributed” herein.)
Among the cited references are descriptions of several
programs which perform steganography—described in one
document as “. . . the ancient art of hiding information in
some otherwise inconspicuous information.” These pro-
grams variously allow computer users to hide their own
messages inside digital image files and digital audio files. All
do so by toggling the least significant bit (the lowest order
bit of a single data sample) of a given audio data stream or
rasterized image. Some of these programs embed messages
quite directly into the least significant bit, while other
“pre-encrypt” or scramble a message first and then embed
the encrypted data into the least significant bit.

Our current understanding of these programs is that they
generally rely on error-free transmission of the of digital
data in order to correctly transmit a given message in its
entirety. Typically the message is passed only once, i.e., it is
not repeated. These programs also seem to “take over” the
least significant bit entirely, where actual data is obliterated
and the message placed accordingly. This might mean that
such codes could be easily erased by merely stripping off the
least significant bit of all data values in a given image or
audio file. It is these and other considerations which suggest
that the only similarity between our invention and the
established art of steganography is in the placement of
information into data files with minimal perceptibility. The
specifics of embedding and the uses of that buried informa-
tion diverge from there.

Another cited reference is U.S. Pat. No. 5,325,167 to
Melen. In the service of authenticating a given document,
the high precision scanning of that document reveals pat-
terns and “microscopic grain structure” which apparently is
a kind of unique fingerprint for the underlying document
media, such as paper itself or post-applied materials such as
toner. Melen further teaches that scanning and storing this
fingerprint can later be used in authentication by scanning a
purported document and comparing it to the original finger-
print. Applicant is aware of a similar idea employed in the
very high precision recording of credit card magnetic strips,
as reported in the Feb. 8, 1994, Wall Street Journal, page B1,
wherein very fine magnetic fluxuations tend to be unique
from one card to the next, so that credit card authentication
can be achieved through pre-recording these fluxuations
later to be compared to the recordings of the purportedly
same credit card.

Both of the foregoing techniques appear to rest on the
same identification principles on which the mature science
of fingerprint analysis rests: the innate uniqueness of some
localized physical property. These methods then rely upon a
single judgement and/or measurement of “similarity” or
“correlation” between a suspect and a pre-recording master.
Though fingerprint analysis has brought this to a high art,
these methods are nevertheless open to a claim that prepa-
rations of the samples, and the “filtering” and “scanner
specifications™ of Melen’s patent, unavoidably tend to bias
the resulting judgement of similarity, and would create a
need for more esoteric “expert testimony” to explain the
confidence of a found match or mismatch. An object of the
present invention is to avoid this reliance on expert testi-
mony and to place the confidence in a match into simple
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“coin flip” vernacular, i.e., what are the odds you can call the
correct coin flip 16 times in a row. Attempts to identify
fragments of a fingerprint, document, or otherwise, exacer-
bate this issue of confidence in a judgment, where it is an
object of the present invention to objectively apply the
intuitive “coin flip” confidence to the smallest fragment
possible. Also, storing unique fingerprints for each and every
document or credit card magnetic strip, and having these
fingerprints readily available for later cross-checking,
should prove to be quite an economic undertaking. It is an
object of this invention to allow for the “re-use” of noise
codes and “snowy images” in the service of easing storage
requirements.

Despite the foregoing and other diverse work in the field
of identification/authentication, there still remains a need for
a reliable and efficient method for performing a positive
identification between a copy of an original signal and the
original. Desirably, this method should not only perform
identification, it should also be able to convey source-
version information in order to better pinpoint the point of
sale. The method should not compromise the innate quality
of material which is being sold, as does the placement of
localized logos on images. The method should be robust so
that an identification can be made even after multiple copies
have been made and/or compression and decompression of
the signal has taken place. The identification method should
be largely uneraseable or “uncrackable.” The method should
be capable of working even on fractional pieces of the
original signal, such as a 10 second “riff” of an audio signal
or the “clipped and pasted” sub-section of an original image.

The existence of such a method would have profound
consequences on piracy in that it could (a) cost effectively
monitor for unauthorized uses of material and perform
“quick checks”; (b) become a deterrent to unauthorized uses
when the method is known to be in use and the consequences
well publicized; and (c) provide unequivocal proof of
identity, similar to fingerprint identification, in litigation,
with potentially more reliability than that of fingerprinting.

In accordance with an exemplary embodiment of the
invention, the foregoing and additional objects are achieved
by embedding an imperceptible identification code through-
out a source signal. In the preferred embodiment, this
embedding is achieved by modulating the source signal with
a small noise signal in a coded fashion. More particularly,
bits of a binary identification code are referenced, one at a
time, to control modulation of the source signal with the
noise signal.

The copy with the embedded signal (the “encoded” copy)
becomes the material which is sold, while the original is
secured in a safe place. The new copy is nearly identical to
the original except under the finest of scrutiny; thus, its
commercial value is not compromised. After the new copy
has been sold and distributed and potentially distorted by
multiple copies, the present disclosure details methods for
positively identifying any suspect signal against the original.

Among its other advantages, the preferred embodiments’
use of identification signals which are global (holographic)
and which mimic natural noise sources allows the maximi-
zation of identification signal energy, as opposed to merely
having it present ‘somewhere in the original material.” This
allows the identification coding to be much more robust in
the face of thousands of real world degradation processes
and material tnansformations, such as cutting and cropping
of imagery.

The foregoing and additional features and advantages of
the present invention will be more readily apparent from the
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4

following detailed description thereof, which proceeds with
reference to the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a simple and classic depiction of a one dimen-
sional digital signal which is discretized in both axes.

FIG. 2 is a general overview, with detailed description of
steps, of the process of embedding an “imperceptible”
identification signal onto another signal.

FIG. 3 is a step-wise description of how a suspected copy
of an original is identified.

FIG. 4 is a schematic view of an apparatus for pre-
exposing flmn with identification information in accordance
with another embodiment of the present invention.

FIG. § is a diagram of a “black box” embodiment of the
present invention.

FIG. 6 is a schematic block diagram of the embodiment
of FIG. 5.

FIG. 7 shows a variant of the FIG. 6 embodiment adapted
to encode successive sets of input data with different code
words but with the same noise data.

FIG. 8 shows a variant of the FIG. 6 embodiment adapted
to encode each frame of a videotaped production with a
unique code number.

FIGS. 9A-9C are representations of an industry standard
noise second that can be used in one embodiment of the
present invention.

FIG. 10 shows an integrated circuit used in detecting
standard noise codes.

FIG. 11 shows a process flow for detecting a standard
noise code that can be used in the FIG. 10 embodiment.

FIG. 12 is an embodiment employing a plurality of
detectors in accordance with another embodiment of the
present invention.

FIG. 13 shows an embodiment of the present invention in
which a pseudo-random noise frame is generated from an
image.

FIG. 14 illustrates how statistics of a signal can be used
in aid of decoding.

FIG. 15 shows how a signature signal can be preprocessed
to increase its robustness in view of anticipated distortion,
e.g. MPEG.

FIGS. 16 and 17 show embodiments of the invention in
which information about a file is detailed both in a header,
and in the file itself.

FIGS. 18-20 show details relating to embodiments of the
present invention using rotationally symmetric patterns.

FIG. 21 shows how the invention can be practiced by
encoding “bumps” rather than pixels.

FIGS. 2226 detail aspects of a security card according to
one embodiment of the present invention.

DETAILED DESCRIPTION

In the following discussion of an illustrative embodiment,
the words “signal” and “image” are used interchangeably to
refer to both one, two, and even beyond two dimensions of
digital signal. Examples will routinely switch back and forth
between a one dimensional audio-type digital signal and a
two dimensional image-type digital signal.

In order to fully describe the details of an illustrative
embodiment of the invention, it is necessary first to describe
the basic properties of a digital signal. FIG. 1 shows a classic
representation of a one dimensional digital signal. The






