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ABSTRACT
In a secondary battery protection circuit (200A) having a

protection arrangement (210, 220, 230, 240, 250A) for
protecting a secondary battery (300), by turning a discharge
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protection circuit further has a security arrangement (260,
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The security arrangement has an interface circuit (260) for
interfacing to a portable unit body (500) and an authentica
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encrypting a random number received from the portable unit
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body to return the identi?er t0 the portable unit body
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SECONDARY BATTERY PROTECTION CIRCUIT
COMPRISING A SECURITY ARRANGEMENT

dangerous counterfeit goods to improve safety in the sec
ondary battery. In other Words, the security function means

[0001] This application claims priority to prior application

a function for certi?cating or authenticating a security
identi?er (ID) to preclude, as the counterfeit goods, ones
Which cannot certi?cate or authenticate the security ID. In

JP 2005-70867, the disclosure of Which is incorporated
herein by reference.
BACKGROUND OF THE INVENTION

[0002] This invention relates to a secondary or recharge
able battery protection circuit for use in a battery unit
comprising at least one chargeable electric cell (secondary
battery) such as a lithium ion cell and, in particular, to a

secondary battery protection circuit With a security function.
[0003] Among various types of chargeable electric cells, a
lithium ion cell is particularly Weak against overdischarge or
overcharge. In this connection, it is essential to provide a
secondary battery protection circuit for detecting an over
discharge condition and an overcharge condition to protect
a secondary battery from the overdischarge condition and
the overcharge condition. For this purpose, the secondary

the conventional battery pack, it is possible to easily manu
facture the counterfeit goods thereof. This is because the
conventional battery pack has no function for certi?cating or

authenticating the security ID.
[0006] For this purpose, a proposal is made a neW battery
pack With an integrated circuit (IC) or a microcomputer for
the security function. Such a neW battery pack is called a

security-equipped battery pack. It is dif?cult for the security
equipped battery pack to manufacture counterfeit goods
thereof. HoWever, in the manner Which Will later be

described in conjunction With FIGS. 3 through 5 in detail,
it is feared that the folloWing problems occur in the proposed
or related security-equipped battery pack. That is, the related

security-equipped battery pack comprises not only the
above-mentioned conventional secondary battery protection

battery protection circuit comprises an overdischarge detec

circuit but also a purpose-built security circuit With a secu

tion circuit and an overcharge detection circuit. Such a

rity function for authenticating the security ID and external

secondary battery protection circuit is disclosed, for

circuitry Which are mounted on a protection board. As a
result, a lot of parts are required and a mounted area

example, in US. Pat. No. 6,340,880 issued to Yasuhisa

Higashijima et al. In addition, the secondary battery protec

occupied on the protection board is large. It is therefore

tion circuit may detect an overcurrent condition during

disadvantageous in that the related security-equipped battery

discharge of the secondary battery to protect the secondary

pack increases in cost greatly on the Whole. In addition,
inasmuch as turning-on/olf of the battery pack in itself is

cell from the overcurrent condition. In this event, the sec

ondary battery protection circuit may comprise an overcur

carried out by the secondary battery protection circuit,

rent detection circuit as Well as the overdischarge detection

ary battery protection circuit is disclosed, for example, in

turning-on/olf caused by the ID authentication using the
security circuit is controlled by portable unit bodies such as
cellular phones side. Accordingly, it is impossible to power

US. Pat. No. 6,642,694 issued to Yuji Yamanaka et al.

off by the battery pack singly.

circuit and the overcharge detection circuit. Such a second

Furthermore, the secondary battery protection circuit further
SUMMARY OF THE INVENTION

may comprise a short-circuit detection circuit. Such a sec

ondary battery protection circuit is disclosed, for example, in
Japanese Unexamined Patent Application Publication of
Tokkai No. 2002-272001 or JP-A 2002-272001.

[0004] In the manner Which Will later be described in
conjunction With FIGS. 1 and 2, a conventional battery unit

comprises the above-mentioned secondary battery protec
tion circuit, a secondary battery, a discharge control sWitch,
and a charge control sWitch. The battery unit is also called
a battery pack in the art. The discharge control sWitch and
the charge control sWitch comprise ?rst and second metal
oxide semiconductor ?eld effect transistors (MOSFETs)

[0007]

It is therefore an object of the present invention to

provide a secondary battery protection circuit With a security
function that is capable of making full use of the security
function With a loW parts count.

[0008]

Other objects of this invention Will become clear as

the description proceeds.
[0009]

According to an aspect of this invention, a second

ary battery protection circuit comprises a protection arrange
ment for protecting a secondary battery, by turning a dis

containing ?rst and second parasitic diodes, respectively.

charge control sWitch and a charge control sWitch on and off,
so as to prevent the secondary battery from overdischarging

The ?rst parasitic diode is connected to the ?rst MOSFET so
that a forWard direction of the ?rst parasitic diode coincides

and overcharging, and a security arrangement for precluding
counterfeit goods of a battery pack.

With a charging direction of the secondary battery. The
second parasitic diode is connected to the second MOSFET
so that a forWard direction of the second parasitic diode

coincides With a discharging direction of the secondary
battery. Each of the ?rst and the second parasitic diodes is
called a body diode. Such a battery unit or pack is disclosed,
for example, in Japanese Granted Patent Publication of No.
2,872,365 or JP-B 2872365 under the title of “CHARGE
ABLE POWER UNIT.”

[0005] Such a battery pack is disadvantageous in that it is
possible to easily manufacture counterfeit goods of the
battery pack. This is because the battery pack comprises no

security function. Among this speci?cation, the “security
function” means a function for precluding inferior and

[0010] In the afore-mentioned secondary battery protec
tion circuit, the protection arrangement may comprise an
overdischarge detection circuit for detecting an overdis
charge in the secondary battery, an overcharge detection
circuit for detecting an overcharge in the secondary battery,
and a protection control logic circuit, connected to the
overdischarge detection circuit and the overcharge detection
circuit, for controlling turning-on/olf of the discharge con
trol sWitch and the charge control sWitch. The security
arrangement may comprise an interface circuit for interfac
ing to a portable unit body and an authentication circuit,
connected to the interface circuit, for calculating an identi
?er obtained by encrypting a random number received from
the portable unit body to return the identi?er to the portable
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unit body. The authentication circuit may be connected to

the protection control logic circuit. In this event, the authen
tication circuit preferably may make the protection control
logic circuit turn at least one of the discharge control sWitch
and the charge control switch off When decision of the

counterfeit goods is made.

[0011] In the afore-mentioned secondary battery protec
tion circuit, the protection arrangement may comprise an
overdischarge detection circuit for detecting an overdis
charge in the secondary battery, an overcharge detection
circuit for detecting an overcharge in the secondary battery,

security arrangement may comprise an interface circuit for
interfacing to a portable unit body and an authentication
circuit, connected to the interface circuit, for calculating an
identi?er obtained by encrypting a random number received
from a portable unit body to return the identi?er to the
portable unit body. The authentication circuit may be con
nected to the protection control logic circuit. In this event,
the authentication circuit preferably may make the protec
tion control logic circuit turn at least one of the discharge
control sWitch and the charge control switch off When
decision of the counterfeit goods is made.

an overcurrent detection circuit for detecting an overcurrent

[0014] On describing the gist another aspect of this inven

in the secondary battery, and a protection control logic
circuit, connected to the overdischarge detection circuit, the
overcharge detection circuit, and the overcurrent detection
circuit, for controlling turning-on/off of the discharge con
trol sWitch and the charge control sWitch. The security

tion, it is possible to be understood that a security-equipped

arrangement may comprise an interface circuit for interfac
ing to a portable unit body and an authentication circuit,
connected to the interface circuit, for calculating an identi
?er obtained by encrypting a random number received from
the portable unit body to return the identi?er to the portable
unit body. The authentication circuit may be connected to
the protection control logic circuit. In this event, the authen
tication circuit preferably may make the protection control
logic circuit turn at least one of the discharge control sWitch
and the charge control switch off When decision of the
counterfeit goods is made.

[0012] In the afore-mentioned secondary battery protec
tion circuit, the protection arrangement may comprise an
overdischarge detection circuit for detecting an overdis
charge in the secondary battery, an overcharge detection
circuit for detecting an overcharge in the secondary battery,
a short-circuit detection circuit for detecting a short circuit

betWeen external connection terminals, and a protection

battery pack has a pack positive electrode terminal, a pack
negative electrode terminal and a pack input/output termi
nal. The security-equipped battery pack comprises a sec
ondary battery having a cathode connected to the pack
positive electrode terminal and an anode, a discharge control
sWitch and a charge control sWitch, disposed betWeen the

anode and the pack negative electrode terminal, connected in
series With each other. The discharge control sWitch has a
discharge control terminal. The charge control sWitch has a

charge control terminal. The security-equipped battery pack
comprises a security-equipped secondary battery protection
circuit Which has a protection poWer source terminal con

nected to the cathode through a ?rst resistor, a protection
ground terminal connected to the anode, an overdischarge
detection output terminal connected to the discharge control

terminal, an overcharge detection output terminal connected
to the charge control terminal, and a protection input/output
terminal connected to the pack input/output terminal.

[0015] According to the other aspect of this invention, the

above-understood security-equipped secondary battery pro
tection circuit comprises a protection arrangement, con
nected to the protection poWer source terminal, the overdis

control logic circuit, connected to the overdischarge detec
tion circuit, the overcharge detection circuit, and the short
circuit detection circuit, for controlling turning-on/olf of the
discharge control sWitch and the charge control sWitch. The
security arrangement may comprise an interface circuit for

charge detection output terminal, and the overcharge
detection output terminal, for protecting the secondary bat
tery, by turning the discharge control sWitch and the charge

interfacing to a portable unit body and an authentication
circuit, connected to the interface circuit, for calculating an
identi?er obtained by encrypting a random number received
from the portable unit body to return the identi?er to the
portable unit body. The authentication circuit may be con
nected to the protection control logic circuit. In this event,
the authentication circuit preferably may make the protec
tion control logic circuit turn at least one of the discharge
control sWitch and the charge control sWitch off When
decision of the counterfeit goods is made.

rity arrangement, connected to the protection input/output
terminal, for precluding counterfeit goods of a secondary

[0013] In the afore-mentioned secondary battery protec
tion circuit, the protection arrangement may comprise an
overdischarge detection circuit for detecting an overdis
charge in the secondary battery, an overcharge detection
circuit for detecting an overcharge in the secondary battery,
an overcurrent detection circuit for detecting an overcurrent

in the secondary battery, a short-circuit detection circuit for
detecting a short circuit betWeen external connection termi
nals, and a protection control logic circuit, connected to the

overdischarge detection circuit, the overcharge detection
circuit, the overcurrent detection circuit, and the short

circuit detection circuit, for controlling turning-on/olf of the
discharge control sWitch and the charge control sWitch. The

control sWitch on and off, so as to prevent the secondary

battery from overdischarging and overcharging, and a secu

pack.
[0016] In the afore-mentioned security-equipped battery
pack, the protection arrangement may comprise an overdis
charge detection circuit, connected to the protection poWer
source terminal, for detecting an overdischarge in the sec

ondary battery, an overcharge detection circuit, connected
the protection poWer source terminal, for detecting an over

charge in the secondary battery, and a protection control
logic circuit, connected to the overdischarge detection cir

cuit, the overcharge detection circuit, the overdischarge
detection output terminal, and the overcharge detection
output terminal, for controlling turning-on/olf of the dis
charge control sWitch and the charge control sWitch. The
security arrangement may comprise an interface circuit,
connected to the protection input/ output terminal, for inter
facing to a portable unit body and an authentication circuit,
connected to the interface circuit, for calculating an identi
?er obtained by encrypting a random number received from
the portable unit body to return the identi?er to the portable
unit body. The authentication circuit may be connected to

the protection control logic circuit. In this event, the authen
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tication circuit preferably may make the protection control
logic circuit turn at least one of the discharge control sWitch
and the charge control switch off When decision of the

at least one of the discharge control sWitch and the charge
control switch off When decision of the counterfeit goods is
made.

counterfeit goods is made.

[0019] In the afore-mentioned security-equipped battery

[0017] In the afore-mentioned security-equipped battery

pack, the security-equipped secondary battery protection

pack, the security-equipped secondary battery protection
circuit further may have an detection input terminal con

nected to the pack negative electrode terminal through a

second resistor. The protection arrangement may comprise
an overdischarge detection circuit, connected to the protec
tion poWer source terminal, for detecting an overdischarge in
the secondary battery, an overcharge detection circuit, con
nected the protection poWer source terminal, for detecting an
overcharge in the secondary battery, an overcurrent detec
tion circuit, connected to the detection input terminal, for
detecting an overcurrent in the secondary battery, and a

circuit further may have an detection input terminal con

nected to the pack negative electrode terminal through a

second resistor. The protection arrangement may comprise
an overdischarge detection circuit, connected to the protec
tion poWer source terminal, for detecting an overdischarge in
the secondary battery, an overcharge detection circuit, con
nected the protection poWer source terminal, for detecting an
overcharge in the secondary battery, an overcurrent detec
tion circuit, connected to the detection input terminal, for
detecting an overcurrent in the secondary battery, a short
circuit detection circuit, connected to the detection input
terminal, for detecting a short circuit betWeen the pack

protection control logic circuit, connected to the overdis
charge detection circuit, the overcharge detection circuit, the
overcurrent detection circuit, the overdischarge detection
output terminal, and the overcharge detection output termi

positive electrode terminal and the pack negative electrode
terminal, and a protection control logic circuit, connected to
the overdischarge detection circuit, the overcharge detection

nal, for controlling turning-on/olf of the discharge control

detection circuit, the overdischarge detection output termi
nal, and the overcharge detection output terminal, for con
trolling tuming-on/olf of the discharge control sWitch and
the charge control sWitch. The security arrangement may
comprise an interface circuit, connected to the protection
input/output terminal, for interfacing to a portable unit body

sWitch and the charge control sWitch. The security arrange
ment may comprise an interface circuit, connected to the

protection input/output terminal, for interfacing to a portable
unit body and an authentication circuit, connected to the

interface circuit, for calculating an identi?er obtained by
encrypting a random number received from the portable unit
body to return the identi?er to the portable unit body. The
authentication circuit may be connected to the protection
control logic circuit. In this event, the authentication circuit
preferably may make the protection control logic circuit turn
at least one of the discharge control sWitch and the charge
control switch off When decision of the counterfeit goods is
made.

[0018] In the afore-mentioned security-equipped battery

circuit, the overcurrent detection circuit, the short-circuit

and an authentication circuit, connected to the interface

circuit, for calculating an identi?er obtained by encrypting a
random number received from the portable unit body to
return the identi?er to the portable unit body. The authen
tication circuit may be connected to the protection control
logic circuit. In this event, the authentication circuit prefer
ably may make the protection control logic circuit tum at
least one of the discharge control sWitch and the charge
control switch off When decision of the counterfeit goods is
made.

pack, the security-equipped secondary battery protection
circuit further may have an detection input terminal con

BRIEF DESCRIPTION OF THE DRAWING

nected to the pack negative electrode terminal through a

second resistor. The protection arrangement may comprise

[0020]

an overdischarge detection circuit, connected to the protec
tion poWer source terminal, for detecting an overdischarge in
the secondary battery, an overcharge detection circuit, con
nected the protection poWer source terminal, for detecting an
overcharge in the secondary battery, a short-circuit detection
circuit, connected to the detection input terminal, for detect
ing a short circuit betWeen the pack positive electrode
terminal and the pack negative electrode terminal, and a

pack Without a security function;

protection control logic circuit, connected to the overdis
charge detection circuit, the overcharge detection circuit, the
short-circuit detection circuit, the overdischarge detection
output terminal, and the overcharge detection output termi

security-equipped battery pack is connected to a portable

nal, for controlling turning-on/olf of the discharge control
sWitch and the charge control sWitch. The security arrange
ment may comprise an interface circuit, connected to the

protection input/output terminal, for interfacing to a portable
unit body and an authentication circuit, connected to the

interface circuit, for calculating an identi?er obtained by
encrypting a random number received from the portable unit
body to return the identi?er to the portable unit body. The
authentication circuit may be connected to the protection
control logic circuit. In this event, the authentication circuit
preferably may make the protection control logic circuit turn

[0021]

FIG. 1 is a block diagram of a conventional battery
FIG. 2 is a vieW for use in describing operation of

the conventional battery pack illustrated in FIG. 1;
[0022]

FIG. 3 is a block diagram of a related security

equipped battery pack;
[0023]

FIG. 4 is a vieW shoWing a state Where the related

unit body;
[0024]

FIG. 5 is a How chart for use in describing an

example (a challenge response scheme) of the security
function in the related security-equipped battery pack illus
trated in FIG. 3;
[0025]

FIG. 6 is a block diagram of a security-equipped

battery pack comprising a security-equipped secondary bat
tery protection circuit according to an embodiment of this

invention;
[0026]

FIG. 7 is a vieW shoWing a state Where the secu

rity-equipped battery pack is connected to a portable unit

body;
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[0027]

FIG. 8 is a How chart for use in describing a ?rst

[0034] The secondary battery protection circuit 200 com

example (a challenge response scheme) of the security

prises an overdischarge detection circuit 210, an overcharge

function in the security-equipped battery pack illustrated in
FIG. 6;

detection circuit 220, an overcurrent detection circuit 230, a

[0028]

FIG. 9 is a How chart for use in describing a second

short-circuit detection circuit 240, and a protection control

logic circuit 250.

example (a continuous challenge scheme) of the security

[0035]

function in the security-equipped battery pack illustrated in

overdischarge detection circuit 210 is set With an overdis

Referring to FIG. 2 in addition to FIG. 1, the

FIG. 6; and

charge detection threshold voltage Vth(od). Speci?cally, the

[0029]

overdischarge detection circuit 210 compares the battery
voltage Vcc With the overdischarge detection threshold

FIG. 10 is a How chart for use in describing a third

example (a continuous response scheme) of the security
function in the security-equipped battery pack illustrated in
FIG. 6.

voltage Vth(od) during discharge. When the battery voltage
Vcc is loWer than the overdischarge detection threshold

voltage Vth(od), the overdischarge detection circuit 210
DESCRIPTION OF THE PREFERRED
EMBODIMENT

[0030] Referring to FIG. 1, a conventional battery unit
100 comprising a conventional secondary battery protection
circuit 200 Will be described at ?rst in order to facilitate an

understanding of the present invention.
[0031] The battery unit 100 may be called a battery pack.
The battery pack 100 has a pair of external connection

judges that the secondary battery 300 is put into an “over
discharge condition” to send an overdischarge detected
signal having a logic loW level to the logic circuit 25.

Responsive to the overdischarge detected signal, the protec
tion control logic circuit 250 produces a signal of a logic loW

level from the overdischarge detection output terminal (a
?rst gate drive terminal) DOUT. On the other hand, during
discharge, When the battery voltage Vcc is higher than an

betWeen Which a load 700 or a charger 800 is connected. In

overdischarge return voltage (Vth(od)+Vhy(od)) obtained
by adding an overdischarge hysteresis voltage Vhy(od) to
the overdischarge detection threshold voltage Vth(od), the

the pair of external connection terminals, one is a pack
positive electrode terminal P+(PA) and another is a pack

protection cancellation signal having a logic high level to the

terminals (pack electrode terminals) P+(PA) and P-(PA)

negative electrode terminal P-(PA). BetWeen the pack posi
tive electrode terminal P+(PA) and the pack negative elec
trode terminal P-(PA), the load 700 or the charger 800 are

selectively connected.
[0032] The illustrated battery unit or pack 100 comprises
a secondary battery 300 including at least one lithium ion

cell (Which is also called a unit cell). The secondary battery
300 is connected betWeen a protection poWer source termi

nal VDD(PR) and a protection ground terminal VSS(PR) to
generate a battery voltage Vcc. In other Words, the second
ary battery 300 has a cathode connected to the protection
poWer source terminal VDD(PR) and an anode connected to

the protection ground terminal VSS(PR). The protection
poWer source terminal VDD(PR) is connected to the pack

positive electrode terminal P+(PA) through a resistor R1.
The secondary battery 300 is connected in parallel With the

secondary battery protection circuit 200.
[0033] More speci?cally, the secondary battery protection
circuit 200 has the protection poWer source terminal

VDD(PR), the protection ground terminal VSS(PR), an
overdischarge detection output terminal DOUT, an over
charge detection output terminal COUT, and a detection

input terminal V—. The secondary battery 300 has the
cathode Which is connected to the protection poWer source

terminal VDD(PR) of the secondary battery protection cir
cuit 200 through the resistor R1. The secondary battery 200
has the anode Which is directly connected to the protection

ground terminal VSS(PR) of the secondary battery protec

overdischarge detection circuit 210 sends an overdischarge

protection control logic circuit 250. Responsive to the over

discharge protection cancellation signal, the protection con
trol logic circuit 250 produces a signal of the logic high level
from the overdischarge detection output terminal DOUT.

[0036] LikeWise, the overcharge detection circuit 220 is
set With an overcharge detection threshold voltage Vth(oc).
Speci?cally, the overcharge detection circuit 210 compares
the battery voltage Vcc With the overcharge detection thresh

old voltage Vth(oc) during charge. When the battery voltage
Vcc is higher than the overcharge detection threshold volt
age Vth(oc), the overcharge detection circuit 220 judges that
the secondary battery 300 is put into an “overcharge con
dition” to send an overcharge detected signal having a logic
loW level to the protection control logic circuit 250. Respon
sive to the overcharge detected signal, the protection control
logic circuit 250 produces a signal of the logic loW level
from the overcharge detection output terminal (a second gate

drive terminal) COUT. On the other hand, during charge,
When the battery voltage Vcc is loWer than an overcharge

return voltage (Vth(oc)-Vhy(oc)) obtained by subtracting
an overcharge hysteresis voltage Vhy(oc) from the over

charge detection threshold voltage Vth(oc), the overcharge
detection circuit 220 sends an overcharge protection can

cellation signal having a logic high level to the protection
control logic circuit 250. Responsive to the overcharge

protection cancellation signal, the protection control logic
circuit 250 produces a signal of the logic high level from the
overcharge detection output terminal COUT.

tion circuit 200. BetWeen the protection poWer source ter

[0037]

minal VDD(PR) and the protection ground terminal

the anode (an minus electrode) of the secondary battery 300
and the pack negative electrode terminal P-(PA) of the
battery pack 100, the ?rst and the second ?eld effect

VSS(PR), a capacitor C1 is connected. In addition, the
cathode of the secondary battery 300 is connected to the

pack positive electrode terminal P+(PA) of the battery pack
100. The anode of the secondary battery 300 is grounded and
is connected to the pack negative electrode terminal P-(PA)
of the battery pack 100 through ?rst and second ?eld effect
transistors FET1 and FET2 Which Will later be described.

In the manner Which is described above, betWeen

transistors FET1 and FET2 are connected in series With each
other. The ?rst ?eld effect transistor FET1 is operable as a
discharge control FET or a discharge control sWitch While
the second ?eld effect transistor FET2 is operable as a
charge control FET or a charge control sWitch. In the
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example being illustrated, each of the ?rst and the second

output characteristic of the overdischarge detection circuit

?eld effect transistors FET1 and FET2 consists of an n-chan

210 on discharging While a solid line represents an output
characteristic of the overcharge detection circuit 220 on

nel metal oxide semiconductor ?eld effect transistor (MOS
FET). The ?rst ?eld effect transistor FET1 has a ?rst source
S1 connected to the anode of the secondary battery 300 or
the ground terminal, a ?rst gate G1 connected to the over

discharge detection output terminal DOUT of the secondary
battery protection circuit 200, and a ?rst drain D1. The ?rst
gate G1 of the ?rst ?eld effect transistor FET1 is operable as
a ?rst or discharge control terminal of the discharge control
sWitch. The second ?eld effect transistor FET2 has a second
source S2 connected to the pack negative electrode terminal
P-(PA), a second gate G2 connected to the overcharge

detection output terminal COUT of the secondary battery
protection circuit 200, and a second drain D2 connected to
the ?rst drain D1 of the ?rst ?eld effect transistor FET1. The
second gate G2 of the second ?eld effect transistor FET2 is
operable as a second or charge control terminal of the charge
control sWitch. An arrangement of the ?rst and the second
?eld effect transistors FET1 and FET2 may be exchanged.

[0038]

When the ?rst gate G1 of the ?rst ?eld effect

charging. An operation on discharging Will be ?rst described
and an operation on charging Will be successively described.

[0041] On discharging of the battery pack 100, the load
700 is connected betWeen the pack positive electrode ter

minal P+(PA) and the pack negative electrode terminal
P-(PA). While the secondary battery 300 is discharged, as
shoWn in the broken line in FIG. 2, the battery voltage Vcc
of the secondary battery 300 becomes gradually loW. When
the battery voltage Vcc is ?nally loWer than the overdis
charge detection threshold voltage Vth(od), the overdis
charge detection circuit 210 produces the overdischarge
detected signal having the logic loW level. Responsive to the

overdischarge detected signal, the protection control logic
circuit 250 sends the signal of the logic loW level from the
overdischarge detection output terminal DOUT to the ?rst
gate G1 of the ?rst ?eld effect transistor FET1. Thereby, the
?rst ?eld effect transistor FET1 is turned off and the over

discharge is prevented.

transistor FET1 is supplied With the signal having the logic
[0042]

When an effect that the secondary battery 300 is put

loW level from the overdischarge detection output terminal
DOUT, the ?rst ?eld effect transistor FET1 is turned off. On
the other hand, When the ?rst gate G1 of the ?rst ?eld effect

into an overdischarge condition is noti?ed to a user by any
noti?cation arrangement, the user removes the load 700

transistor FET1 is supplied With the having the logic high
level from the overdischarge detection output terminal

and connects the charger 800 for the load 700 With the

DOUT, the ?rst ?eld effect transistor FET1 is turned on.

Similarly, When the second gate G2 of the second ?eld effect
transistor FET2 is supplied With the signal having the logic
loW level from the overcharge detection output terminal
COUT, the second ?eld effect transistor FET2 is turned off.
When the second gate G2 of the second ?eld effect transistor

FET2 is supplied With the signal having the logic high level
from the overcharge detection output terminal COUT, the

from the external connection terminals P+(PA) and P-(PA)

external connection terminals P+(PA) and P-(PA). Accord
ingly, charging of the secondary battery 300 starts. In this
event, a charging current ?oWs through the ?rst parasitic
diode in the ?rst ?eld effect transistor FET1. Thereafter,

When the battery voltage Vcc of the secondary battery 300
is higher than the overdischarge return voltage (Vth(od)+
Vhy(od)), the overdischarge detection circuit 210 produces

second ?eld effect transistor FET2 is turned on.

the overdischarge protection cancellation signal having the
logic high level. Responsive to the overdischarge protection

[0039] Although illustration is omitted from FIG. 1, in the

cancellation signal, the protection control logic circuit 250
sends the signal having the logic high level from the

manner Which is described in the above-mentioned JP-B
2872365, the ?rst ?eld effect transistor FET1 has a ?rst

overdischarge detection output terminal DOUT to the ?rst
gate G1 of the ?rst ?eld effect transistor FET1. Thereby, the

parasitic diode While the second ?eld effect transistor FET2
has a second parasitic diode. The ?rst parasitic diode is
connected in parallel With the ?rst ?eld effect transistor

?rst ?eld effect transistor FET1 is turned on.

FET1 so that a forWard direction of the ?rst parasitic diode

While charging of the secondary battery 300 is continued, the
battery voltage Vcc of the secondary battery 300 becomes

coincides With a charging direction of the secondary battery
300. That is, the ?rst parasitic diode has a ?rst anode
connected to the ?rst source S1 of the ?rst ?eld effect
transistor FET1 and a ?rst cathode connected to the ?rst
drain D1 of the ?rst ?eld effect transistor FET1. The second

parasitic diode is connected in parallel With the second ?eld
effect transistor FET2 so that a forWard direction of the

second parasitic diode coincides With a discharging direction

of the secondary battery 300. That is, the second parasitic
diode has a second anode connected to the second source S2
of the second ?eld effect transistor FET2 and a second

[0043]

NoW, in the manner Which is described above,

gradually high, as shoWn in the solid line in FIG. 2. When

the battery voltage Vcc is ?nally higher than the overcharge
detection threshold voltage Vth(oc), the overcharge detec
tion circuit 220 produces the overcharge detected signal
having the logic loW level. Responsive to the overcharge
detected signal, the protection control logic circuit 250 sends
the signal having the logic loW level from the overcharge
detection output terminal COUT to the second gate G2 of the
second ?eld effect transistor FET2. Thereby, the second ?eld
effect transistor FET2 is turned off and the overcharge is

cathode connected to the second drain D2 of the second ?eld
effect transistor FET2.

prevented.

[0040]

Referring noW to FIG. 2 in addition to FIG. 1,

into an overcharge condition is noti?ed to a user by any

description Will be made as regards operation of the battery
unit (the battery pack) 100 illustrated in FIG. 1. In FIG. 2,
the abscissa represents the battery voltage Vcc and the
ordinate represents an output D0 of the overdischarge

noti?cation arrangement, the user decides that the charging
is completed. Thereafter, the user removes the charger 800

detection circuit 210 or an output C0 of the overcharge
detection circuit 220. In FIG. 2, a broken line represents an

external connection terminals P+(PA) and P-(PA). Accord
ingly, discharging of the secondary battery 300 starts. In this

[0044]

When an effect that the secondary battery 300 is put

from the external connection terminals P+(PA) and P-(PA)
and connects the load 700 for the charger 800 With the
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for certi?cating or authenticating a security identi?er (ID) to

event, a discharging current ?oWs through the second para
sitic diode in the second ?eld effect transistor FET2. There

preclude, as the counterfeit goods, ones Which cannot cer

after, When the battery voltage Vcc of the secondary battery
300 is loWer than the overcharge return voltage (Vth(oc)—
Vhy(oc)), the overcharge detection circuit 220 produces the

battery pack 100 illustrated in FIG. 1, it is possible to easily
manufacture the counterfeit goods of the battery pack 100.

overcharge protection cancellation signal having the logic
high level. Responsive to the overcharge protection cancel
lation signal, the protection control logic circuit 250 sends
the signal having the logic high level from the overcharge
detection output terminal COUT to the second gate G2 of the
second ?eld effect transistor FET2. Thereby, the second ?eld
effect transistor FET2 is turned on.

[0045] Turning back to FIG. 1, description Will proceed to
the overcurrent detection circuit 230 and the short-circuit

detection circuit 240. The secondary battery protection cir
cuit 200 has the detection input terminal V- in the manner
Which is described above. The detection input terminal V

is connected to the pack negative electrode terminal P-(PA)
of the battery pack 100 through a resistor R2. In addition, a

capacitor C2 may be connected betWeen the pack positive
electrode terminal P+(PA) and the pack negative electrode
terminal P-(PA) of the battery pack 100 and a capacitor C3
may be connected betWeen the pack negative electrode
terminal P-(PA) of the battery pack 100 and the protection
ground terminal VSS(PR). The capacitors C2 and C3 are for
improving a resisting amount of voltage variations and
extraneous noises.

[0046]

The overcurrent detection circuit 230 is connected

to the detection input terminal V—. When the overcurrent
detection circuit 230 detects that an overcurrent ?oWs as a

discharge current on discharging, the overcurrent detection
circuit 230 sends an overcurrent detected signal to the
protection control logic circuit 250. Responsive to the over

current detected signal, the protection control logic circuit
250 sends the signal having the logic loW level from the
overdischarge detection output terminal DOUT to the ?rst
gate G1 of the ?rst ?eld effect transistor FET1. Thereby, the
?rst ?eld effect transistor FET1 is turned off, the discharge
of the secondary battery 300 is prohibited, and it results in

protection of the secondary battery 300.
[0047] The short-circuit detection circuit 240 is also con
nected to the detection input terminal V—. When the short

ti?cate or authenticate the security ID. In the conventional

This is because the conventional battery pack 100 has no
function for certi?cating or authenticating the security ID, as
mentioned in the preamble of the instant speci?cation.
[0049] For this purpose, a proposal is made a neW battery
pack With an integrated circuit (IC) or a microcomputer for
the security function. Such a neW battery pack is called a

security-equipped battery pack.
[0050]

Referring to FIG. 3, a related security-equipped

battery pack 100A Will be described in order to facilitate an
understanding of the present invention. The illustrated secu

rity-equipped battery pack 100A is similar in structure to the
conventional battery pack 100 illustrated in FIG. 1 except
that the security-equipped battery pack 100A further com

prises a security circuit (security IC) and external circuitry
Which Will later be described. Accordingly, ones having
functions similar to those illustrated in FIG. 1 are depicted
at the same reference symbols and description thereof is

omitted in order to simplify description.

[0051] The security-equipped battery pack 100A has a

pack input/output terminal (communication terminal)
I/O(PA) for security. The security circuit 400 has a security
poWer source terminal VDD(SE), a security ground terminal
VSS(SE), and a security input/output terminal (a commu
nication terminal) I/O(SE). The security poWer source ter
minal VDD(SE) of the security circuit 400 is connected to

the pack positive electrode terminal P+(PA) of the security
equipped battery pack 100A through a resistor R3. The
security ground terminal VSS(SE) of the security circuit 400
is connected to the pack negative electrode terminal P-(PA)
of the security-equipped battery pack 100A through a resis
tor R4. The security input/output terminal (communication
terminal) I/O(SE) of the security circuit 400 is connected to

the pack input/output terminal (communication terminal)
I/O(PA) through a resistor R5. The security input/output

terminal (communication terminal) I/O(SE) of the security
circuit 400 is connected to the pack negative electrode

terminal P-(PA) of the security-equipped battery pack 100A

circuit detection circuit 240 detects a short circuit betWeen

through a capacitor C4. BetWeen the security poWer source

the external connection terminals P+(PA) and P-(PA) during

terminal VDD(SE) of the security circuit 400 and the pack
negative electrode terminal P-(PA) of the security-equipped

discharging, the short-circuit detection circuit 240 sends a

short-circuit detected signal to the protection control logic
circuit 250. Responsive to the short-circuit detected signal,
the protection control logic circuit 250 sends the signal
having the logic loW level from the overdischarge detection
output terminal DOUT to the ?rst gate G1 of the ?rst ?eld
effect transistor FET1. Thereby, the ?rst ?eld e?fect transis
tor FET1 is turned off, the discharge of the secondary battery
300 is prohibited, and it results in protection of the second
ary battery 300.
[0048] Such a battery pack 100 illustrated in FIG. 1 is
disadvantageous in that it is possible to easily manufacture
counterfeit goods of the battery pack 100. This is because the

conventional battery pack 100 comprises no security func
tion. Among this speci?cation, the “security function”
means a function for precluding inferior and dangerous

battery pack 100A, a capacitor C5 and a varistor or a

voltage-dependent resistor CR1 are connected in parallel
With each other. BetWeen the pack positive electrode termi

nal P+(PA) of the security-equipped battery pack 100A and

the security input/output terminal (communication terminal)
I/O(SE)of the security circuit 400, a resistor R6 is con

nected. BetWeen the security input/ output terminal (commu
nication terminal) I/O(SE) of the security circuit 400 and the
pack negative electrode terminal P-(PA) of the security
equipped battery pack 100A, a varistor or a voltage-depen
dent resistor CR2 is connected. The above-mentioned exter

nal circuitry of the security circuit 400 is for protecting static

electricity.
[0052]

The security circuit 400 comprises an interface

circuit 410 and an authentication circuit or a certi?cation

counterfeit goods to improve safety in the secondary battery

circuit 420. The authentication circuit 420 is connected to

300. In other Words, the security function means a function

the security input/output terminal I/O(SE) of the security
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circuit 400 through the interface circuit 410. The interface
circuit 410 is for interfacing to a portable unit body Which

a normal article. Accordingly, it is possible to usually use the

Will later be described. In the manner Which Will later be
described, the authentication circuit 420 has a function for

other hand, if the calculated value and the generated value
are incompatible With each other at the step S106, the step
S106 is folloWed by a step S109 at Which the microprocessor

calculating an identi?er (ID) obtained by encrypting a
random number received from the portable unit body to
return the identi?er (ID) to the portable unit body.
[0053]

FIG. 4 shoWs a state Where the security-equipped

battery pack 100A is connected to the portable unit body

security-equipped battery pack 100A (step S108). On the

(MPU) 510 decides that the security-equipped battery pack
100A is a counterfeit article. Accordingly, the microproces
sor (MPU) 510 turns circuitry in the portable unit body 500

side olf (step S110).
[0058] According to the security-equipped battery pack

depicted at 500. The portable unit body 500 may be a game
equipment, a handheld terminal, a personal digital assistance
(PDA), a cellular phone, or the like. FIG. 4 illustrates only

manufacture any counterfeit good of the security-equipped

schematic of the security-equipped battery pack 100A and

battery pack 100A.

the external circuitry for the security circuit 400 is omitted
from FIG. 4. The secondary battery protection circuit 200
and the security circuit 400 are mounted on a protection
board 600.

100A having the above-mentioned structure, it is di?icult to

[0059] HoWever, it is feared that the folloWing problems
occur in the related security-equipped battery pack 100A.

That is, the related security-equipped battery pack 100A
comprises not only the above-mentioned conventional sec

[0054] The portable unit body 500 has a unit positive

ondary battery protection circuit 200 but also the purpose

electrode terminal P+(UN), a unit negative electrode termi
nal P-(UN), and a unit input/output terminal I/O(UN) Which
are connected to the pack positive electrode terminal

built security circuit 400 With a function for authenticating
or certi?cating the security ID and external circuitry Which
are mounted on the protection board 600. As a result, a lot

of parts are required in the related security-equipped battery

P+(PA), the pack negative electrode terminal P-(PA), and
the pack input/ output terminal I/O(PA) of the security

pack 100A and a mounted area occupied on the protection

equipped battery pack 100A, respectively. The portable unit

board 600 is large. It is therefore disadvantageous in that the

body 500 comprises a microprocessor (MPU) 510 Which is
connected to the unit input/output terminal I/O(UN).

related security-equipped battery pack 100A increases in

[0055] Referring to FIG. 5 in addition to FIG. 4, descrip
tion Will be made as regards a security function of the

security-equipped battery pack 100A. Although there are
various schemes With regard to the security function,
description Will proceed to a challenge response scheme as
one of the various schemes. In the example being illustrated,
the microprocessor (MPU) 510 is a challenge side While the

security-equipped battery pack 100A is a response side. The
challenge response scheme is a scheme Which comprises the
steps of sending a random number from the challenge side

(the microprocessor 510) to the response side (the security
equipped battery pack 100A), of calculates ciphers in the
challenge side and the response side, and of checking
Whether or not the calculated ciphers coincides With each

other in the challenge side.

[0056] At ?rst, the microprocessor (MPU) 510 generates a
random number at a step S101. The step S101 is folloWed by
a step S102 at Which the microprocessor (MPU) 510 trans
mits the random number to the security circuit 400. The step
S102 is succeeded by a step S103 at Which the micropro

cost greatly on the Whole. In addition, inasmuch as tuming

on/ off of the related security-equipped battery pack 100A in
itself is carried out by the secondary battery protection
circuit 200, turning-on/olf caused by the ID authentication or
certi?cation using the security circuit 400 is controlled by
the portable unit body 500 side. Accordingly, it is impossible
to power off by the related security-equipped battery pack
100A singly, as mentioned also in the preamble the instant

speci?cation.
[0060] Referring to FIG. 6, the description Will proceed to
a security-equipped battery pack 100B according to an
embodiment of this invention. The security-equipped battery
pack 100B is similar in structure to the conventional battery
pack 100 illustrated in FIG. 1 except that the secondary
battery protection circuit is modi?ed from that illustrated in
FIG. 1 as Will later become clear. The secondary battery

protection circuit is therefore depicted at 200A. Accordingly,
ones having functions similar to those illustrated in FIG. 1
are depicted at the same reference symbols and description

thereof is omitted in order to simplify description.

identi?er (ID) obtained by encrypting the random number.

[0061] The secondary battery protection circuit 200A has
a protection input/output terminal I/O(PR). The protection
input/output terminal I/O(PR) of the secondary battery pro

The step S103 proceeds to a step S104 at Which the
authentication circuit 420 in the security circuit 400 calcu

terminal I/O(PA) of the security-equipped battery pack

cessor (MPU) 510 calculates, as a calculated value, an

tection circuit 200A is connected to the pack input/output

lates, a generated value, an identity (ID) obtained by

100B. The secondary battery protection circuit 200A is

encrypting the received random number. The step S104 is
folloWed by a step S105 at Which the microprocessor (MPU)
510 receives the ID from the security circuit 400. The step
S105 is succeeded by a step S106 at Which the micropro

similar in structure to the conventional secondary battery
protection circuit 200 illustrated in FIG. 1 except that the

cessor (MPU) 510 compares the calculated value in the

that the protection control logic circuit is modi?ed from that

microprocessor (MPU) 510 With the generated value in the
security circuit 400.

tion control logic circuit is therefore depicted at 250A.

[0057] If the calculated value and the generated value
coincide With each other at the step S106, the step S106
proceeds to a step S107 at Which the microprocessor (MPU)
510 decides that the security-equipped battery pack 100A is

secondary battery protection circuit 200A further comprises
an interface circuit 260 and an authentication circuit 270 and

illustrated in FIG. 1 as Will later become clear. The protec

[0062]

The authentication circuit 270 is connected to the

protection input/output terminal I/O(PR) of the secondary
battery protection circuit 200A through the interface circuit
260 and is connected to the protection control logic circuit

US 2006/0208850 A1

250A. Inasmuch as the secondary battery protection circuit
200A comprises the authentication circuit 270 for a security
function in the manner Which is described above, the secu

rity battery protection circuit 200A is also called a security
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a step S202 at Which the microprocessor (MPU) 510 trans

mits the random number to the security-equipped secondary
battery protection circuit 200A. The step S202 is succeeded
by a step S203 at Which the microprocessor (MPU) 510

equipped secondary battery protection circuit. The interface

calculates, as a calculated value, an identi?er (ID) obtained

circuit 260 is for interfacing to the portable unit body Which

by encrypting the random number. The step S203 proceeds

Will later be described. In the manner Which Will later be
described, the authentication circuit 270 calculates an iden

to a step S204 at Which the security-equipped secondary
battery protection circuit 200A calculates, as a generated

ti?er (ID) obtained by encrypting a random number received
from the portable unit body to return the identi?er (ID) to the

value, an identi?er (ID) obtained by encrypting the received

portable unit body.
[0063] In the security-equipped secondary battery protec
tion circuit 200A, a combination of the overdischarge detec

tion circuit 210, the overcharge detection circuit 220, the
overcurrent detection circuit 230, the short-circuit detection

circuit 240, and the protection control logic circuit 250A
serves as a protection arrangement for protecting the sec

ondary battery 300, by turning the discharge control sWitch
FET1 and the charge control sWitch FET2 on and off, so as

to the secondary battery 300 from overdischarging and

random number. The step S204 is folloWed by a step S205
at Which the microprocessor (MPU) 510 receives the ID

from the security-equipped secondary battery protection
circuit 200A. The step S205 is succeeded by a step S206 at

Which the microprocessor (MPU) 510 compares the calcu
lated value in the microprocessor (MPU) 510 With the

generated value in the security-equipped secondary battery
protection circuit 200A.
[0070] If the calculated value and the generated value
coincide With each other at the step S206, the step S206
proceeds to a step S207 at Which the microprocessor (MPU)

overcharging. A combination of the interface circuit 260 and

510 decides that the security-equipped battery pack 100B is

the authentication circuit 270 acts as a security arrangement

a normal article. Accordingly, it is possible to usually use the

for precluding counterfeit goods or articles of a battery back.

security-equipped battery pack 100B (step S208). On the

[0064] Inasmuch as the security-equipped battery pack

other hand, if the calculated value and the generated value
are incompatible With each other at the step S206, the step
S206 is folloWed by a step S209 at Which the microprocessor

100B comprises the security-equipped secondary battery
protection circuit 200A, it is possible to share the external
circuitry for the security circuit and it results in unnecessary
to add parts compared With the related security-equipped
battery pack 100A illustrated in FIG. 3. In addition, inas
much as an authentication function and turning-on/olf of the

security-equipped battery pack 100B can be interlocked, it is

possible to power off by the security-equipped battery pack
100B singly. Furthermore, it is possible to extend variations
of control methods such as a control method by the portable

unit body, a control method by the security-equipped battery
pack 100B.
[0065]

FIG. 7 shoWs a state Where the security-equipped

battery pack 100B is connected to the portable unit body

500. The security-equipped secondary battery protection
circuit 200A is mounted on the protection board 600.

[0066] The unit positive electrode terminal P+(UN), the
unit negative electrode terminal P-(UN), and the unit input/
output terminal I/O(UN) of the portable unit body 500 are
connected to the pack positive electrode terminal P+(PA),
the pack negative electrode terminal P-(PA), and the pack
input/output terminal I/O(PA) of the security-equipped bat
tery pack 100B, respectively. The portable unit body 500
comprises the microprocessor (MPU) 510 Which is con
nected to the unit input/output terminal I/O(UN).
[0067]

In the manner Which is Well knoWn in the art, there

are various security schemes. For example, the security
scheme may be the challenge response scheme, a continuous
challenge scheme, a continuous response (random genera
tion) scheme, or an ID data reading scheme.

[0068] Referring to FIG. 8 in addition to FIG. 7, descrip
tion Will be made as regards a ?rst example of the security
function of the security-equipped battery pack 100B. FIG. 8

(MPU) 510 decides that the security-equipped battery pack
100B is a counterfeit article. Accordingly, the microproces

sor (MPU) 510 turns circuitry in the portable unit body 500
side olf (step S210). In this event, the portable unit body 500
may be turned off (step S211), the security-equipped battery
pack 100B may be turned off (step S212), or both of the

portable unit body 500 and the security-equipped battery
pack 100B may be turned off (step S213).
[0071] It Will be assumed that the security-equipped bat
tery pack 100B is turned off. In this event, the micropro
cessor (MPU) 510 sends a poWer-olf signal to the protection
control logic circuit 250A through the interface circuit 260
and the authentication circuit 270. Responsive to the poWer

off signal, the protection control logic circuit 250A sends the
signal having the logic loW level from the overdischarge
detection output terminal DOUT to the ?rst gate G1 of the
?rst ?eld effect transistor FET1. Therefore, the ?rst ?eld
effect transistor FET1 is turned off, discharge of the sec

ondary battery 300 is prohibited, and the secondary battery
300 is protected.
[0072] In addition, a method of protecting the secondary
battery 300 is not restricted to it. For instance, responsive to

the poWer-olf signal, the protection control logic circuit
250A may send the signal having the logic loW level from
the overcharge detection output terminal COUT to the
second gate G2 of the second ?eld effect transistor FET2 to
turn the second ?eld effect transistor FET1 olf. Alternatively,

responsive to the poWer-olf signal, the protection control
logic circuit 250A may send the signal having the logic loW
level from both of the overdischarge detection output ter
minal DOUT and the overcharge detection output terminal

function is the challenge response scheme.

COUT to the ?rst and the second gates G1 and G2 of the ?rst
and the second ?eld effect transistors FET1 and FET2 to turn
the ?rst and the second ?eld effect transistors FET1 and
FET2.

[0069] At ?rst, the microprocessor (MPU) 510 generates a

[0073] Inasmuch as the secondary battery protection cir

random number at a step S201. The step S201 is folloWed by

cuit 200A has the security function according to this inven

shoWs an example in a case Where a scheme of the security
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tion in the manner Which is described above, it is possible to

[0079]

manufacture the security-equipped battery pack 100B at loW

scheme is a scheme in Which an authentication ?oW itself is

cost.

similar to that of the challenge response scheme illustrated
in FIG. 8 and authentication is continued by generating the

[0074] The security-equipped secondary battery protec
tion circuit 200A may make the security function and the

battery protection function operate independently or may
make the security function and the battery protection func
tion operate collaboratively. It Will be assumed that the

security-equipped secondary battery protection circuit 200A
makes the security function and the battery protection func
tion operate collaboratively. In this event, the security

equipped secondary battery protection circuit 200A force
fully turns the ?rst and/or the second ?rst effect transistors
FET1 and/or FET2 to make discharge, charge, or discharge

and charge of the secondary battery 300 stop. That is, the

security-equipped battery pack 100B controls tuming-on/olf

As shoWn in FIG. 10, the continuous response

calculated value as the random number or by generating the
random number on the basis of the calculated value after the
authentication comes to an end.

[0080] More speci?cally, after the step S207, the micro
processor (MPU) 510 sends the decided generated value in

the security-equipped secondary battery protection circuit
200A to the security-equipped secondary battery protection
circuit 200A as the random number (step S214) and a

processing is turned back to the step S204. Alternatively,
after the step S207, the microprocessor (MPU) 510 gener
ates the random number on the basis of the decided gener

ated value in the security-equipped secondary battery pro

of a poWer supply.

tection circuit 200A to send the generated random number to

[0075] Referring noW FIG. 9 in addition to FIG. 7,
description Will be made as regards a second example of the

the security-equipped secondary battery protection circuit

security function of the security-equipped battery pack

S204.

100B. FIG. 9 shoWs an example in a case Where a scheme

of the security function is the continuous challenge scheme.
The continuous challenge scheme is a scheme comprising
the steps of sending a random number from the micropro
cessor (MPU) 510 and of authenticating at the security

equipped secondary battery protection circuit 200A to carry
out decision. Accordingly, security strength is improved in
the continuous challenge scheme by keeping on sending the

200A (step S215) and a processing is turned back to the step

[0081] As apparent from the above description, each of the
continuous challenge scheme and the continuous response
scheme has an improved security strength compared With
the challenge response scheme because encryption is
repeated in the continuous challenge scheme and the con
tinuous response scheme.

random number.

[0082] NoW, description Will proceed to the ID data read
ing scheme. The ID data reading scheme is a scheme Where

[0076] At ?rst, the microprocessor (MPU) 510 generates a

the microprocessor (MPU) 510 performs authentication by
reading the data from the security-equipped battery pack

random number at a step S301. The step S301 is folloWed by
a step S302 at Which the microprocessor (MPU) 510 trans

mits the random number to the security-equipped secondary
battery protection circuit 200A. The step S302 is succeeded
by a step S303 at Which the security-equipped secondary
battery protection circuit 200A calculates, as a calculated
value, an identi?er (ID) obtained by encrypting the received
random number. The step S303 proceeds to a step S304 at
Which the authentication circuit 270 of the security-equipped

secondary battery protection circuit 200A compares the
calculated value With a preliminarily recorded identi?er

(ID).
[0077] If the calculated value and the recorded ID coincide
With each other at the step S304, the step S304 is folloWed
by a step S305 at Which the authentication circuit 270 in the

security-equipped secondary battery protection circuit 200A
decides that the security-equipped battery pack 100B is a
normal article. Accordingly, it is possible to usually use the

security-equipped battery pack 100B (step S306). On the
other hand, if the calculated value and the recorded ID are

incompatible With each other at the step S304, the step S304
is succeeded by a step S307 at Which the authentication

circuit 270 in the security-equipped secondary battery pro
tection circuit 200A decides that the security-equipped bat
tery pack 100B is a counterfeit article. Accordingly, the

security-equipped secondary battery protection circuit 200A

100B Without calculation. Accordingly, the ID data reading
scheme has a vastly loWer security strength than the above
mentioned other schemes because encryption is not per
formed.

[0083] According to this invention, it is possible to make
an turning-on/olf control of the poWer supply carry out in the

security-equipped battery pack 100B or the portable unit
body 500 on the basis of differences of the schemes in the

security function.
[0084] More speci?cally, in the challenge response
scheme, the continuous response (random generating)
scheme, and the ID data reading scheme, the portable unit
body 500 controls the turning-on/olf of the poWer supply. In
the continuous challenge scheme, the security-equipped
battery pack 100B controls the turning-on/olf of the poWer
supply. In other Words, among the above-mentioned four

schemes, the security-equipped battery pack 100B singly
turns the poWer supply on or off in the continuous challenge
scheme alone. Inasmuch as it is desirable that the poWer

supply is turned off by the security-equipped battery pack
100B singly from the vieWpoint of the security function of

the security-equipped battery pack 100B, the continuous
challenge scheme is desirable as the scheme of the security

function in the security-equipped secondary battery protec

turns circuitry in the security-equipped battery pack 100B

tion circuit 100B.

oif (step S308).
security function of the security-equipped battery pack

[0085] While this invention has thus far been described in
conjunction With a preferred embodiment thereof, it Will
noW be readily possible for those skilled in the art to put this
invention into various other manners. For example, although

100B. FIG. 10 shoWs an example in a case Where a scheme

the security-equipped secondary battery protection circuit

of the security function is the continuous response scheme.

200A comprises the authentication circuit 270 as the security

[0078] Referring noW FIG. 10 in addition to FIG. 7,
description Will be made as regards a third example of the
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arrangement in the above-mentioned embodiment, the secu

rity-equipped secondary battery protection circuit may com
prise, as the security arrangement, one of other security
circuits. Although the protection arrangement of the secu

rity-equipped secondary battery protection circuit 200A
comprises a combination of the overdischarge detection
circuit 210, the overcharge detection circuit 220, the over
current detection circuit 230, the short-circuit detection
circuit 240, and the protection control logic circuit 250A in
the above-mentioned embodiment, the overcurrent detection
circuit 230 and/or the short-circuit detection circuit may be
omitted from the protection arrangement. In other Words, the
protection arrangement may comprise a combination of the
overdischarge detection circuit 210 and the overcharge
detection circuit 220, and the protection control logic circuit
250A, or a combination of the overdischarge detection

circuit 210, the overcharge detection circuit 220, the over
current detection circuit 230, and the protection control logic
circuit 250A, or a combination of the overdischarge detec

tion circuit 210, the overcharge detection circuit 220, the
short-circuit detection circuit 240, and the protection control
logic circuit 250A.
What is claimed is:

1. A secondary battery protection circuit (200A) compris

ing:
a protection arrangement (210, 220, 230, 240, 250A) for
protecting a secondary battery (300), by turning a
discharge control sWitch (FETI) and a charge control
sWitch (FET2) on and off, so as to prevent said sec

ondary battery from overdischarging and overcharging;
and

a security arrangement (260, 270) for precluding coun
terfeit goods of a battery pack.
2. The secondary battery protection circuit as claimed in
claim 1, Wherein said protection arrangement comprises:
an overdischarge detection circuit (210) for detecting an

overdischarge in said secondary battery;

5. The secondary battery protection circuit as claimed in

claim 1, Wherein said protection arrangement comprises:
an overdischarge detection circuit (210) for detecting an

overdischarge in said secondary battery;
an overcharge detection circuit (220) for detecting an

overcharge in said secondary battery;
an overcurrent detection circuit (230) for detecting an

overcurrent in said secondary battery; and
a protection control logic circuit (250A), connected to

said overdischarge detection circuit, said overcharge
detection circuit, and said overcurrent detection circuit,

for controlling tuming-on/olf of said discharge control
sWitch (FETI) and said charge control sWitch (FET2).
6. The secondary battery protection circuit as claimed in

claim 5, Wherein said security arrangement comprises:
an interface circuit (260) for interfacing to a portable unit

body (500); and
an authentication circuit (270), connected to said interface

circuit, for calculating an identi?er obtained by
encrypting a random number received from the por
table unit body to return the identi?er to the portable

unit body.
7. The secondary battery protection circuit as claimed in
claim 6, Wherein said authentication circuit is connected to

said protection control logic circuit, said authentication
circuit making said protection control logic circuit turn at
least one of said discharge control sWitch (FETI) and said
charge control sWitch (FET2) off When decision of the
counterfeit goods is made.
8. The secondary battery protection circuit as claimed in

claim 1, Wherein said protection arrangement comprises:
an overdischarge detection circuit (210) for detecting an

overdischarge in said secondary battery;
an overcharge detection circuit (220) for detecting an

overcharge in said secondary battery;

an overcharge detection circuit (220) for detecting an

overcharge in said secondary battery; and

a short-circuit detection circuit (240) for detecting a short

circuit betWeen external connection terminals (P+(PA),

a protection control logic circuit (250A), connected to
said overdischarge detection circuit and said over

charge detection circuit, for controlling tuming-on/olf

P-(PA)); and
a protection control logic circuit (250A), connected to

said overdischarge detection circuit, said overcharge

of said discharge control sWitch (FETI) and said charge
control sWitch (FET2).
3. The secondary battery protection circuit as claimed in
claim 2, Wherein said security arrangement comprises:

control sWitch (FETI) and said charge control sWitch

an interface circuit (260) for interfacing to a portable unit

9. The secondary battery protection circuit as claimed in

body (500); and
an authentication circuit (270), connected to said interface

circuit, for calculating an identi?er obtained by
encrypting a random number received from the por
table unit body to return the identi?er to the portable

unit body.
4. The secondary battery protection circuit as claimed in
claim 3, Wherein said authentication circuit is connected to

said protection control logic circuit, said authentication
circuit making said protection control logic circuit turn at
least one of said discharge control sWitch (FETI) and said
charge control sWitch (FET2) off When decision of the
counterfeit goods is made.

detection circuit, and said short-circuit detection cir

cuit, for controlling turning-on/olf of said discharge

(FET2).
claim 8, Wherein said security arrangement comprises:
an interface circuit (260) for interfacing to a portable unit

body (500); and
an authentication circuit (270), connected to said interface

circuit, for calculating an identi?er obtained by
encrypting a random number received from the por
table unit body to return the identi?er to the portable

unit body.
10. The secondary battery protection circuit as claimed in
claim 9, Wherein said authentication circuit is connected to

said protection control logic circuit, said authentication
circuit making said protection control logic circuit turn at
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least one of said discharge control switch (FET1) and said
charge control sWitch (FET2) off When decision of the
counterfeit goods is made.
11. The secondary battery protection circuit as claimed in

claim 1, Wherein said protection arrangement comprises:
an overdischarge detection circuit (210) for detecting an

overdischarge in said secondary battery;
an overcharge detection circuit (220) for detecting an

overcharge in said secondary battery;
an overcurrent detection circuit (230) for detecting an

overcurrent in said secondary battery;
a short-circuit detection circuit (240) for detecting a short

circuit betWeen external connection terminals (P+(PA),

P—(PA)); and
a protection control logic circuit (250A), connected to

said overdischarge detection circuit, said overcharge
detection circuit, said overcurrent detection circuit, and
said short-circuit detection circuit, for controlling tum

ing-on/olf of said discharge control sWitch (FET1) and
said charge control sWitch (FET2).
12. The secondary battery protection circuit as claimed in
claim 11, Wherein said security arrangement comprises:
an interface circuit (260) for interfacing to a portable unit

body (500); and
an authentication circuit (270), connected to said interface

circuit, for calculating an identi?er obtained by
encrypting a random number received from a portable
unit body to return the identi?er to the portable unit

body.
13. The secondary battery protection circuit as claimed in

Wherein said security-equipped secondary battery pro
tection circuit (200A) comprises:

a protection arrangement (210, 220, 230, 240, 250A),
connected to the protection poWer source terminal, the
overdischarge detection output terminal, and the over

charge detection output terminal, for protecting said

secondary battery (300), by turning said discharge
control sWitch (FET1) and said charge control sWitch
(FET2) on and off, so as to prevent said secondary

battery (300) from overdischarging and overcharging;
and

a security arrangement (260, 270), connected to the

protection input/output terminal, for precluding coun
terfeit goods of a secondary pack.
15. The security-equipped battery pack as claimed in

claim 14, Wherein said protection arrangement comprises:
an overdischarge detection circuit (210), connected to the
protection poWer source terminal, for detecting an

overdischarge in said secondary battery (300); and
an overcharge detection circuit (220), connected the pro
tection poWer source terminal, for detecting an over

charge in said secondary battery (300); and
a protection control logic circuit (250A), connected to

said overdischarge detection circuit, said overcharge
detection circuit, the overdischarge detection output
terminal, and the overcharge detection output terminal,
for controlling tuming-on/olf of said discharge control
sWitch (FET1) and said charge control sWitch (FET2).
16. The security-equipped battery pack as claimed in
claim 15, Wherein said security arrangement comprises:
an interface circuit (260), connected to the protection

claim 12, Wherein said authentication circuit is connected to

input/output terminal, for interfacing to a portable unit

said protection control logic circuit, said authentication
circuit making said protection control logic circuit turn at

body (500); and

least one of said discharge control sWitch (FET1) and said
charge control sWitch (FET2) off When decision of the
counterfeit goods is made.

14. A security-equipped battery pack (100B) having a
pack positive electrode terminal (P+(PA)), a pack negative
electrode terminal (P—(PA)), and a pack input/output termi

nal (l/O(PA)), said security-equipped battery pack (100B)

comprising:
a secondary battery (300) having a cathode connected to
the pack positive electrode terminal and an anode;
a discharge control sWitch (FET1) and a charge control

sWitch (FET2), disposed betWeen the anode and the
pack negative electrode terminal, connected in series

an authentication circuit (270), connected to said interface

circuit, for calculating an identi?er obtained by
encrypting a random number received from the por
table unit body to return the identi?er to the portable

unit body.
17. The security-equipped battery pack as claimed in
claim 16, Wherein said authentication circuit (270) is con
nected to said protection control logic circuit (250A), said

authentication circuit making said protection control logic
circuit turn at least one of said discharge control sWitch

(FET1) and said charge control sWitch (FET2) off When
decision of the counterfeit goods is made.
18. The security-equipped battery pack as claimed in

claim 14, said security-equipped secondary battery protec

discharge control terminal (G1), said charge control

tion circuit (200A) further having an detection input termi
nal (V—) connected to the pack negative electrode terminal
(P—(PA)) through a second resistor (R2), Wherein said pro

sWitch having a charge control terminal (G2); and

tection arrangement comprises:

With each other, said discharge control sWitch having a

a security-equipped secondary battery protection circuit
(200A) having a protection poWer source terminal
(VDD(PR)) connected to the cathode through a ?rst

resistor (R1), a protection ground terminal (VSS(PR))
connected to the anode, an overdischarge detection

output terminal (DOUT) connected to the discharge
control terminal, an overcharge detection output termi
nal (COUT) connected to the charge control terminal,

an overdischarge detection circuit (210), connected to the
protection poWer source terminal, for detecting an

overdischarge in said secondary battery (300);
an overcharge detection circuit (220), connected the pro
tection poWer source terminal, for detecting an over

charge in said secondary battery (300);
an overcurrent detection circuit (230), connected to the

and a protection input/output terminal (l/O(PR)) con

detection input terminal, for detecting an overcurrent in

nected to the pack input/output terminal (l/O(PA)),

said secondary battery (300); and

