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THREE-WAY CALL DETECTION USING
STEGANOGRAPHY
CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a continuation of Us. applica
tion Ser. No. 10/910,566, ?led 4 Aug. 2004, noW pending,
Which claims the bene?t of Us. provisional application No.
60/492,288, ?led 5 Aug. 2003. The foregoing are hereby
incorporated by reference as though fully set forth herein.
BACKGROUND OF THE INVENTION

[0002]

a. Field of the Invention

[0003] This invention relates generally to telephony, and
more particularly to a method and a system for detecting
When a party has been added to a pre-existing telephone call.

[0004] b. BackgroundArt
[0005]

Modern phone companies offer a number of con

venient services to their customers. One such service is

called conference-calling, third-party calling or “three-Way”
calling. This alloWs an originating caller and a recipient
caller, Who establish a conversation, to engage the phone
system to dial and connect a third party into the conversation
as Well.

[0006]

Three-Way calling is a convenient feature in many

situations, but poses a problem in others. Inmates in correc

tional facilities have the ability to originate phone calls to
others, but typically are not able to call those numbers on a

given inmate’s “restricted-number” list. Persons on the

restricted list may include judges, prosecutors, other laW

pre-existing telephonic connection betWeen a ?rst party and
a second party, said system comprising an ID generator for
generating identi?cation data; a spread spectrum modulator
for imposing the identi?cation data onto a carrier signal, said
modulator outputting a modulated identi?cation signal hav
ing frequency components that are capable of being trans
mitted via a telephonic connection; a source telephone for

participating in a telephone conversation; a signal combiner
for adding the modulated identi?cation signal to the tele
phone conversation to form an encoded telephone signal, the
modulated identi?cation signal being imperceptible to a
human listener of the telephone conversation; a remote
telephone for receiving the encoded telephone signal; and a
spread spectrum demodulator for demodulating the modu
lated identi?cation signal to extract the identi?cation data.
The identi?cation data preferably is selected from the fol
loWing: a personal identi?cation number, a user number, an
inmate identi?cation number, a user name, data identifying

the local telephone exchange of the source telephone, a
telephone number of the source telephone, and data identi
fying the institution Where the source telephone is located.
The system further may comprise a processor for extracting
the modulated identi?cation signal from the encoded tele

phone signal. The spread spectrum modulator may impose
the identi?cation data onto a carrier signal by subdividing
the identi?cation data into a plurality of subdivisions and
encoding the plurality of subdivisions on a plurality of

frequency bands using a predetermined sequence. The
spread spectrum demodulator optionally may demodulate
the modulated identi?cation signal, extract the plurality of
subdivisions of the identi?cation data and assemble the
plurality of subdivisions of the identi?cation data into the
identi?cation data using the predetermined sequence. The

to contact people on these restricted lists. They ?rst call a

predetermined sequence preferably is a predetermined
pseudo-random code. The system further may comprise a
code generator for generating a pseudo-random code, and
the predetermined sequence may be a pseudo-random code

number not on the restricted list (a friend, for example), then
have the friend perform a three-Way call to the restricted
number.

generated by the code generator. The signal combiner pas
sively may add the pseudo-random code to the telephone
conversation at a predetermined plurality of frequencies.

[0007] Although current prior art and patented devices
attempt to solve the three-Way call problem, they all suffer

[0010]

yers, victims of the inmate’s crimes, or even other family

members (especially in the case of protection-from-abuse

(PFA) cases). By using three-Way calling, inmates are able

from one major limitation; namely, they are not 100%
effective at detecting such calls. Inventions such as this are

useful in correctional-institutes telephony markets, but some
percentage of inmate calls (as much as 10%, 20%, or even
30%) Which use three-Way calling to get another party on the
line, in violation of call-restriction rules, Will get past the
modern three-Way call-detection system undetected and on
to the intended party. Commercial pressures exist for the
accuracy rates to be higher, and if possible, to be 100% to

handle those calls that escape detection by present equip
ment and techniques.

Also disclosed herein is a method for detecting the

addition of a third party to an pre-existing telephonic con
nection betWeen a ?rst party and a second party, comprising

generating identi?cation data; subdividing the identi?cation
data into a plurality of subdivisions; encoding the plurality
of subdivisions on a modulated identi?cation signal, the

modulated identi?cation signal comprising the subdivisions
of the identi?cation data encoded on a plurality of frequency

bands using the predetermined sequence; adding the modu
lated identi?cation signal to a telephone signal to form an

encoded telephone signal, the modulated identi?cation sig
nal being imperceptible to a human listener of the telephone
signal; transmitting the encoded telephone signal across a

telephonic connection; receiving the encoded telephone sig
BRIEF SUMMARY OF THE INVENTION

nal at a remote location; extracting the modulated identi?

cation signal from the encoded telephone signal; and
[0008] Particular implementations of the present inven
tion, Which have yielded reliable and accurate three-Way call
detection systems and methods, Will noW be described.
These present inventions use steganography to create ef?

ciencies and improve the reliability of three-Way call detec

demodulating the modulated identi?cation signal to extract
the plurality of subdivisions of the identi?cation data; and
assembling the plurality of subdivisions of the identi?cation
data to re-create the identi?cation data using the predeter

tion.

mined sequence.
[0011] Also disclosed herein is a system for identifying a

[0009] Disclosed herein is a three Way call detection
system for detecting the addition of a third party to an

source telephone, said source telephone having identi?ca
tion data associated thereWith, the system comprising a
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spread spectrum modulator for encoding the identi?cation
data into a spread spectrum signal using a spreading code;

lating the signal product to extract the modulated identi?

and a telephone interface for coupling to a telephone to add

the spread spectrum signal to an output of the telephone. The

identi?cation signal With a predetermined set of restricted
data signals to determine if the modulated identi?cation

system further may comprise a processor for coupling to a
telephone to extract identi?cation data using a spread spec
trum demodulator and a spreading code. The spread spec

restricted data signals. The method further may comprise
performing an envelope detection on the ?ltered signal

trum modulator may be a selected one of a BPSK modulator,

product, if needed; and comparing the output of the envelope

an MPSK modulator, and a QPSK modulator. The telephone
interface may be coupled to a selected one of a telephone

detection With a threshold value to determine if the signal
product matches at least one of a predetermined set of

handset, a TIP/RING pair of a standard analog POTS line,
and a digital telephone interface. The telephone interface

restricted data signals. The method further may comprise
initiating a restricted call response if the signal product

preferably passively adds the spread spectrum signal to a
telephone signal by a selected one of transformer coupling

matches at least one of a predetermined set of restricted data

and capacitive coupling.
[0012] Also disclosed herein is a system for decoding a
modulated identi?cation signal imbedded in a telephone

signal Wherein the identi?cation signal is capable of iden
tifying a source of the identi?cation signal, the system

comprising a receiver for receiving a telephone signal,
Which telephone signal comprises an audio signal and a
modulated identi?cation signal, said modulated identi?ca
tion signal having identi?cation data embedded therein; and
a spread spectrum demodulator for demodulating the modu
lated identi?cation signal to extract the identi?cation data.
The system further may comprise a processor, coupled to the

receiver, for extracting the modulated identi?cation signal
from the telephone signal. The system further may comprise
a comparator for comparing the identi?cation data to a
predetermined set of restricted data; and a restricted call
response module for executing at least a selected one of the
folloWing responses if the identi?cation data matches any of
the predetermined set of restricted data: (1) turning off a

microphone of a telephone, (2) disconnecting a telephone
call, (3) recording any conversation that may occur on a call,

cation signal from the digital data; comparing the modulated
signal matches at least one of a predetermined set of

signals, the restricted call response being selected from the
group of folloWing choices: (1) turning off a microphone of

a telephone, (2) disconnecting a telephone call, (3) recording
a call, (4) playing a prerecorded message, (5) recording call
data, (6) disabling the speaker of a telephone, and (7) adding
a disruptive signal to a telephonic connection. The step of

receiving the composite telephone signal further may com
prise providing an analog-to-digital converter; and convert
ing the composite telephone signal from an analog signal to
a digital signal. The method further may comprise demodu
lating the modulated identi?cation signal to extract the data
identi?cation pattern using a reference spreading code.
[0014] Also disclosed herein is a method for identifying a
source of a telephone signal received by a remote telephone

comprising receiving a composite telephone signal from a
source telephone at a remote location, the composite tele

phone signal comprising an audio signal representative of a
telephone conversation and a modulated identi?cation sig

nal, the modulated identi?cation signal having identi?cation
data that Was embedded therein using a reference spreading

code; extracting the modulated identi?cation signal; and
analyZing the extracted modulated identi?cation signal to

(4) playing a prerecorded message, (5) recording call data,
(6) disabling the speaker of a telephone, and (7) adding a
disruptive signal to a telephonic connection. The system

matches at least one of a predetermined set of restricted data

further may comprise a code generator for generating a

signal further may comprise multiplying the composite

pseudo-random code; a spread spectrum modulator for
imposing the identi?cation data onto a carrier signal using
the pseudo-random code, said modulator outputting a modu

telephone signal by the reference spreading code to form a

lated identi?cation signal having frequency components that

restricted call response if the signal product matches at least

are capable of being transmitted via a telephonic connection;
and a signal combiner for adding the modulated identi?ca
tion signal to an audio signal of a telephone microphone,
said combiner producing a telephone signal as an output.

one of a predetermined set of restricted data signals, the
restricted call response being selected from the group of
folloWing choices: (1) turning off a microphone of a tele

[0013] Also disclosed herein is a method for identifying a
source telephone comprising providing a data identi?cation
pattern for identifying a source telephone; generating a

reference spreading code using a random number generator;
encoding the data identi?cation pattern into an identi?cation

signal using the spreading code and a spread spectrum
modulator, thereby generating a modulated identi?cation
signal; combining the modulated identi?cation signal With

determine if the identi?cation signal contains data that

signals. The step of extracting the modulated identi?cation

signal product; and extracting the modulated identi?cation
signal. The method preferably comprises initiating a

phone, (2) disconnecting a telephone call, (3) recording a
call, (4) playing a prerecorded message, (5) recording call
data, (6) disabling the speaker of a telephone, and (7) adding
a disruptive signal to a telephonic connection. The step of

receiving the composite telephone signal further may com
prise providing an analog-to-digital converter; and convert
ing the composite telephone signal from an analog signal to
a digital signal. The method further may comprise demodu

further may comprise receiving the composite telephone

lating the modulated identi?cation signal to extract the
identi?cation data using a reference spreading code.
[0015] Also disclosed herein is a three Way call detection
system for detecting the addition of a third party having a
third phone to an pre-existing telephonic connection
betWeen a ?rst party having a ?rst phone and a second party
having a second phone comprising an ID generator for

signal from a source telephone at a remote location; multi

generating identi?cation data; a spread spectrum modulator

an audio signal of a microphone output of a telephone to

form a composite telephone signal, the modulated identi?
cation signal being imperceptible to a human listener of the

composite telephone signal; and transmitting the composite
telephone signal across a telephonic connection. The method

plying the composite telephone signal by the reference

for imposing the identi?cation data onto a carrier signal, said

spreading code to form a signal product; ?ltering or corre

modulator outputting an identi?cation signal having fre
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quency components that are capable of being transmitted via
a telephonic connection; a signal combiner for adding the
identi?cation signal to an output from a microphone of the

betWeen the ?rst phone and the restricted phone is unautho
rized. The processor may be coupled to the second phone,

?rst phone, thereby producing a combined output signal,

processor may cause one or more of the folloWing actions to

and upon the detection of an unauthoriZed connection, the

said identi?cation signal being added at a level that is

occur: a) recording a conversation betWeen the restricted

imperceptible to a human ear that hears the combined output

phone and the second phone; b) terminating the connection
betWeen the restricted phone and the second phone; c)
turning off a microphone of the restricted phone; d) adding
an audible disruptive signal to the telephonic connection;

signal; a signal receiver coupled to a third phone, for

receiving the combined output signal after transmission
across a telephonic connection from the ?rst phone to the

third phone; a spread spectrum demodulator for demodulat
ing the identi?cation signal to extract the identi?cation data;
and a processor to analyze the identi?cation data. The output

from the microphone may comprise a digital signal and the
signal combiner may comprise a selected one of a digital
adder or a microcontroller that digitally adds the identi?ca

tion signal to the output from the microphone. The output
from the microphone may comprise an analog signal and the
signal combiner may comprise a transformer for coupling
the identi?cation signal to the output from the microphone.
The system further may comprise a digital signal processor
coupled to the signal receiver for extracting the identi?ca
tion signal from the combined output signal. The processor
preferably analyZes the identi?cation data to determine
Whether the connection is authorized. The third phone
optionally is a component of a local telephone system, and
the processor optionally analyZes the identi?cation data and
reports its analysis to the local telephone system. The
combined output signal may travel a telephonic connection
betWeen the ?rst phone to the second phone, and travels a

telephonic connection betWeen the second phone and the

and e) adding an audible Warning message to the telephonic
connection. The signal receiver may be coupled to a third
phone that is a component of a local telephone system, and
the processor may analyZe the identi?cation data and report

its analysis to the local telephone system.
[0017] The present invention overcomes the problems and
disadvantages associated With conventional systems and

methods, and provides improved systems and methods
Whereby the additions of neW parties to a telephone call may
be detected.

[0018] Other embodiments and advantages of the inven
tion are set forth in part in the description that folloWs, and
in part, Will be obvious from this description, or may be
learned from the practice of the invention.
BRIEF DESCRIPTION OF THE DRAWINGS

[0019] FIG. 1 represents a block diagram of one embodi
ment of the transmitter portion of the present invention. FIG.
1 shoWs ?ve distinct subsystems: the data ID pattern, the

third phone.

random number generator, the spread spectrum modulator,
the drive circuitry, and the phone interface.

[0016] Also disclosed herein is a detection system for
detecting a telephonic connection betWeen a ?rst phone and
a second phone comprising an ID generator for generating

[0020] FIG. 2 illustrates the operation of a BPSK Modu
lator of one embodiment of the present invention.

identi?cation data; a spread spectrum modulator for impos
ing the identi?cation data onto a carrier signal, said modu

lator outputting an identi?cation signal having frequency
components that are capable of being transmitted via a

telephonic connection; a signal combiner for adding the
identi?cation signal to an output from a microphone of a ?rst

phone, thereby producing a combined output signal, said

[0021] FIG. 3 represents a block diagram of one embodi
ment of the receiver portion of the present invention. FIG. 3

shoWs three distinct subsystems: the signal interface, code
acquisition & tracking, and the data demodulator.
[0022]

FIG. 4 represents an expanded block diagram of

the embodiment of FIG. 3 shoWing the elements of the code

identi?cation signal being added at a level that is impercep

acquisition & tracking subsystem.

tible to a human ear that hears the combined output signal;

[0023] FIG. 5 represents a sample spectral plot of 4095

a signal receiver for receiving the combined output signal
after transmission across a telephonic connection; a spread

l-bit samples coming out of a 12-bit LFSR noise generator
used in one embodiment of the present invention.

spectrum demodulator for demodulating the identi?cation
signal to extract the identi?cation data; and a processor to

analyZe the identi?cation data. The system further may

comprise a digital signal processor coupled to the signal
receiver for extracting the identi?cation signal from the
combined output signal. The ?rst phone may be a restricted
phone, and the processor may determine Whether the con

nection betWeen the restricted phone and the second phone
is unauthoriZed. The processor may be coupled to the second
phone, and upon the detection of an unauthoriZed connec
tion, the processor may cause one or more of the folloWing
actions to occur: a) recording a conversation betWeen the

restricted phone and the second phone; b) terminating the
connection betWeen the restricted phone and the second

phone; c) disabling a speaker of the second phone; d) adding
an audible disruptive signal to the telephonic connection;
and e) adding an audible Warning message to the telephonic
connection. The second phone may be a restricted phone,
and the processor may determine Whether the connection

[0024] FIG. 6 represents a sample plot of a speech Wave
form used in testing of one embodiment of the present
invention.

[0025]

FIG. 7 represents a plot ofthe speech samples as in

FIG. 6, but With the l2-bit LFSR noise sequence of FIG. 5
added to it.

[0026] FIG. 8 represents a sample plot of the results of
correlating the 4095 sample PRN sequence of FIG. 5 With
the signal+noise Waveform of FIG. 7 and the PRN sequence
itself.

[0027] FIG. 9 represents a sample plot of the results of a
correlation betWeen the clean speech signal of FIG. 6 and the
PRN sequence of FIG. 5.

[0028] FIGS. 10-13 illustrate four possible operating
modes for the present invention: (1) on a typical Wired
telephone, attached to an analog POTS phone line as shoWn

Nov. 22, 2007

US 2007/0269033 A1

in FIG. 10 and FIG. 13; (2) between a telephone and its

The resulting amplitude of the DSSS signal is loW enough so

handset as shown in FIG. 11; (3) With an external micro

as to be virtually imperceptible to either the originator or the

phone and a cellular phone as shoWn in FIG. 12; and (4)
attached to an analog POTS phone line With multiple Wired
telephones as shoWn in FIG. 13.

recipient of the phone call.

DETAILED DESCRIPTION OF THE
INVENTION
[0029]

When an end-user listens to a signal such as a radio

station, he adjusts his radio set to a number, for example

[0037]

As Will be clear to one of ordinary skill in the art,

the present invention has applications outside of 3-Way call
detection. Caller-ID, for example, identi?es a phone line and
not an individual phone, Which is of limited utility consid

ering the rapid proliferation of cell phones. This inventioni
if embedded in cell phonesicould identify the phone iden
tity as Well as (W/caller ID) the phone number being used by

91 .5, on the FM band. For the FM band, the 91.5 means 91.5

it.

MHZ, Which is the frequency of the signal carrying the
music (or “carrier” frequency).

[0038] Furthermore, it can be used to send data over the
phone lines as a person is talking, Without their knoWledge.
For example, a modi?cation of the present invention could

[0030]

Each radio station transmits its music or other

content on a separate carrier frequency, such as 91.5 MHZ,
91.7 MHZ, or 96.3 MHZ. The end-user selects a desired

be hooked to sensors for gas and electric meters. A consumer
can simply place a call to the electric company; listen to a

station by tuning the radio to receive a predetermined carrier
frequency. The advantage of such a transmission system is
its simplicity, Which leads to very loW cost products.

recording, and in the meantime, meter readings are sent right
to the utility’s computers, eliminating the need for meter
readers.

[0031]

as shoWn in FIG. 1, the block marked “Data ID Pattern”
contains digital codes that the user of the present invention
Wishes to pass from a phone being monitored to another
phone or system. Example codes include a serial number and

The disadvantage comes When you need to send a

signal betWeen multiple points, say betWeen tWo soldiers in
the ?eld, in such a Way that no one else can pick up the

signal. If one soldier sent the signal at one frequency, 150
MHZ, and the other soldier tuned his radio to the same 150

MHZ, he Would receive the signal. But, so Would everyone
else Who tuned his or her radio to 150 MHZ as Well. This is

the situation that spread spectrum Was invented to solve.

[0032] The idea behind direct sequence spread spectrum is
to take a signal that needs to be transmitted, to electronically
take the poWer that normally Would lie at a ?xed frequency

(i.e. 150 MHZ), to divide the signal into many subdivisions,
and to transmit each one at a different frequency at much
loWer poWer levels for each frequency. For a more detailed

discussion of steganography, see US. Pat. No. 6,330,335,

Which patent is hereby incorporated by reference in its

entirety.

In a preferred embodiment of the present invention

a short digital string such as “XYZ Company, Model ABC,
Serial No. 123456.” These digital codes are preferably
unique to the particular phone line and are stored in the
invention in a non-volatile memory such as an EPROM,
PROM or EEPROM. In the correctional institution context,
an inmate is preferably required to enter a user ID or access

code to gain access to the inmate telephone system. In that
case, the embedded Data ID Pattern Will preferably uniquely
identify the inmate as the source of the original phone call.
This can be accomplished either by generating an inmate
speci?c code or by appending the user ID or other inmate

speci?c code to the phone-line-unique code. As part of
device operation, the patterns are sent to the “spread spec
trum modulator” block to be encoded and transmitted across

[0033] The receiving device in this situation needs to
knoW exactly hoW the signal Was subdivided in the ?rst
place, so it can gather all the pieces from the various
frequency bands and reconstruct the signal. Since an eaves

dropper needs to knoW: (1) Where all the pieces of the signal
are placed after being subdivided; (2) exactly hoW to put
them all back together correctly; and (3) have the technical
competence to gather up all the signal subdivisions across

Wide frequency bands, it makes intercepting the signal(s)
extremely difficult.
[0034]

[0039]

Since the subdivisions of the signal are all trans

mitted at much loWer signal levels (volume) than the origi
nal signal, they can be easily hidden inside of another signal,
such as a telephone conversation.

the phone line.

[0040] The receiver portion of the present invention pref
erably is installed on a restricted destination phone, such as
a phone belonging to a judge, prosecutor, or victim. If an
inmate-unique or a phone-line-unique Data ID Pattern is
identi?ed by the present invention in a call received at one

of the above restricted destination phones, this Will indicate
that an inmate has placed a three-Way call to that restricted

phone in violation of institutional calling restrictions, or
otherWise managed to bypass the phone restrictions of the
inmate telephone system. Appropriate action, such as ter
minating or recording the phone call, can then be taken. An
advantage of an inmate-unique identi?er is that it permits
calls to particular numbers to be restricted by individual
inmate and alloWs the inmate originator of a restricted call

[0035] Any spread spectrum or other communication sys
tem consists of at least tWo parts: a transmitter and a

receiver. The receiver portion can be implemented any
number of Ways; either Within the phone system or outside

of it; either by hardWare equipment and minimal softWare,

to immediately be identi?ed, and not just the originating
phone line Within the prison.
[0041] The block marked “random number generator” is
an integral part of a spread spectrum system. Its purpose is

or by normal phone company hardWare and lots of softWare.

to generate a random or pseudo-random number, referred to

[0036] The present invention Will transmit a knoWn set of
data patterns onto the POTS phone line of an attached

order in Which the pieces of the signal are subdivided or
modulated and sent to the spread spectrum receiver. The
more random the generator, the tougher it is to intercept,

telephone, using direct sequence spread spectrum (DSSS).

interchangeably as random numbers herein, to provide the
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recover and reconstruct the transmitted signal at the receiver

[0047] The block marked “Code Acquisition & Tracking”

device. If the generator doesn’t produce numbers that are
very random, it Will be relatively easy to intercept the
transmitted signal (and data ID pattern), as Well as easy to
reconstruct the signal at the receiving device. Depending on
the desired performance of the system, the randomness of

is the most important, and most dif?cult, part of a spread
& Tracking function is shoWn in FIG. 4.

the generator can be adjusted accordingly.
[0042] The block marked “spread spectrum modulator” is

number is key to spread spectrum modulation, or “spread

the method used to produce a modulated random signal
containing the Data ID Pattern for transmission across the
phone line. This invention preferably uses a BPSK modu
lator for its simplicity, loW cost, and ease of use When
transmitting digital data. Other modulators such as MPSK or
QPSK can also be used.
[0043] The output from the BPSK modulator is applied to
driver circuitry as shoWn in FIG. 1; such drivers also contain

bandpass ?ltering. The modulated output resembles random
noise, and With the appropriate driver amplitude, can be
driven onto a phone line With a level that is just barely

spectrum receiver to implement. A typical Code Acquisition
[0048] Refer back to FIG. 1 and notice the block marked
Random Number Generator. Remember that this random

ing” of the transmitted signal across the transmission band
Width. The same random number sequence is required in the
receiver, and is shoWn in FIG. 4 marked as “Reference
Spreading Code.” The same sequence is used for both

spreading and despreading.
[0049] The Reference Spreading Code function is shoWn
With tWo variable parameters that affect the sequence being

multiplied by the received signalinamely, Frequency and
Phase. The Frequency parameter affects the rate of the
random number generator’s clock. This is required When
oscillator instabilities and drift cause the clocks on the

transmitter to differ slightly from those on the receiver. The

perceptible, or even imperceptible, to most listeners.

Phase parameter affects the starting sequence loaded into the

[0044] TWo possible implementations of the block marked

random number generator of the receiver or its sequence
position compared to the same generator on the transmitter.

“Phone Interface” on the block diagram are: (l) attaching
the device to the handset of a telephone, and (2) attaching the
device to the TIP/RING pair of a standard analog POTS

(Plain Old Telephone System) line. In both implementations,
the circuitry preferably is designed in such a Way that the

steganographic signal (spread spectrum-modulated Data ID
Patterns or data) is passively added to the existing conver
sation on the line. For analog POTS phones, the stegano

[0050] After being multiplied by the random number
sequence and bandpass ?ltered, the received signal passes
through an energy detector, Which typically performs an
envelope detection. The output of the envelope detection is
compared to a threshold value and a “HIT” decision is made.

If the detected output is above a pre-determined (or variable)

graphic signal preferably is transformer coupled onto the
phone line. For digital phones, the digital values of the

threshold, a decision is made that the correct code acquisi
tion sequence has been hit. OtherWise the HIT output is
false.

spread spectrum code preferably are added to the digital data
representing a phone call. The analog circuit preferably uses
a transformer to perform the passive adding function, While

output is false), adjustments to the frequency and/or phase

the digital circuit preferably uses a digital adder or a

microcontroller running softWare that performs the add
operation. Generally, it is not desirable for correctional
institutions to modify the signals of conversations of its
inmates. A recording of a conversation that has been
manipulated may be excluded from use in a courtroom, and
thus, for at least this reason, it is preferred that the stega
nographic signal is passively added to the phone lines so as
to not jeopardize the integrity of the underlying conversa
tion. Thus, this invention preferably uses transformer- or

capacitive-coupling to passively add the steganographic
signal to any existing conversations.
[0045]

The block marked “Signal Interface” in FIG. 3

preferably consists of digital telecom circuitry comprising
?ltering, an Analog-to-Digital (A/D) converter (preferably
implemented With a telecom codec), and other control
circuitry to output digital data representing a received tele

phone signal. In modem, all-digital phone systems, the
?ltering and A/D converter just described aren’t required, so
the signal interface comprises just control circuitry, as in a
T1 telecom interface.

[0046] The block marked “Data Demodulator” performs
the function of extracting transmitted data from the spread
spectrum signal and presenting it to the controlling correc
tional telephony system and computer(s). Decisions can be
made by the controlling system, based on this received data,
as to Whether to continue or cancel the call, Whether to start
a recording device or not, or to take other appropriate

actions.

[0051]

If the code acquisition has not been hit (the HIT

parameters may be made to help accelerate the likelihood of
a hit occurring, or to decrease the time needed to detect the
random number sequence phase Whereby a hit occurs.

[0052] The bases for changing these parameters are Well
documented in the literature, and form a number of algo
rithms by Which code acquisition can be made more robust

and/or faster. Some examples of potential algorithms
include: single search algorithms; single dWell and multiple
dWell algorithms, and recursion-aided sequential estimation
(RASE) algorithms. Each of these algorithms has its asso
ciated advantages and disadvantages, and thus, one may be
preferred over others in any given situation depending on the
characteristics of the processing circuitry available in the
receiver, alloWable cost of the receiver circuitry, and other
factors.
[0053] The characteristics of the random number (RN)
generator used in both the transmitter and the receiver play
a signi?cant role in the required performance of the spread
spectrum receiver. RN generators are available Which gen
erate very long sequences before repeating, and others are
available With very short sequences. If a single-search code

acquisition algorithm is used, for example, all possible phase
settings for a given RN sequence are correlated With the
received signal in an attempt to get a hit. For long sequences,
this can take a very long time or require tremendous amounts
of circuitry. For short sequences, the task Will be more

reasonable.

[0054] Longer sequences provide more resistance to jam
ming, and provide less chance of having the signal inter
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cepted and decoded. Shorter sequences provide less jam
ming protection and less security When intercepted, but also
require less circuitry, leading to loWer-cost products.
[0055] Besides simply the length of the RN sequence
affecting its performance, the mathematical structure of the
code affects its performance. Such sequences as Barker
Codes, Gold codes and others are Well documented in the
literature.

[0056] In one preferred embodiment, a 12-tap Linear
Feedback Shift Register (LFSR) is used as a pseudorandom
noise (PRN) source, as is Well knoWn in the art. A LFSR
design can be selected With an arbitrary number of bits, but
the more bits used, the longer the random number sequence

before it repeats and starts over again. Security systems and
Government radios typically use LFSR sequences With 40,
50, or even 60 bit LFSR circuits so the random numbers

don’t repeat for hundreds of yearsiproviding a good level
of security in the radio link.

[0057]

For the present invention, it is desirable for the

PRN sequence to repeat to make the demodulation circuitry
and softWare easier and more cost-effective. A 12-bit LFSR

circuit generates a pseudorandom pattern that repeats every
4095 clock cycles. For example, With an 8 kHZ clock rate,

the pattern Will repeat approximately every.+—.2 second,
alloWing a 3-Way call detection system to detect the call

the DSP and signal processing portion of the system design.
Segments of speech from the industry standard “TIMIT”
speech database Were used for testing. TIMIT is a collection

of carefully chosen speech utterances that have special

phonetic qualities that stress speech recognition systems and
is Widely used for speech research. The database comprises
10 spoken sentences for each of 420 speakers, some male
and some female. FIG. 6 shoWs a plot of the speech
Waveform used in this testing. FIG. 7 shoWs a plot of the
speech samples as in FIG. 6, but With the 12-bit LFSR noise
sequence added to it.

[0061] FIG. 8 shoWs the results of correlating the 4095
sample PRN sequence With the signal+noise Waveform and
the PRN sequence itself. Each of the vertical “spikes” in
FIG. 11 represents a point in time (during exactly ONE
sample period of the 8 kHZ clock) Where the PRN noise
sequence of the present invention and the noise in the signal
are in perfect phase, causing the correlation output to jump
up to a maximum value. Each of the spikes occur 4095

samples apart, because that is the repetition interval of the
LFSR noise generator in the tested embodiment. The dashed
line on FIG. 8 is an example threshold that is preferably set
in the system softWare portion of the demodulator to indicate
When a three-Way call has been detected.
[0062] FIG. 9 shoWs the results of a correlation betWeen
the clean speech signal and the PRN sequence. FIG. 9

more than once every second.

maintains the same relative scaling as FIG. 8. Because the
speech Waveforms are not Well correlated to the PRN noise

[0058] FIG. 5 shoWs a spectral plot of the 4095 1-bit
samples coming out of the 12-bit LFSR noise generator. The

sequence, the correlation peaks of FIG. 9 have a signi?
cantly loWer magnitude than those of FIG. 8. In the absence

spectral shape is substantially ?at. This gives the PRN signal

of the PRN signal, as Would be the case When there is no

a very good “White-noise” sound When added to a telephone

three-Way call taking place, even the correlation peaks do

conversation. This signal is almost undetectable When the
amplitude levels are set correctly and added to phone
conversations. Typical POTS phone systems have an

not exceed the detection threshold.

approximately 40-45 dB dynamic range.

[0063]

FIG. 10 shoWs the invention used With a typical

POTS (plain old telephone system) analog telephone. Tele
phone 1 is connected to the incoming phone line 4 by means

acquisition and tracking functions. The required demodula

of a standard 2-Wire or 4-Wire phone cable 2. Invention 3 is
also connected to the incoming phone line by means of a
similar cable. Circuitry Within invention 3 alloWs it to
generate a signal that also gets driven onto the phone line 4

tor is preferably a BPSK type, and the input signal is

along With the signal from the telephone 1. The scenario

preferably digital, having been processed by telephony cir
cuitry and passed through telephony codecs.

Wireless cellular) phones. Attaching invention 3 to the phone

[0060] A number of tests Were conducted to validate the
effectiveness of one embodiment of the present invention.

a standard old-style (handset attached to the base) telephone.

[0059] In summary, the spread spectrum receiver used
With the present invention can be a standard DSSS receiver

that implements any number of algorithms for its code

shoWn in FIG. 10 can also be used With cordless (but not
line 2 can be done With a cordless phone 1 as Well as With

The test system Was equipped With handset and phone line
interfaces and utiliZed a microcontroller programmed With
detection softWare that is designed to run continuously and
output a digital bit (one or Zero) every 125 usec (Which
equates to an 8 kHZ output rate). Each digital bit is output
as the result of a Pseudo-Random Noise Generator (“PRN

generator”), implemented in softWare. The PRN consisted of
a single data register (implemented as a softWare variable)
With feedback. The timing of the softWare is important, as
the calculations on the PRN register must be completed in
time for a valid bit to be output at the desired interval, Which
Was 125 usec for the test embodiment. Timing can be

veri?ed by using an oscilloscope to monitor a debug pin on
the microcontroller, Which is toggled every 125 usec. The
microcontroller used for the foregoing tests had internal
RAM for variables, FLASH for storing the program, I/O
pins for toggling the required signals, and an internal timer
for measuring the 125 usec period. MATLAB Was used for

[0064] An alternative scenario is shoWn in FIG. 11 Where
the invention 5 is connected betWeen the phone 7 and its
handset 6. This scenario can be used for single-phone
installations Where only a single phone needs the invention
and not all the phones on a POTS line as shoWn in FIG. 11.

This scenario also has advantages in physical siZe and not
requiring FCC compliance, Which can help reduce its devel
opment and production costs.
[0065] The invention can also be used With Wireless
(cellular) phones, as shoWn in FIG. 12. Invention 1 is
attached to a microphone 9 by means of a microphone cable
10, as Well as to the cell phone 13 by means of another cable

12. Invention 11 receives the signal from the microphone 9
as the user speaks, adds the steganographic signal to the

microphone signal, and then drives the resulting signal into
cell phone 13 for transmission.
[0066]

FIG. 13 shoWs a scenario similar to FIG. 11, but for

a multiple-phone installation such as in a home or business.
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Invention 16 generates the steganographic signal and drives

to a telephone signal comprises passively adding the spread

it onto the phone line 15 along With the signal from one or
more phones 14 for transfer to the POTS line 17.

spectrum modulated identi?cation signal to the telephone

[0067] Other embodiments and uses of the invention Will
be apparent to those skilled in the art from consideration of

signal.
7. The method according to claim 2, further comprising
initiating a response upon detecting the addition of a third

the speci?cation and practice of the invention disclosed
herein. The speci?cation and examples should be considered
exemplary only With the true scope and spirit of the inven
tion indicated by the folloWing claims. As Will be understood
by those of ordinary skill in the art, variations and modi?

party to the pre-existing telephonic connection betWeen the
?rst party and the second party.
8. The method according to claim 7, Wherein the response

cations of each of the disclosed embodiments can be easily
made Within the scope of this invention as de?ned by the

connection; recording a call; playing a pre-recorded mes
sage; recording call data; disabling a speaker of a telephone;

folloWing claims.
What is claimed is:
1. A method for detecting the addition of a third party to
a pre-existing telephonic connection betWeen a ?rst party
and a second party, said method comprising:

is selected from the group consisting of: turning off a

microphone of a telephone; disconnecting the telephonic
adding a disruptive signal to the telephonic connection; and
any combinations thereof.
9. A method of monitoring use of a source telephone by

a caller, the method comprising:

generating identi?cation data;

generating identi?cation data identifying at least one of
the caller and the source telephone;

subdividing the identi?cation data into a plurality of

encoding the identi?cation data into a modulated identi

subdivisions;
encoding the plurality of subdivisions onto a carrier signal
to create a spread spectrum modulated identi?cation

signal, the spread spectrum modulated identi?cation
signal comprising the subdivisions of the identi?cation
data encoded on a plurality of frequency bands using a

predetermined sequence;
adding the spread spectrum modulated identi?cation sig
nal to a telephone signal to form an encoded telephone

signal, the spread spectrum modulated identi?cation
signal being imperceptible to a human listener of the

telephone signal;
transmitting the encoded telephone signal across a tele

phonic connection;
receiving the encoded telephone signal at a remote loca

tion;
extracting the plurality of subdivisions of the identi?ca
tion data from the spread spectrum modulated identi
?cation signal; and
assembling the plurality of subdivisions of the identi?ca
tion data to re-create the identi?cation data using the

predetermined sequence.
2. The method according to claim 1, further comprising
comparing assembled identi?cation data to a predetermined
set of restricted data to determine if a third party has been

added to the pre-existing telephonic connection.
3. The method according to claim 1, Wherein the step of
generating identi?cation data comprises inputting at least
one alpha-numeric identi?er of the ?rst party.
4. The method according to claim 3, Wherein the at least
one alpha-numeric identi?er of the ?rst party is selected
from the group consisting of a personal identi?cation num
ber, a user number, an inmate identi?cation number, a user
name, a local telephone exchange, a source telephone num

ber, and any combination thereof.
5. The method according to claim 1, Wherein the prede
termined sequence is a predetermined pseudo-random code.
6. The method according to claim 1, Wherein the step of

adding the spread spectrum modulated identi?cation signal

?cation signal using a spread spectrum modulator;
combining the modulated identi?cation signal With an
audio output signal of the source telephone to form a

composite telephone signal;
transmitting the composite telephone signal from the
source telephone to a destination telephone;

receiving the composite telephone signal at the destina
tion telephone;
extracting he identi?cation data from the composite tele
phone signal using at least a spread spectrum demodu
lator; and
analyZing the extracted identi?cation data to determine if
the extracted identi?cation data contains data that
matches at least one of a predetermined set of restricted

data.

10. The method according to claim 9, further comprising
initiating a restricted call response upon determining that the
extracted identi?cation data contains data that matches at
least one of a predetermined set of restricted data.
11. A system for detecting unauthoriZed use of a source
telephone to contact a destination telephone by a caller

having restricted calling privileges, the system comprising:
a spread spectrum modulator that encodes an identi?ca
tion signal to generate an modulated identi?cation

signal, the identi?cation signal including data identi
fying at least one of the source telephone and the caller;

a signal combiner coupled to an output of the spread
spectrum modulator and the source telephone that
combines the modulated identi?cation signal and an
output signal of the source telephone into a composite

telephone signal;
a signal receiver coupled to the destination telephone that

receives the composite telephone signal and extracts
therefrom the modulated identi?cation signal;
a spread spectrum demodulator coupled to the signal
receiver that decodes the identi?cation signal and
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extracts therefrom the data identifying at least one of

the source telephone and the caller; and

a comparator coupled to the spread spectrum demodulator
that compares the data identifying at least one of the
source telephone and the caller to a predetermined set
of restricted data.

12. The system according to claim 11, further comprising
an unauthoriZed call response processor that initiates an

unauthorized call response When the data identifying at least
one of the source telephone and the caller matches at least
one of the predetermined set of restricted data.
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