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INFORMATION RECORD
INFRASTRUCTURE, SYSTEM AND METHOD

RELATED APPLICATIONS

The present application claims benefit or priority from U.S.
Provisional Patent Application No. 60/216,199, filed Jul. 6,
2000, and U.S. Provisional Patent Application No. 60/223,
246, filed Aug. 4, 2000, and is a continuation of U.S. appli-
cation Ser. No. 09/899,787, filed Jul. 5, 2001, each of which
is expressly incorporated herein by reference.

FIELD OF THE INVENTION

The present invention relates to the field of information
records, repositories, systems and methods for the creation,
use, processing, maintenance, transmission, querying and
protection thereof.

BACKGROUND OF THE INVENTION

Computerized records and database are employed in many
industries. Often, the information is made available subject to
usage rights limitations. For example, copyright information
is generally controlled by the copyright owner, such that
copying is controlled or prohibited after publication. In a
digital environment, each transmission of the content results
in a form of copying, such that a copyright owner cannot
impose a strict prohibition on all forms of copying while
promoting digital use of the content. Thus, the publisher or
content owner seeks to apply rules that provide appropriate
compensation.

In other instances, the issue is not content, but rather secu-
rity and privacy. In these cases, the rules limit access based on
an authorization, which may be express or implied. Medical
and legal records are examples of this form of content limi-
tation.

Conceptually, implementation of an economic permission
and security permission based access control systems are
similar. In fact, security based access control systems often
include logs and audit trails, which are similar to the account-
ing databases associated with economic permission systems.
Thus, many issues raised by these systems are similar.

Medical Records

The art of medical record keeping has developed over
centuries of medical practice to provide an accurate account
of a patient’s medical history. Record keeping in medical
practice was developed to help physicians, and other health-
care providers, track and link individual “occurrences”
between a patient and a healthcare provider. Each physician/
patient encounter may result in a record including notes on the
purpose of the visit, the results of physician’s examination of
the patient, and a record of any drugs prescribed by the phy-
sician. If, for example, the patient were referred to another
clinic for additional testing, such as a blood analysis, this
would form a separate medical encounter, which would also
generate information for the medical record.

The accuracy of the medical record is of the utmost impor-
tance. The medical record describes the patient’s medical
history, which may be of critical importance in providing
future healthcare to the patient. Further, the medical record
may also be used as a legal document, as a research tool and
to provide information to insurance companies or third party
reimbursors.

Over the years, paper medical records have evolved from
individual practitioners’ informal journals to the current
multi-author, medical/legal documents. These paper records
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serve as the information system on which modern medical
practice is based. While the paper-based medical record sys-
tem has functioned well over many decades of use, it has
several shortcomings. First, while a paper-based record sys-
tem can adequately support individual patient-physician
encounters, it fails to serve as a source of pooled data for
large-scale analysis. While the medical data in the paper-
based records is substantial, the ability to adequately index,
store and retrieve information from the paper-based mecha-
nisms prevents efficient analysis of the data. Thus, paper
medical records could be a rich source of information for
generating new knowledge about patient care, if only their
data could be accessed on a large scale. Second, each portion
of the paper-based record is generated and kept at the site of
the medical service. Hence, the total record may be frag-
mented among many sites. Consequently, access by off-site
physicians is less than optimal. The inability to access a
complete medical record in a short period of time presents
problems both for individual care and group care of patients.
Because of the shortcomings of the paper-based record, the
electronic medical record (or “EMR”) has been investigated
for a number of years. An electronic medical record may be
stored and retrieved electronically through a computer.

Clinical information as expressed by health care personnel
is typically provided in natural language, e.g., in English.
While phrases in natural language are convenient in interper-
sonal communication, the same typically does not apply to
computerized applications such as automated quality assur-
ance, clinical decision support, patient management, out-
come studies, administration, research and literature search-
ing. Even where clinical data is available in electronic or
computer-readable form, the data may remain inaccessible to
computerized systems because of its form as narrative text.
Thus, while medical records may be maintained in electronic
form, significant efforts are necessary in order to make the
information available for automated analysis.

For computerized applications, methods and systems have
been developed for producing standardized, encoded repre-
sentations of clinical information from natural-language
sources such as findings from examinations, medical history,
progress notes, and discharge summaries. Special-purpose
techniques have been used in different domains, e.g., general
and specialized pathology, radiology, and surgery discharge
reports.

Medical information poses significant challenges to
knowledge management systems. Medical information pres-
ently includes multimedia file types, including numeric data,
text, scanned text images, scanned graphic images, sound
(e.g., phonocardiography and dictation), high resolution
images (radiology) and video (ultrasonic imaging and fluo-
roscopy). The medical records for an individual may, over-
time, grow to multiple megabytes or even gigabytes of data,
and advanced medical techniques promise to increase the
available data. These records come from a number of differ-
ent medical service providers, and may be stored in geo-
graphically disparate locations. Often, a new medical service
provider will seek to review all appropriate previous medical
records for a patient. Further, in third party reimbursement
situations, the third party indemnity will seek to review
records in connection with billed services.

On the other hand, medical records include data that is
intensely personal, including personal data such as sexual
habits, drug abuse, psychological disorders, family histories,
genetics, terminal diseases, or other injuries, and the like.
Thus, while there are legitimate reasons for transmitting
medical information files, such transmission must be limited
to appropriate circumstances and to authorized recipients.
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Intoday’s practice environment, the inability of healthcare
providers, administrators, insurers, researchers and govern-
mental agencies to rapidly access and/or extract information
from paper-based medical records represents a serious limi-
tation with significant scientific and economic ramifications.
Electronic medical record systems are expected to improve
healthcare delivery by enhancing case management capabili-
ties, and by leading to clinical practice research databases that
provide valuable information on patient outcomes and clini-
cal effectiveness.

While there have been attempts to develop computer data-
base architectures capable of storing and retrieving medical
record information which reconcile physicians’ desires for
maintaining a format of unstructured medical information
with database requirements for highly structured data stor-
age, these systems fail to provide an infrastructure for the
efficient transmission, use and security protection of the data.

Some approaches have been based on the development of
categorical data structures and descriptive vocabularies that
require translation of medical information into highly struc-
tured abstractions. This approach is problematic due to the
enormous size of the overall translation task, the inability to
accurately code all of the information contained within the
free-text portion of the record, and the fact that normalizing
data introduces additional abstraction, which may devalue its
clinical worth.

Other approaches provide a full text database with a meta-
data header abstracting portions of the data record. However,
searching this metadata may be difficult, and the existence of
this metadata outside of the record itself may impair patient
privacy. On the other hand, failure to index the data makes
searching for a record difficult.

There has been a longstanding trend to computerize vari-
ous forms of information, in order to make this information
more accessible, to facilitate transmission, and to facilitate
storage thereof. However, in the case of medical information,
this has resulting in significant concerns for the privacy and
security of the information. Indeed, while the information
technically cannot be disclosed without the consent of the
patient, since at least the time of Hippocrates, the medical
institutions that hold this information guard it jealously. Thus,
it may be difficult to obtain collaboration between medical
institutions in the ongoing treatment of a patient. While there
are important legitimate uses for medical data, there is also a
substantial possibility for abuse of the data and the associated
trust relationship between patient and medical care provider
represented therein. In fact, recent federal legislative and
regulatory initiatives (US Department of Human Health Ser-
vices) seek to regulate the creation, use, transmission and
maintenance of medical information databases, and indeed
may impose criminal sanctions.

The regulatory activities define mandates without defining
implementing technologies nor providing funding for the
burden imposed on federal, state, local and private entities.

Typically, in a hospital medical information system, infor-
mation relating to patients in a database is generated and used
by users having a variety of roles, including doctors of various
specialties, nurses, therapists of various types, paraprofes-
sionals, clinical laboratories, and bedside devices (which may
automatically generate or receive patient information). In
addition, medical information is used, but typically not gen-
erated by, pharmacies, administrators, lawyers, insurers or
payors, and other parties.

Medical databases present a particular problem that has
been difficult to address. On one hand, database architects
seek to provide indexing of key fields of the database, allow-
ing efficient retrieval. On the other hand, such indexes nec-
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4

essarily include information derived from the record. Thus,
the existence of an index poses a security and privacy breach
risk. One way to address this issue, as proposed in U.S. Pat.
No. 5,832,450, is to avoid indexing, but rather to provide
information contained only in the database record. While this
preserves privacy, it makes locating a database record other
than by patient identifier, or its accession identifier, very
difficult.

Another method used to address this problem is the main-
tenance of anonymous medical records in addition to patient-
specific records. Thus, a search for a record other than by
patient identifier may be performed, but typically not for the
treatment of the patient. Such techniques are useful in aca-
demic exercises. Often, the anonymization process is imper-
fect, or very costly.

One scheme for increasing the portability of medical
records is to provide personal data storage devices, for
example in credit card format optical storage medium. These
devices, however, present a security risk, since it cannot be
presumed that the patient will be able to provide consent to
the use of the information when required; thus, access con-
trols must necessarily be compromised. Further, the informa-
tion carrier can be lost or destroyed.

Because of the many types of caregivers, the idea of role-
based access has arisen; basically, medical professionals of
different types will require access to various subsets of the
medical record. For example, typically the primary care phy-
sician and certain consults will require full access.

Traditionally, medical records maintenance and upkeep
have imposed a significant cost and burden. While enterprises
have evolved for outsourcing of certain functions, these enter-
prises have not particularly represented the interests of the
patient, and rather serve as agents for the medical record
custodian.

One method for ensuring data security is encryption. Cryp-
tographic systems employ secret keys to protect information.
Key management systems for cryptographic keys are well
known. One such system, by EntrustTechnologies Limited is
currently commercially available.

Media Content

One particular area of digital rights management involves
the use and distribution of digital media, e.g., consumer enter-
tainment in the form of audio, video, multimedia, and/or text.
Computer software may be considered another form of
media. In these systems, one significant purpose for digital
distribution is to reduce the costs and increase convenience
involved in communicating the information to the user. This,
in turn, tends to reduce the actual or perceived cost of “con-
sumption” of the media to the user. However, in a digital
network, the content is readily replicated, and thus the owner
risks loss of control and compensation. In order to retain
control, the media is typically distributed in encrypted form.
Alternatively, the media itself is unencrypted, but the avail-
able hardware for using the digital media requires permission
for operation, in effect blocking the decoding to a usable
form.

The existing systems seek to create an obligation by the
recipient on behalf of the owner, to abide by the restrictions
imposed. This obligation can be voluntarily or mandatory.

While on-line systems for browsing media may maintain
privacy and confidentiality, on-line commercial transactions
often waive privacy and confidentiality, by requiring disclo-
sure of identity, electronic billing information, bill address,
shipping address, and the association with the item being
purchased. Further, databases are maintained which may then
impair future privacy by associating the user’s IP address or
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providing a browser cookie, which identify the user or asso-
ciate with a prior detailed database record.

Thus, electronic commerce has the ability to eliminate the
anonymity of cash. This is especially troublesome with
respect to media content preferences and consumption, since
these preferences and consumption were heretofore consid-
ered private.

Existing systems do not create a trust infrastructure,
wherein an independent third party represents and serves as
agent for the content owner, implementing a set of restrictive
rules for use of the content, and interacting and servicing
customers. In fact, these systems adopt a more traditional
retail model, with independent resellers, or employ related
entities.

In fact, the use of an intermediary, such as an Internet proxy
server or payment service can protect user privacy. However,
the Internet proxy cannot anonymize a direct electronic pur-
chase transaction. Thus, existing intermediaries do not act in
a representative capacity for the content owner, and do not
integrate content management functions.

Personal Demographic Information

As stated above, many different electronic commerce sys-
tems have access to, and indeed maintain profiles and other
information on customers. Even non-electronic retailers have
adopted techniques to provide the same types of information,
for example, supermarkets that provide “club cards”, and
otherwise may track credit/debit card purchases.

Retailers seek to gain valuable insight into their business
and consumer habits and responsiveness to promotions by
profiling consumers, and forming personal profiles and/or
aggregate profiles from this information. Since the informa-
tion often includes purchase information, the profiles are
personally identifiable. Further, user profiling must be asso-
ciated with the same user on an ongoing basis.

Intermediaries

In fact, the use of an intermediary, such as an Internet proxy
server or payment service, can protect user privacy. However,
the Internet proxy cannot anonymize a direct electronic pur-
chase transaction, and use of an intermediary service results
in a loss of rights with respect to credit card transactions.

Thus, existing intermediaries do not act in a representative
capacity for the content owner, and do not integrate content
management functions.

Computer Security

Computer security is currently an important issue. With the
proliferation of computers and computer networks into all
aspects of business and daily life—financial, medical, educa-
tion, government, and communications—the concern over
secure file access is growing. Using passwords is a common
method of providing security. Password protection and/or
personal identification numbers are employed for computer
network security, automatic teller machines, telephone bank-
ing, calling cards, telephone answering services, houses, and
safes. These systems generally require the knowledge of an
entry code that has been selected by a user or has been preset.
Preset codes are sometimes forgotten, as users have no reli-
able method of remembering them. Writing down the codes
and storing them in close proximity to an access control
device (i.e. the combination lock) results in a secure access
control system with a very insecure code. Alternatively, the
nuisance of trying several code variations renders the access
control system more of a problem than a solution.

Password systems are known to suffer from other disad-
vantages. Usually, a user specifies passwords. Most users,
being unsophisticated users of security systems, choose pass-
words that are relatively insecure, for example words that are
found in a dictionary or within a personal wallet. As such,
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many systems protected by passwords are easily accessed
through a simple (possibly automated) trial and error process.

Biometric authentication schemes, for example finger-
print, voice, iris, retina, hand, face, or other personal charac-
teristics, may be used to identify a user. These either do not
require a password or access code, or are used in conjunction
with such passwords or codes, and may provide substantial
system security. A biometric identification system accepts
unique biometric information from a user and identifies the
user by matching the information against information belong-
ing to registered users of the system.

Though biometric authentication is a secure means ofiden-
tifying a user, it is difficult to derive encryption keys from the
information. In the first place, the information is different
each time it is presented to a biometric information input
device. Secondly, the biometric information is retrievable
through, for example, extraction of latent fingerprints, and is
therefore subject to “spoofing”. When an encryption key is
derived directly from biometric information, the extraction of
latent biometric information or the interception of biometric
information may allow others to derive the encryption key.
Thirdly, since some biometric information is substantially
unchanging, it is not well suited to encryption because once
an encryption key or biometric authentication system is bro-
ken (i.e., knowledge exists to circumvent the security pro-
vided by the scheme), and its use should be discontinued;
however, changing the biometric information on demand is a
difficult procedure. In order to overcome this problem, key
management systems exist wherein a plurality of keys are
stored in a secure key database. A user authentication, such as
a biometric authentication, is used to access the secure key
database. Often the database is encrypted with a key that is
accessible through user authentication.

Key management systems are well known. One such sys-
tem, by Entrust Technologies Limited is currently commer-
cially available. Unfortunately, current key management sys-
tems are designed for installation on a single computer and for
portability between computers having a same configuration.
As such, implementation of enhanced security through instal-
lation of biometric input devices is costly and greatly limits
portability of key databases. Alternatively, password based
protection of key databases is undesirable because of the
inherent insecure nature of most user selected passwords. For
example, when using Entrust® software to protect a key
database, the database is portable on a smart card or on a
floppy disk. The portable key database is a duplicate of the
existing key database. User authentication for the portable
key database is identical to that of the original key database.
The implications of this are insignificant when password user
authentication is employed; however, when biometric user
authentication such as retinal scanning or fingerprint identi-
fication are used, the appropriate biometric identification sys-
tem is required at each location wherein the portable key
database is used. Unfortunately, this is often not the case. In
order to avoid this problem, organizations employ password
access throughout and thereby reduce overall security to
facilitate portability. Alternatively, members of an organiza-
tion are not permitted to travel with portable key databases
and thereby have reduced mobility and are capable of per-
forming fewer tasks while outside the office. This effectively
counters many of the benefits available in the information
age. Key databases, once created, should not decrypted,
except during emergencies. This prevents keys from becom-
ing vulnerable by existing in their decrypted state.

PRIOR ART

A number of fields of endeavor are relevant to the present
invention, and exemplary prior art, incorporated herein by
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reference, are disclosed below. The references disclosed pro-
vide a skilled artisan with embodiments of elements of the
present invention, and the teachings therein may be combined
and subcombined in various manners in accordance with the
present teachings. The topical headings are advisory only, and
are not intended to limit the applicability of any reference.

Medical Record Systems

John D. Halamka, Peter Szolovits, David Rind, and
Charles Safran, “A WWW Implementation of National Rec-
ommendations for Protecting Electronic Health Informa-
tion”, J. Am. Med. Inform. Assoc. 1997 4: 458-464 (expressly
incorporated herein by reference).

Reid Cushman, “Serious Technology Assessment for
Health Care Information Technology”, J. Am. Med. Inform.
Assoc. 1997 4: 259-265 (expressly incorporated herein by
reference).

Suzy A. Buckovich, Helga E. Rippen, and Michael J.
Rozen, “Driving Toward Guiding Principles: A Goal for Pri-
vacy, Confidentiality, and Security of Health Information”, J.
Am. Med. Inform. Assoc. 1999 6: 122-133 (expressly incor-
porated herein by reference).

Paul C. Tang, “An AMIA Perspective on Proposed Regu-
lation of Privacy of Health Information”, J. Am. Med. Inform.
Assoc. 2000 7: 205-207 (expressly incorporated herein by
reference).

Clement J. McDonald, “The Barriers to Electronic Medical
Record Systems and How to Overcome Them”, J. Am. Med.
Inform. Assoc. 1997 4: 213-221 (expressly incorporated
herein by reference).

U.S. Pat. No. 5,361,202 (Doue, Nov. 1, 1994, Computer
display system and method for facilitating access to patient
data records in a medical information system), expressly
incorporated herein by reference, relates to a system and
method to improve access to patient information in medical
information system for a health care facility. A computer
display system, and a method for such a display system,
includes a displayed representation of the duration of the stay
of an identified patient in the health care facility. In such a
medical information system patient data is stored in data files
in a database, wherein each data file in the database is com-
prised of a plurality of data records. A user positions a cursor
on the displayed representation using an input unit and sig-
nals the computer of a desired date and time. The computer, in
response to the signal determines the desired date and time
from the position of the cursor and accesses a data record or
records from the data file based on the desired date and time.
The accessed data record or records may then be displayed.
The data records may be time-stamped. In that case, the
duration of the patient’s stay is the time period between the
earliest and latest time stamps.

U.S. Pat. No. 5,644,778 (Burks, etal., Jul. 1, 1997, Medical
transaction system), expressly incorporated herein by refer-
ence, relates to a medical transaction system, which is
capable of permitting a plurality of healthcare providers to
communicate with a plurality of payors and financial institu-
tions. The healthcare providers, payors, and financial institu-
tions do not have to communicate in the same data message
formats nor in the same communication protocols. Such a
system facilitates not only the processing of medical claims
submitted by the healthcare providers to the payors, but also
permits the transfer of medical data records between health-
care providers. The system supports the processing of medi-
cal claims without requiring a centralized database or impos-
ing a uniform claim format on the healthcare providers and
payors. The preferred embodiment further includes a finan-
cial transactor that uses remittance information from the pay-
ors to generate the electronics funds transfer messages to
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credit and debit accounts. Additionally, the system supports a
medical line of credit at financial institutions that may be used
to pay portions of medical claims not covered by payors.

U.S. Pat. No. 5,832,450 (Myers, et al. Nov. 3, 1998),
expressly incorporated herein by reference, provides an elec-
tronic medical record system that stores data about individual
patient encounters arising from a content generator in free-
form text. A header for each encounter-based record also uses
text to store context information for that record. Each header
comprises a plurality of attributes embodied as a field descrip-
tor and a value, bound together as a text object. By binding the
field descriptors to the values, each encounter record is com-
plete in itself, without reference to database keys, thereby
providing a self-validating record storage system. In this sys-
tem, the security of the medical data is maintained, because
the attribute values and the attribute descriptors are bound
together as a text object, and because the values are not
location dependent, the data is self-validating. Thus, tem-
plates, keys, or other lookup means employed by relational
database are not required to find or interpret the data. Addi-
tional attributes may be added without a restructuring pro-
cess, reducing a source of errors into the system. Access of the
content and context information in the EMR system by exter-
nal systems is possible without secondary tables or keys.

U.S. Pat. No. 5,546,580 (Seliger, et al., Aug. 13, 1996),
expressly incorporated herein by reference, relates to a
method and apparatus for coordinating concurrent updates to
a medical information database, from different workstations
and medical instruments. A first data value for a record is
entered at a first workstation and a second data value for the
record is entered at a second workstation without locking
either workstation during data entry. The new data values are
stored in the medical database after completion of data entry
at each workstation, and a correction history is recorded. The
correction history contains information as to the update of the
record with the first data value and the second data value. The
record is updated with the first and second data values without
aborting user activities or notifying a user that an update
conflict has occurred. After the new data values are stored in
the medical database, all workstations containing a copy of
the record are updated to reflect the current state of the record.

U.S. Pat. No. 5,832,488 (Eberhardt, Nov. 3, 1998),
expressly incorporated herein by reference, relates to a com-
puter system and method for storing medical histories using a
smartcard to store data. A computer system and method is
provided for programming it for storage of individual medical
histories on a storage device, preferably about the size of a
credit card, for adding new medical data about the individual
to the device and for communicating with other computers to
retrieve large data records about the individual; and for
enabling a second computer to collate and sort data relating to
selected medical fields from the data of such individual and
from the data about other individuals transferred to the second
computer.

U.S. Pat. No. 5,867,821 (Ballantyne, et al., Feb. 2, 1999),
expressly incorporated herein by reference, relates to a
method and apparatus for electronically accessing and dis-
tributing personal health care information and services in
hospitals and homes, for the distribution and administration
of medical services, entertainment services, electronic medi-
cal records, educational information, etc. to a patient’s indi-
vidual electronic patient care station (PCS) interconnected to
amaster library (ML) which stores data in digital compressed
format, through a local medical information network. The
patient/medical personnel interact with this medical informa-
tion network through the unique PCS and receive the
requested service or data from the master library. The data is
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then displayed either on the associated television set or video
monitor or through wireless/IR communications to a periph-
eral personal data assistant (pen based computer technology)
The data for text, audio, and video information is all com-
pressed digitally to facilitate distribution and only decom-
pressed at the final stage before viewing/interaction.

U.S. Pat. No. 5,899,998 (McGauley, et al., May 4, 1999),
expressly incorporated herein by reference, relates to a
method and system for maintaining and updating computer-
ized medical records. A distributed database architecture
stores medical information in a self-updating system that
employs point-of-service stations disposed at convenient
medical service locations. Each patient carries a portable data
carrier such as a smart card that contains the patient’s com-
plete medical history. Interaction between the portable data
carriers and the point-of-service stations effects a virtual
communication link that ties the distributed databases
together without the need for online or live data connections.
The point-of-service stations are also interconnected over a
communications network through a switching station that
likewise does not rely on online, live communication. The
database system uses an object-oriented update object to dis-
tribute data that has been generated when a portable data
carrier is not physically present and to automatically distrib-
ute data without the necessity of accessing a master file.

U.S. Pat. No. 5,903,889 (de la Huerga, et al., May 11,
1999), expressly incorporated herein by reference, relates to a
system and method for translating, collecting and archiving
patient records. The system retrieves, modifies, and collects
data records having a plurality of formats and distributed on a
plurality of databases on a computer network. The system
includes means for detecting various types, relationships, and
classifications of data records and moditying them accord-
ingly to support interactive, hypertext-linked display of, and
organized access to, the data records. The system further
includes means to store a related set of data records on a mass
storage device such as a CD-ROM to provide non-network
access to the data records. Adapted for use in a hospital
environment, the system facilitates access by care providers,
administrators, and insurance company agents to a patient’s
cumulative, and possibly extensive, record.

U.S. Pat. No. 5,911,132 (Sloane, Jun. 8, 1999, Method
using central epidemiological database), expressly incorpo-
rated herein by reference, relates to a system in which patient
disease is diagnosed and/or treated using electronic data com-
munications between not only the physician and his/her
patient, but via the use of electronic data communications
between the physician and one or more entities which can
contribute to the patient’s diagnosis and/or treatment, such
electronic data communications including information that
was previously received electronically from the patient and/
or was developed as a consequence of an electronic messag-
ing interaction that occurred between the patient and the
physician. Such other entities illustratively include a medical
diagnostic center and an epidemiological database computer
facility that collects epidemiological transaction records from
physicians, hospitals and other institutions that have medical
facilities, such as schools and large businesses. The epide-
miological transaction record illustratively includes various
medical, personal and epidemiological data relevant to the
patient and his/her present symptoms, including test results,
as well as the diagnosis, if one has already been arrived at by
the e-doc. The epidemiological database computer facility
can correlate this information with the other epidemiological
transaction records that it receives overtime in order to help
physicians make and/or confirm diagnoses as well as to iden-
tify and track epidemiological events and/or trends.
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U.S. Pat. No. 5,911,687 (Sato, et al., Jun. 15, 1999, Wide
area medical information system and method using thereof),
expressly incorporated herein by reference, relates to a wide
area medical information system and a method using thereof
comprising a wide area network, a plurality of doctor termi-
nals and patient terminals connected to the wide area net-
work, and a management server including at least an elec-
tronic case record file storing clinic information for patient’s
and a doctor database storing data of a plurality of doctors,
wherein the system searches the doctor database on the basis
of patient information including the condition of the disease
ofa certain patient input from the patient terminal, selects the
corresponding doctor, requests that the selected doctor take
charge of examination and treatment for the aforementioned
certain patient, registers the correspondence between the
approved doctor and the aforementioned certain patient in the
electronic case record file, gives the right to access the clinic
information of the patient to the approved doctor, and
executes the online examination and treatment via the doctor
terminal and patient terminal, so that a patient existing in a
wide area can receive remote examination and treatment ser-
vices of high satisfaction and medical treatment related ser-
vices other than examination and treatment without depend-
ing on the location.

U.S. Pat. No. 5,915,240 (Karpf, Jun. 22, 1999), expressly
incorporated herein by reference, relates to a computer sys-
tem and method for accessing medical information over a
network. The system partitions the functioning of the system
between a client and server program optimized in a manner to
assure synchronization of the master medical information
databases on the servers with the local medical information
database on the client, minimize the use of network resources,
and allow new types of medical information to be easily
included in the system. A server site on the network maintains
a description of its medical information, as well as the most
current and up-to-date medical reference information. The
client program maintains a local database that is automati-
cally synchronized over the network with revisions and new
medical information, and provides a user with an interface to
fully review the information in the database. The system also
uses a context-sensitive call facility so that users of the Medi-
cal Lookup Reference program can easily get further expert
assistance about the medical topic. The call feature uses the
network connection to establish a conversation between the
user and a person at a help site specified by the type of medical
information they are currently referencing. Once a connec-
tion is established, the system allows the user to engage in a
conversation with the person at the help site, and a record of
the conversation can be saved in a database for auditing
purposes.

U.S. Pat. No. 5,924,074 (Evans, Jul. 13, 1999), expressly
incorporated herein by reference, relates to an electronic
medical records system. The system captures patient data,
such as patient complaints, lab orders, medications, diag-
noses, and procedures, at its source at the time of entry using
a graphical user interface having touch screens. Using pen-
based portable computers with wireless connections to a
computer network, authorized healthcare providers can
access, analyze, update and electronically annotate patient
data even while other providers are using the same patient
record. The system likewise permits instant, sophisticated
analysis of patient data to identify relationships among the
data considered. Moreover, the system includes the capability
to access reference databases for consultation regarding aller-
gies, medication interactions and practice guidelines. The
system also includes the capability to incorporate legacy data,
such as paper files and mainframe data, for a patient.
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U.S. Pat. No. 5,933,809 (Hunt, et al., Aug. 3, 1999),
expressly incorporated herein by reference, relates to com-
puter software for processing medical billing record informa-
tion. Hospital or individual doctor Medicare billing records
are processed using computer software. The software con-
tains at least one set of instructions for receiving, converting,
sorting and storing input information from the pre-existing
medical billing records into a form suitable for processing.
The software contains at least one set of instructions for
processing the input medical billing record information, pref-
erably to identify potential Medicare 72 hour billing rule”
violations. This processing is preferably performed by com-
paring each input medical billing record containing dates of
medical inpatient admission and discharge to each input
medical billing record containing a date of medical outpatient
service. The inpatient and outpatient billing records are first
compared to determine if they contain matching patient iden-
tification codes to identify all the records originating from the
same patient. If matching patient identification codes are
found the inpatient and outpatient billing records are further
compared to determine if the date of outpatient service fell
within a preselected time period, preferably 72 hours, prior to
the date of inpatient admission. If so, the matching inpatient
and outpatient billing records are distinguished and stored
separately for further processing. If not, the matching inpa-
tient and outpatient billing records are compared to determine
if the date of outpatient service fell between the inpatient
admission and discharge dates. If this is the case, the match-
ing inpatient and outpatient billing records are again distin-
guished and stored separately for further processing. If not,
the program proceeds to the next set of billing records to
repeat the sequence.

U.S. Pat. No. 5,974,389 (Clark, et al., Oct. 26, 1999, Medi-
cal record management system and process with improved
workflow features) relates to a patient medical record system
includes a number of caregiver computers, and a patient
record database with patient data coupled to the caregiver
computers selectively providing access to the patient data
from one of the caregiver computers responsive to a prede-
termined set of access rules. The predetermined set of rules
includes a rule that access to a predetermined portion of the
patient data by a first caregiver must be terminated before
access to the same predetermined portion by a second car-
egiver is allowed.

U.S. Pat. No. 5,991,758 (Ellard, Nov. 23, 1999), expressly
incorporated herein by reference, relates to a system and
method for indexing information about entities from different
information sources. A system and method for indexing a data
record from an information source into a database, the data-
base containing a plurality of data records, is provided com-
prising receiving a data record from an information source,
the received data record having a predetermined number of
fields containing information about a particular entity, stan-
dardizing and validating the data in the received data record.
A system and method is also provided for retrieving records
that refer to an entity characterized by a specific set of data
values by comparing a predetermined number of fields within
the received data record with a predetermined number of
fields within the data records already in the database, select-
ing data records already in the database as candidates having
data within some of the predetermined fields that is identical
to the data in the fields of the received datarecord, and scoring
the candidates to determine data records having information
about the same entity.

U.S. Pat. No. 5,995,943 (Bull, et al., Nov. 30, 1999),
expressly incorporated herein by reference, relates to an
information aggregation and synthesis system. An informa-
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tion aggregation and synthesis system and process, which
provides aggregation and packaging of structured or unstruc-
tured information from disparate sources such as those avail-
able on a network such as the Internet. A user operates a
network compatible/addressable interface device. The net-
work interface device communicates with local datastores or
network accessible datastores via an addressing scheme such
as Uniform Resource Locator addresses (URLs) utilized by
the Internet. Data passing between the network interface
device and the datastores is accessed, polled, and retrieved
through an intermediary gateway system. Such aggregated
information is then synthesized, customized, personalized
and localized to meet the information resource requests speci-
fied by the user via the network interface device.

U.S. Pat. No. 6,012,035 (Freeman, Jr., et al., Jan. 4, 2000),
expressly incorporated herein by reference, relates to a sys-
tem and method for supporting delivery of health care. Effec-
tuation of a health care provision agency cooperative function
is established through a communication network linking all
the various entities of the cooperative. The entities include the
third party payor members, the health providing individuals,
clinics, or the like, along with secondary providers including
pharmacies and laboratories, health care facilities such as
hospitals, and the several entities associated with manage-
ment of the cooperative and appropriate funds transfer func-
tions. A coordinating interface system maintains data storage
of the necessary information, and manages the entity inter-
communications in accordance with the basic structure of the
active and eligible elements of the agency cooperative.

U.S. Pat. No. 6,035,276 (Newman, et al., Mar. 7, 2000),
expressly incorporated herein by reference, relates to a sys-
tem and method for selectively generating provider applica-
tion forms required to be submitted to health care provider
organizations by physicians and related health care profes-
sionals. Physician credentialing profiles containing physician
credentialing information are stored into a system database
together with a plurality of different provider application
formats associated with particular application forms which
are completed and selected data extracted from the common
information contained in the stored physician credentialing
profiles. The method automatically inputs a subset of physi-
cian credentialing information required by a particular
selected provider application format into the provider appli-
cation form associated with that format and generates the
particular provider application form.

U.S. Pat. No. 6,055,494 (Friedman, Apr. 25, 2000),
expressly incorporated herein by reference, relates to a sys-
tem and method for medical language extraction and encod-
ing. In computerized processing of natural-language medical/
clinical data including phrase parsing and regularizing,
parameters are referred to whose value can be specified by the
user. Thus, a computerized system can be provided with
versatility, for the processing of data originating in diverse
domains, for example. Further to a parser and a regularizer,
the system includes a preprocessor, output filters, and an
encoding mechanism.

U.S. Pat. No. 6,055,506 (Frasca, Jr., Apr. 25, 2000)
expressly incorporated herein by reference, relates to an out-
patient care data system dedicated to the transmission, stor-
age and retrieval of outpatient data relating to care of outpa-
tients is provided with a regional data system located at a
regional location, a plurality of metropolitan area data sys-
tems operatively connected to the regional data system, each
of the metropolitan area data systems being located at a dif-
ferent metropolitan location. Each metropolitan area data
system may be provided with an electronic nursing station
located within a hospital and first and second types of outpa-






