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SYSTEM AND METHOD FOR SECURE
THREE-PARTY COMMUNICATIONS

underlying message. While tWo-par‘ty encryption is Well

RELATED APPLICATIONS

role in the transaction but Which need not be trusted With
access to the information or the cryptographic key.
A number of communications systems and methods are

knoWn, schemes are not Well developed for providing third
party involvement, Wherein the third party plays a requisite

The present application is a continuation of US. patent
application Ser. No. 10/106,138, ?led Mar. 25, 2002, now
US. Pat. No. 7,181,017, the entirety of Which is expressly

knoWn for dealing With three-party communications, for
example, Where a third party provides ancillary services to
support the communications, such as authentication,
accounting, and key recovery. Often, the nature of these com
munications protocols places the third party (or group of third
parties) in a position of trust, meaning that the third party or

incorporated herein by reference.
FIELD OF THE INVENTION
The present invention relates to the ?eld of secure commu

parties, Without access to additional information, can gain

nications, and more particularly to multiparty communica

access to private communications or otherWise undermine

tions supporting transactional accounting.

transactional security or privacy.
Transactions for Which third party support may be appro
priate include distribution of private medical records, com
munication of digital content, and anonymous proxy services.
Another aspect of three party communications is that it
becomes possible to tWo (or more) parties to hold portions of

BACKGROUND OF THE INVENTION

Computerized records and database are employed in many
industries. Often, the information is made available subject to

20

usage rights limitations. For example, copyright information
is generally controlled by the copyright oWner, such that

a secret or a key to obtain the secret, Without any one party

alone being able to access the secret. For example, Silvio
Micali has developed a mature Fair Encryption scheme in

copying is controlled or prohibited after publication. In a
digital environment, each transmission of the content results
in a form of copying, such that a copyright oWner cannot

impose a strict prohibition on all forms of copying While
promoting digital use of the content. Thus, the publisher or
content oWner seeks to apply rules that provide appropriate
compensation. In other instances, the issue is not content, but
rather security and privacy. In these cases, the rules limit

25

secret. In Micali’s Fair Encryption scheme, hoWever, coop
eration of neither of the principal parties to the communica
tion is required in order to access the secret. The third party
30

access based on an authorization, Which may be express or

Conceptually, implementation of an economic permission
35

ing databases associated With economic permission systems.
Thus, many issues raised by these systems are similar.

Computer and information system security is currently an
important issue. With the proliferation of computers and com
puter netWorks into all aspects of business and daily lifei

40

and communications privacy is groWing.
45

ten near access terminals. Security tokens can be stolen or
50

Administration capability bypasses normal security proto
cols. Secure systems may be built on insecure platforms.
Therefore, it is desirable to maintain private information in
secure format, Without relying on trust of any party Who does
not require access to the private information, up to a point

55

private information can Well exceed the value of the storage or

Encryption Technologies
Encryption technologies, particularly public key encryp
secure or private communication. Typical public key encryp
tion technologies, hoWever, presume that a pair of communi
cations partners seek to communicate directly betWeen each
other, Without the optional or mandatory participation of a
third party, and, in fact, are designed speci?cally to exclude

third party monitoring. Third parties, hoWever, may offer

communications services. Therefore, even in the case of a
60

or insu?icient means for addressing these risks or liabilities.

Rather, Where considerable risk or liability arises from unau
thoriZed disclosure of the information, the storage or commu
nication of the information must involve an ef?cient scheme
that Will minimiZe the risk of disclosure. Therefore, an inter

See: S. Micali. Fair Public-Key Cryptosystems. Advances
in CryptologyiProceedings of CRYPTO’92 (E. F. Brickell,
ed.) Lecture Notes in Computer Science 740, SpringerVerlag
(1993) pages 113-138; S Micali, Fair cryptosystems, MIT
Technical Report, MIT/LCS/TR-579, November 1993, MIT
Laboratory for Computer Science, November 1993.
tion systems, seek to minimiZe some of these Weaknesses by
reducing the need to share secrets amongst participants to a

Where it is used by the intended recipient of the information.
The liability or risks involved in holding or communicating
trusted party, indemni?cation or insurance may be inef?cient

alloW communication of a secret in Which only one party
gains access to the content, and in Which the third party or

parties and one principal operate only on encrypted or secret
information. These system is discussed in further detail
beloW.

and communicationsithe concern over secure ?le access

misplaced. Users may share supposedly secret information.

Encryption scheme does, hoWever, provide a basis for the
generation and use of composite asymmetric encryption keys.
See, Eyal KushilevitZ, Silvio Micali & Rafael Ostrovsky,
“Reducibility and Completeness in Multi-Par‘ty Private Com
putations”, Proc. of35th FOCS, pp. 478-489, 1994, expressly
incorporated herein by reference.
The Micali Fair Encryption scheme does not, hoWever,

entertainment, ?nancial, medical, education, government,
Publicly accessible secure database systems pose signi?
cant security problems. Attempts to achieve high levels of
technical invulnerability may lead to practical problems, sys
tem Weaknesses and security holes. PassWords may be Writ

trustees, as a group, are trusted With a secret. The basis for this

trust is an issue of factual investigation. The Micali Fair

implied.
and security permission based access control systems are
similar. In fact, security based access control systems often
include logs and audit trails, Which are similar to the account

Which a number of trustees collaborate to hold portions of a
key used to secure privacy of a communication betWeen tWo
principals, but Who must act together to gain access to the

valuable services to the participants in a communication, but
existing protocols for involvement of more than tWo parties
are either inef?cient or insecure.

Traditional encryption algorithm schemes rely on use of
one or more ?nite keys Which are provided to an algorithm
65

Which generates a data string Which is apparently random,

mediary in a transaction preferably handles only encrypted

called pseudorandom, but Which can be predicted based on a

data, and need not be trusted to maintain the privacy of the

knoWledge of both the algorithm and the key(s), alloWing

US 7,869,591 B1
3

4

extraction of a superimposed data message. Optimality of an
algorithm for a given set of circumstances is based on a

tWo hosts should have generated the same value for ‘Z’, since

according to mathematical identity theory,

number of factors, and therefore many different crypto

graphic schemes coexist. Essentially, the key should be suf
?ciently long and stochastic that an extraordinarily long

A method of public-key encryption developed by Rivest,
Shamir & Adelman, and noW generally referred to as RSA, is

period of time Would be necessary to attempt a brute force
attack on the algorithm, While only a reasonable amount of

based upon the use of tWo extremely large prime numbers
Which ful?ll the criteria for the “trap-door, one-Way permu
tation.” Such a permutation function enables the sender to
encrypt the message using a non-secret encryption key, but
does not permit an eavesdropper to decrypt the message by

time is required to generate keys, encrypt and decrypt mes
sages. In addition, the key should be suf?ciently long that
observation of pseudorandom (encrypted) datastreams does
not permit one to determine the key to the algorithm.
Public Key Encryption is a concept Wherein tWo keys are
provided. The keys form a pair, such that a message encrypted

crypto-analytic techniques Within an acceptably long period
of time. This is due to the fact that for a composite number

With one key of the pair may be decrypted only by the corre

composed of the product of tWo very large prime numbers, the

sponding key, but knoWledge of the public key does not
impart effective knoWledge of the private key. Typically, one

computational time necessary to factor this composite num
ber is unacceptably long. A brute force attack requires a
sequence of putative keys to be tested to determine Which, if

of the keys is made public, While the other remains secret,

20

any, is appropriate. Therefore a brute force attack requires a
very large number of iterations. The number of iterations
increases geometrically With the key bit siZe, While the nor

25

mal decryption generally suffers only an arithmetic-type
increase in computational complexity.
In the RSA encryption algorithm, the message (repre
sented by a number M) is multiplied by itself (e) times (called
“raising (M) to the poWer (e)”), and the product is then

alloWing use for both secure communications and authenti

cation. Communications may include use of multiple key

pairs, to provide bilateral security. The public key pair may be
self-generated, and therefore a user need not transmit the

private key. It must, hoWever, be stored.
The basis for Di?ie Hellman and RSA-type public key
encryption methods is the large disparity in computational

complexity betWeen decrypting the public key created cipher

divided by a modulus (11), leaving the remainder as a cipher
text (C): CIMe mod n. In the decryption operation, a different
exponent, (d) is used to convert the ciphertext back into the
plain text: MIC“ mod n. The modulus (n) is a composite

text With the public key encryption private key, Which is very
rapid and simple to do, and Working through the possibilities
Without the key, Which takes a very long time through all
knoWn means. The systems are theoretically secure because

the combination of the public key and the source information

30

generate this theoretically long time to factor the possibilities

number, constructed by multiplying tWo prime numbers, (p)
and (q), together: n:p*q. The encryption and decryption

Without requiring the public key encryption private key to be

exponents, (d) and (e), are related to each other and the

knoWn by the sender.
Modern public-key data encryption Was originally sug
gested by Di?ie and Hellman, “New Directions In Cryptog
raphy,” I.E.E.E. Transactions on Information Theory (No

modulus (n) in the folloWing Way: d:e_l mod ((p-1) (q—1)).
The RSA ciphertext is thus represented by the expression
35

vember 1976) (the disclosure of Which is hereby incorporated
by reference), and Was further developed by Ronald L. Rivest,
Adi Shamir, and Leonard M. Adleman: “A Method for

Obtaining Digital Signatures and Public-Key Cryptosys

40

tems,” Communications of the ACM 21,2 (Feb. 1978), 120
126 (the disclosure of Which is hereby incorporated by refer
ence). See also, U.S. Pat. No. 4,351,982, expressly
incorporated herein by reference.
The basic reason for public-key encryption system is to
ensure both the security of the information transferred along
a data line, and to guarantee the identity of the transmitter and

45

50

55

According to the Di?ie Hellman scheme, tWo hosts can
create and share a secret key Without ever communicating the

(3) decryption: in Which the ciphertext (C) is raised to the
poWer (d), and then reduced modulo (n).

or so-called fair cryptosystems designed to alloW a secret key
to be distributed to a plurality of trusted entities, such that the

encrypted message is protected unless the key portions are
divulged by all of the trusted entities. Thus, a secret key may

key. Each host receives the “Di?ie-Hellman parameters”. A

be recovered, through cooperation of a plurality of parties.

prime number, ‘p’ (larger than 2) and “base”, ‘g’, an integer
that is smaller than ‘p’. The hosts each secretly generate their
oWn private number, called ‘x’, Which is less than “p-1”. The
hosts next generate a respective public key, ‘y’. They are

and the decryption exponent (d) is calculated using (e), (p),
and (q).

Micali, U.S. Pat. Nos. 6,026,163 and 5,315,658, expressly
incorporated herein by reference, teach a number of split key

requiring the periodic physical delivery or the secure elec
tronic transmission of secret keys to the various subscribers
on the data line.

(1) key generation: in Which the factors of the modulus (n)
(the prime numbers (p) and (q)) are chosen and multiplied
together to form (11), an encryption exponent (e) is chosen,

(2) encryption: in Which the message (M) is raised to the
poWer (e), and then reduced modulo (n).

to ensure the inability of a receiver to “forge” a transmission
as being one from a subscriber on the data line. Both of these

desired results can be accomplished With public-key data
encryption Without the need to maintain a list of secret keys
speci?c to each subscriber on the data line, and Without

CIM" mod n. The associated decryption function is MICd

mod n. Therefore, MIC“ mod n:(Me mod n)“ mod n, indicat
ing that the original message, encrypted With one key, is
retrieved as plain text using the other key. To calculate the
decryption key, one must knoW the numbers (p) and (q)
(called the factors) used to calculate the modulus (n).
The RSA Algorithm may be divided, then, into three steps:

60

These methods Were applied in three particular ?elds; laW
enforcement, business auctions, and ?nancial transactions.

function: Z:yx Mod p. ‘Z’ can noW be used as an encryption

Essentially, the Micali systems provide that the decryption
key is split betWeen a number (n) of trusted entities, meeting
the folloWing functional criteria: (1) The private key can be
reconstructed given knoWledge of all n of the pieces held by
the plurality of trusted entities; (2) The private key cannot be

key in a symmetric encryption scheme. Mathematically, the

guessed at all if one only knoWs less than all (<n-1) of the

created With the function: yIg" Mod p. The tWo hosts noW

exchange their respective public keys (‘y’) and the exchanged
numbers are converted into a secret key, ‘Z’ by the folloWing

65
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special pieces; and (3) For i-l, . . .n, the ith special piece can
be individually veri?ed to be correct. The special pieces are

dif?culty in factoring large numbers as a basis for asymmetric

sonic imaging and ?uoroscopy). The medical records for an
individual may, over time, groW to multiple megabytes or
even gigabytes of data, and advanced medical techniques
promise to increase the volume of available data. These

security.

records come from a number of different medical service

de?ned by a simple public algorithm Which itself exploits the
Electronic Medical Records
In the ?eld of medical care, accuracy of collected data is of

providers, and may be stored in geographically disparate

signi?cant importance. Erroneous data, Whether collected

revieW all appropriate previous medical records for a patient.
Further, in third party reimbursement situations, the third

locations. Often, a neW medical service provider Will seek to

manually or automatically, presents the possibility of an erro

Therefore, preservation and availability of accurate medical

party indemnitor Will seek to revieW records in connection
With billed services. These various data types and associated
information storage systems are not standardiZed, impeding

records remains an important part of the modern health care

ef?ciency of sharing and communicating the data.

neous diagnosis or treatment. Prior accumulated data about

the patient may be relevant to future diagnosis and treatment.

system.

Medical records often include data that is intensely per

sonal, including personal data such as sexual habits, drug

The art of medical record keeping has developed over
centuries of medical practice to provide an accurate account

abuse, psychological disorders, family histories, genetics,

of a patient’s medical history. Record keeping in medical
practice Was developed to help physicians, and other health

terminal diseases, injuries, and the like. This personal infor
mation is revealed to, or generated by, treating medical pro

care providers, track and link individual “occurrences”
betWeen a patient and a healthcare provider. Each physician/

fessionals on a presumption of absolute privilege held by the
20

should not impair this presumption. Thus, While there are
legitimate reasons for transmitting medical information ?les,

patient encounter may result in a record including notes on the

purpose of the visit, the results of physician’ s examination of

the patient, and a record of any drugs prescribed by the phy
sician. If, for example, the patient Were referred to another
clinic for additional testing, such as a blood analysis, this
Would form a separate medical encounter, Which Would also
generate information for the medical record.
Over the years, paper medical records have evolved from
individual practitioners’ informal journals to the current
multi-author, medical/ legal documents. These paper records

such transmission must be secure, limited to appropriate cir
cumstances and to authorized recipients.
25

hold this information guard it jealously. Thus, privacy con
30

serve as the information system on Which modern medical

siderations may make it dif?cult to obtain collaboration
betWeen medical institutions in the ongoing treatment of a
patient. While there are important legitimate uses for medical

data, there is also a substantial possibility for abuse of the data
and the associated trust relationship betWeen patient and
medical care provider represented therein. Presently, laWs

tem has functioned Well over many decades of use, it has
35

and regulations have been promulgated (but not yet effective)

40

regulating electronic medical records.
Typically, in a hospital medical information system, infor
mation relating to patients in a database is generated and used
by users having a variety of roles, including doctors and
medical professionals of various specialties, nurses, thera

encounters, it is cumbersome to use as a source of pooled data

for large-scale analysis. While the medical data in the paper
based records is substantial, the ability to adequately index,
store and retrieve information from the paper-based mecha
nisms prevents ef?cient analysis of the data. Thus, paper

Indeed, While the private medical information technically
cannot be disclosed Without the consent of the patient, since at
least the time of Hippocrates, the medical institutions that

practice is based. While the paper-based medical record sys
several shortcomings. First, While a paper-based record sys
tem can adequately support individual patient-physician

patient. The adoption of electronic medical record systems

medical records could be a rich source of information for

pists of various types, paraprofessionals, social Workers,

generating neW knoWledge about patient care, if the data
couldbe accessed on a large scale. Second, each portion of the
paper-based record is generated and kept at the site of the
medical service. Hence, the total record is fragmented among
many sites. Consequently, access by off-site physicians is less
than optimal. The inability to access a complete medical
record in a short period of time presents problems both for

clinical laboratories, and bedside devices (Which may auto
matically generate or receive patient information). In addi
tion, medical information is used, but typically not generated
by, pharmacies, administrators, laWyers, insurers or payors,
and otherparties. Because of the many types of caregivers and

45

other data users, the idea of role-based access is appropriate;

basically, medical professionals of different types Will require
access to various subsets of the medical record. For example,

individual care and group care of patients. Thus, electronic

medical records (EMRs) have been developed to facilitate
storage, retrieval, communication and use of the valuable

50

require full access.

patient medical history information, both for the particular
patient and for studies of patient populations.
While there have been attempts to develop computer data

base architectures capable of storing and retrieving medical
record information Which reconcile physicians’ desires for
maintaining a format of unstructured medical information
With database requirements for highly structured data stor
age, these systems provide an inadequate infrastructure for
the ef?cient transmission, use and security protection of the
data.
Medical information poses signi?cant challenges to

knoWledge management systems. Medical information pres
ently includes ?le types including various media types,
including numeric data, text, scanned text images, scanned

graphic images, sound (e.g., phonocardiography and dicta
tion), high resolution images (radiology) and video (ultra

typically the primary care physician and certain consults Will

55

One scheme for increasing the portability of medical
records is to provide personal data storage devices, for
example in credit card format optical storage medium. These
devices, hoWever, present a security risk, since it cannot be
presumed that the patient Will be able to provide consent to
the use of the information When required; thus, access con

trols must necessarily be compromised. Further, the informa
tion carrier can be lost, unavailable or stolen.
60

SUMMARY OF THE INVENTION

65

The present invention provides a system, method and busi
ness model for conducting transactions involving private
information Wherein an intermediary performs a requisite
function With respect to the transaction Without requiring the
intermediary to be trusted With respect to the private infor
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mation or cryptographic keys for communicated information.
This system and method employ secure cryptographic
schemes, Which reduce the risks and liability for unauthorized

as the system according to the present invention gains ubiq
uity, a private netWork model Would be preferred, in order to
increase security and alloW the system to be tuned to the types
of data and quality of service demands made by users.

disclosure of private information, While maintaining e?icient

An embodiment of the present invention involves the

and robust transactions.

The system and method according to the present invention

implementation and use of a Virtual Trust, Wherein an oWner

provide a basis for a set of business models, in Which the third
party accounts for secure data transactions, by maintaining a

rules and/ or limitations, to a Virtual Trustee. The Virtual

critical logical function in data communication. Thus, during

Trustee implements these rules and/or limitations, unless

each such transaction, the intermediary may force or require
a ?nancial accounting for the transaction. Further, by exerting

counterrnanded. One of the rules and/ or limitations may be to

of rights in information entrusts the application of a set of

seek input from the rights oWner, if available.

this control over the critical function outside the direct com

According to one embodiment of the invention, a user

munication channel, the intermediary maintains a loW com

provides to the intermediary necessary transactional informa

munication bandWidth requirement and poses little risk of

tion relating to private information, in a manner that discloses
little or no private information to the intermediary. In like
manner, private information may be supplied to a user after
the user has supplied necessary transactional information to

intrusion on the privacy of the secure communication. Fur

ther, the intermediary never possesses su?icient information

to unilaterally intercept and decrypt the communication.
The present invention also provides a system and method
for providing ancillary services With respect to communicat
ing information. These ancillary services encompass, for

the intermediary, Without in the process disclosing the private
information to the intermediary. These techniques may be
20

extended to alloW personally identifying information to be

example, applying a set of rules governing an information
communication transaction. For example, the rules limit

personally identifying code, supplied by the intermediary.

access based on recipient authentication, de?ne a ?nancial
accounting, role or class of an intended recipient, or establish

viding the intermediary With the private information.

other limits. These services may also include logging com
munications or assist in de?ning communications counter

parties. The access control is implemented by an intermediary
to the underlying transaction, Which facilitates the transaction
by removing the necessity for a direct and contemporaneous
communication With the equitable holder of a pertinent right

removed from a communication by substitution With a non

Again, this anonymous process may take place Without pro
25

In some embodiments, the tWo principals to the communi
cation remain anonymous With respect to each other, While in
other instances, they are knoWn to each other. In the former
case, a proxy is provided to avoid divulging the address (e. g.,

30

on communication protocol, the identity of the sender. The

logical or physical address) of the recipient, and, depending

for each transaction. The intermediary maintains a set of

communication channel may remain secure betWeen the tWo

right-associated rules, over Which it may hold legal title. The

principals, although the proxy becomes trusted With respect

intermediary serves as a trustee, applying the rules on behalf

to identities of the principals.

of the equitable oWner of the right. In order to enforce rights
based restrictions, the trustee may hold, associated With the

The intermediary may, as a matter of course, in the course

necessary for access or use of the information. This arrange

of its duties, implement a set of rules on behalf of a rights
holder for the information, and indeed communications struc
tures and protocols may be established to force a critical

ment is termed herein a Virtual Trust, and the intermediary is

portion of each subject communication to pass through the

35

rights information, a key, for example an encryption key,

intermediary.

therefore a termed Virtual Trustee.

According to the present invention, the Virtual Trustee is
trusted to implement the rules, but not necessarily trusted

40

With access to, or direct and sole access control over the

information. According to a preferred embodiment, the Vir
tual Trustee, acting alone, cannot access or eavesdrop on the
private information or a communication stream including the

45

information. Further, in accordance With the Micali split key

communication. According to one embodiment, digital sig
natures may be employed in monetary transactions that, after
authentication, become anonymous. Thus, according to the

escroW scheme, the Virtual Trustee may be implemented as a

set of entities, each holding a portion of a required key.
The present invention also provides enhancements to tra
ditional secure communications by providing involvement of
a third party, or intermediary, Who need not, and preferably

present invention, a personally identifying digital signature
50

While providing transaction-support services betWeen the tWo
parties involved in the communication. According to a further
55

nication is privy to the secured information; the host for

mediary to be a direct party to the underlying exchange of
value, and thus the intermediary does not necessarily become
privy to the exchange details.
In a medical embodiment, for example, a patient may,
Within the scope of available resources, de?ne rules and pro

transmission of the information does not, as a part of the
transaction, access the information itself.

cedures for access to his or her oWn medical records. Thus, the
rules de?ned by a patient or record oWner may differ from

Thus, the system according to the present invention pro
vides a conduit for the authorized transmission of records,

may be substituted by the intermediary With an anonymous
transaction or session identi?er. In this case, While the trans
action becomes anonymous, it is not necessary for the inter

does not, have access to the communicated information,

embodiment of the invention, only one party to the commu

Different rules may be applied, for example, based on the
nature of the information, the role of the recipient, context of
the information request, and preferences of a rights-holder of
the information.
One embodiment of the present invention encompasses
monetary transactions involving the information usage and/or

60

those imposed by the repository medical institution. A default

such as medical records, While maintaining the security of the
records against unauthorized access. A preferred communi
cations netWork is the Internet, a global interconnected set of

professionals Who can demonstrate authorization, With dis

public access netWorks, employing standardized protocols.

to the requestor’ s role or other set of rules. As trustee or agent

Thus, the records may be transmitted virtually anyWhere on
earth using a single infrastructure. Altemately, private net
Works or virtual private netWorks may be employed. In fact,

set of rules may be provided Which restricts access to medical

closure of particular transactional records limited according
65

for the patient, the intermediary may also implement more or
less restrictive rules as de?ned by the patient, and release
records accordingly. The intermediary may also implement a
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set of rules de?ned by the respective custodian medical insti

repository as a part of a local authentication process prior to

tution in connection With its oWn internal processing or com

transmitting any portion of a record. Thus, the matrix may
represent a metadata format describing the content of the
record and the level or type of authority of the User to access
that record. This metadata may, of course, itself be privileged
information.
In the event that the distribution of metadata or its applica
tion at a site is impermissible, a separate metadata processing

munications.

Presently, medical records typically include information
that is integral With a physical embodiment. For example
radiological records are integrated into the ?lm. The original
medical record, embodied in its physical manifestation, is
“oWned” by the originating institution or provider, subject to
access control and copying requests by the patient. See, DeW
itt et al, “Patient Information and Con?dentiality”, Treatise
on Health Care LaW, 16.01[3] (Kaufman et al., Eds., 1998).
HoWever, as electronic medical records gain prominence, and
the physical manifestation of the medical records is trans
formed into information stored in a computer storage device,
the medical record may ultimately be considered property of
the patient, subject to retention of a non-distributable (or

facility may be provided. This facility may process the meta
data in an anonymous index format, thus reducing or elimi
nating the risks or a privacy or security breach. The user

authority matrix may be protected using the composite ses
sion key format according to the present invention, and there
fore made secure even from the intermediary, Which, in this
case, may communicate the authority matrix and transac

tional request details to the metadata processing facility using

otherWise subject to limited rights) copy by the originating
institution or provider. The present invention therefore pro
vides a system through Which a patient may exert various
incidents of oWnership over the electronic medical record,

a composite of a User session key and a Metadata session key.
The results of the authorization may be transmitted directly
20

from the metadata processing facility directly to the data
repository, in the form of a pre?ltered speci?c record request.

including access control, copying, retention, and accounting

The Intermediary may account for the transaction either on a

therefore. According to the present invention, this control
may be exercised by entrusting the encryption key(s) for the

request-made basis, or communicate accounting information
With the data repository, for example to properly exchange

required keys and complete the transaction.

electronic medical record With an intermediary, Who acts

under the direction and authority of the patient.
According to the present invention, the security and pri
vacy scheme of the present invention may be employed to
convey content to users While ensuring compensation for
rights-holders in the content.
According to the present invention, an architecture is pro

25

30

The record indices may thus be maintained by entities
privy to the private information, With results returned to the
user, Without requiring any disclosure to the intermediary, or
by entities insulated from an association betWeen a complete
identi?cation of the metadata and the content thereof. Pref
erably, the index entry for a record includes an identi?cation

vided Which alloWs accounting and implementation of vari

of the location of the content record and a set of access rules,

ous rules and limits on communications betWeen tWo parties.
Further, an intermediary becomes a necessary part of the

Which are, for example, role based. Alternately, the interme
diary may maintain the index locally and apply the respective

negotiation for communication, and thus has opportunity to
apply the rules and limits.
Traditionally, medical records maintenance and upkeep
have imposed a signi?cant cost and burden. While enterprises
have evolved for outsourcing of certain functions, these enter
prises have not particularly represented the interests of the
patient, and rather serve as agents for the medical record
custodian.
According to one embodiment of the present invention,
each use of a record may trigger an accounting/audit event,

35

rules and edits may also be supported. Typically, a hierarchy
is de?ned of data sensitivity, With the most sensitive data

provided With the highest level of restrictions. Typically, pri
40

imposing a ?nancial burden according to a value and/or con
sumption of system resources. For example, the cost to a user
could be a ?at fee, depend on a number of factors, be auto

mary care providers have the highest level of access, While
paraprofessionals and other support personnel have data on a

context-dependent requirements basis only. Further, non-pro
fessionals may be provided With data on a need-to -knoW basis

only.

thus alloWing ?nely granular transactional records, that may
reduce the risks of security and privacy breach in connection
With record transmission. Importantly, the present invention
alloWs usage based ?nancial accounting for the information,

rules.
The role-based access rules are generally de?ned automati
cally based on contextual and circumstantial data. Manual

45

Other medical personnel have access to the record based on

context and role. For example, a respiratory therapist might
require access to pulmonary and central vascular history
records, as Well as to abstracts of acute medical information,

current pharmaceutical information, scheduling (e.g., for
50

inpatient care), and speci?c notes directed to the therapist,

matically calculated, or relate to volume of usage.

individually or as a part of a treatment group.

In establishing a secure communications session betWeen
the user and the intermediary, it may be useful in some cir

admitted for a kidney stone Would likely be communicated

Thus, a past history of depression (resolved) in a patient

cumstances to employ a challenge-response authentication

scheme, for example by passing messages back and forth

55

betWeen the user and the intermediary, the user and the data

repository, or the data repository and the intermediary.
According to the present invention, the user’s “role” may
be checked for consistency With a set of role-based usage
rules. The reported role may be accepted, or veri?ed With

60

only to the primary care physician and psychiatric treating
professional, if any. Possibly, this data Would be communi
cated to a pain management professional, if the past history of
depression had a pharmacological or drug abuse component.
A surgical consultant, hoWever, may be provided With the
entire record. This data may also be deemed contextually
irrelevant to the acute treatment.

resort to an authentication database. Based on the role of the

For example, a treating physician, an oncologist, may seek,

user and the identi?cation of the content, the authority of the

on behalf of a lung cancer patient, all radiologic studies of the
chest over the past three months, as Well as non-radiologic
hospitaliZation records over the past three years and summary

user to receive records may be determined.
In one embodiment, a user is required to identify the spe

ci?c records sought, and therefore the authoriZation matrix
representing correspondence of record content and user role
may be associated With each record, and veri?ed by the data

65

notes of other medical or surgical consultations or treatments
over three years. The request, as Well as a role-based identi

?cation of the oncologist, are relayed to the Intermediary,
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Modulo arithmetic is both additive and multiplicative,

Which may process this data internally, or relay it to a separate

entity for processing. In the latter case, the information may

thus, using the same modulo n:

be completely blinded, according to the present invention,
from the Intermediary. Initially, the instructions of the patient
are recalled from a database, to indicate any speci?c or gen

eral restrictions placed on the release of data. An exemplary
role-based access authentication Would determine that a pri

mary treating oncologist is indeed authorized to receive
radiological (chest) and recent hospitalization records. Fur

(A‘ mod 11)?’ mod n:(Ay mod nY‘ mod nIA’W mod n

ther, the indices for the medical summary notes could be

A preferred algorithm according to the present invention

screened for pertinence criteria. Thus, information relating to

relies on the multiplicative property of modulo arithmetic; in
other Words, A mod B*C mod B:(A*C) mod B. HoWever,
this property is not “reversible”, in that knoWledge of (A*C)
mod B and either A or C does not yield the other, unless the
productA*C is less than B, since the modulo function alWays
limits the operand to be less than the modulus value.
Thus, it is seen that in an RSA scheme, MICd mod n:(Me
mod n)d mod n. Therefore, in order to communicate the inter

a drug abuse rehabilitation center visit might be restricted
upon request of the patient to mental health professionals. In
this case, such private information could be screened from the
oncologist, likely With some indication of the restriction,

alloWing the oncologist to subsequently request authorization
from the patient. If, on the other hand, the requesting profes
sional Was a nurse, the indication of restricted information

might not appear, since this indication itself might be deemed

mediary private information to the intended recipient, the
recipient public key ‘el ’ and intermediary private key ‘d2’ are
de?ned using the same modulus n, multiplied, and provided

a disclosure and the apparent need is loWer.

In order to provide further security for the records and the
use of the system, various techniques are available. For

to the sender. At the sender, the ciphertext C2IM‘22 Mod n,
example, dummy content records may be added to the data
previously encrypted With the intermediary’ s public key e2, is
base and index therefore. Any access of these records is
25 subjected to the function:
presumably based on an attempt for unauthorized access.

CIICZ‘QEl mod nIMEl mod n. The recipient may then

Thus, the existence of these records, With access tracking,

apply its private key dl do decrypt the message:

alloWs detection of some unauthorized uses of the system.

MICI‘Il mod n.

Another method of securing the system is the use of stegano

It should be understood that the algorithm described herein

graphic techniques, for example embedding Watermarks in
audio and images, pseudorandom dot patterns in scanned
page images, random insertion of spaces betWeen Words,
formatting information, or the like, in text records. Therefore,
records obtained through the system may be identi?ed by
their characteristic markings. In fact, every authorized record

30

may be subjected to a different set of markings, alloWing a
record to be tracked from original authorized access to ulti
mate disposition. An explicit bar code, Watermark or other
type of code may also be provided on the document for this
purpose. It is noted that such markings cannot be imple
mented at the point of transmission on encrypted data, and
thus this type of security requires access to the raW content.

35

represents merely a portion of an RSA-type public key infra
structure, and that generally all knoWn techniques for prepar

ing the message, maintaining a public key directory, and the
like, may be employed in conjunction thereWith, to the extent
not inconsistent. Thus, the transcoding algorithm should be
considered as a generally interchangeable part of the entire
cryptographic system, Which may be substituted in various
knoWn techniques, to achieve the advantages recited herein.

In general, only small changes Will be necessary to the sys

tems, for example, accommodating the larger composite key
40

length. It is also particularly noted that there are a number of

HoWever, this may be implemented at the point of decryption,

knoWn barriers to exploits that are advantageously employed
to improve and maintain the security of the present system

Which may be in a suf?ciently secure environment. For

and method.

example, a secure applet may be provided, employing a
securely delivered session key, Which processes records to

45

See, David Chaum, “Blind Signatures for Untraceable
Payments”, Proceedings of Crypto 82, August 1982, p. 199

test for existing Watermarks and to add or substitute a neW

203. According to the Chaum scheme, a server assists a user

Watermark. Thus, the present invention provides a system for
the decryption and Watermarking of data, in a content (or

in decrypting a message Without releasing its secret key or

content type)-speci?c manner. An online handshaking event
may occur on decryption, to provide con?rmation of the
process, and indeed may also authenticate the user of the

nicates a symmetric function of the ciphertext to the server,

gaining access to the encrypted message. The user commu
50

system during decryption.

inverse to the symmetric function. See, Us. Pat. No. 6,192,

472, expressly incorporated herein by reference. This tech
nique, hoWever, requires a communication of the complete

According to the present invention, asymmetric key
encryption may be employed to provide the establishment of
secure communications channels involving an intermediary,

55

Without making the intermediary privy to the decryption key
or the message. Thus, by transmitting only relatively unprivi
leged information, such as respective public keys, the infor

message in various encrypted forms to and from the server, a

potentially burdensome and inef?cient task, and is not
adapted to communicate a secret ?le from a ?rst party to a

second party.

mation and integrity of the system remains fairly secure.
In order to provide a three party transaction in Which the
intermediary is a necessary party, the information sought to
be transmitted is subjected to a secret incomprehension func

Which is then processed With the secret key, and the resulting
modi?ed ciphertext returned to the user for application of an

According to an embodiment of the present invention, a
60

source privy to the communication employs a public key
encryption paradigm to require that for comprehension of an
encrypted message, at least tWo keys are required, With all of

tion (e.g., a cryptographic or steganographic function) With
the key knoWn only to the intermediary. In establishing the

the prede?ned keys being required to decrypt the message,

communication channel, the information is transcoded

diction of one key part dif?cult or impossible based on the

betWeen a ?rst comprehension function and a second com

corresponding other key par‘t(s) and the ciphertext message.

prehension function Without ever being publicly available.

Thus, at least three parties must cooperate to transmit a mes

and With no apparent relation betWeen the keys, making pre
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sage, the sender, the recipient, and a third party holding a
necessary key part. This results in an ability to audit and log

also control internal access and logging in like manner. In like

manner, the trusted entity may also perform inter-institutional
functions, for example Where portions of a patient medical

communications Without giving access to con?dential infor
mation to the auditor. This also facilitates economic transac

record are housed in various institutions. According to the

tions, since the communication of the missing key informa
tion provides an opportunity for a mandatory third party

present invention, the degree of trust required of an interme
diary may be less than that required of either a key escroW

accounting.

agent or a repository With complete access to the private
information. While the intermediary entity may have access
to certain tertiary medical record information, such as the
existence of records and identity of those accessing the
records, the primary records may remain secret, even With

According to the present invention, the holders of key parts
are not equal parties to the transaction. Rather, one party acts

as the intended recipient, Who must “procure” the remaining
private key parts in order to use the information. This proce
dure alloWs the entity that transmits the information to be

respect to this intermediary entity. The intermediary system
may incorporate a directory of patient records, assisting an

assured that the transmission Will be secure, even With respect
to a trusted third party, While ensuring that the intended

authorized user in obtaining various records.
It is noted that, While medical records are retained by a

recipient must cooperate With the intended third party. For
example, the third party receives a fee or other value for this

custodial institution, the corresponding patient retains impor

interaction, and is able to log the identity of the intended
recipient and time of the transaction. In many instances, for

tant rights therein. Thus, the present system may be expanded
to provide the patient With a key portion, Which is also

example access to medical information, this alloWs a third

party to authenticate information requests, apply access rules,
and log transactions, on behalf of patients or medical institu
tions, Without itself handling the sensitive information. The

20

manner When the record is needed, a key escroW or key

health care institution, on the other hand, can achieve com

pliance With regulations protecting the privacy of medical
records While providing portability thereof, Without increas

25

ing its staff or breaching security protocols. Patients, mean
While, employ a third party for authenticating requests for
medical information, logging access, and implementing vari

In order to increase portability, physical records, especially
archives, may be stored physically or logically outside the
source institution. Thus, limitations of access and bandWidth
30

and recipient private key need never be disclosed, and thus
may each be retained for use over an extended period. The
sage.

typically command substantially loWer bandWidth require
35

given the discretion to release the records or to request release
of the records during an emergency.
The present system thus may be used in a number of areas.
For example, it may be used to transmit con?dential medical

Current medical records are subject to at least tWo impor
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access to the record, and the patient may demand access and
a copy of the record. These tWo rights, together very much
de?ne a type of property interest. Since the trusted entity acts
as a gatekeeper to the records, it may also act as an agent or
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trustee for the patient, exercising access rules and the like, by
Way of the required keys. Thus, it may be considered that the
key(s) and possibly other data held by the trusted entity is in
trust for the patient. The intermediary may adopt a business
model either directed to serving the needs of the medical
institution(s), the patients, or both.

50

leeWay under existing legal principles to act on behalf of the

records through a public netWork. The (not yet effective)
regulations issued pursuant to the Health Insurance Portabil

ity andAccountability Act (HIPAA) require that patient medi

The trust model for the access privileges alloWs the trustee

cal information be securely transmitted, that access be

logged, and that the identity of the recipient be authenticated.

ments.

tant controls exerted by the patient: The patient can restrict

sage. Therefore, it is seen that, even if a user fails to meet all

access rules (one of Which may be, for example, the express
consent of the patient), the desired information is not lost,
locked or completely unavailable. Rather, the trustee may be

imposed by a public netWork gateWay for an institution do not
impede information transfer. Authorizations, as distinct from
the information sought to be communicated, are veri?ed on
line, and may involve access to the source institution, but

session encryption key, hoWever, Will vary With each mes

It is noted that, since the intermediary holds the decryption
key for the record, it may, in exceptional circumstances and in
cooperation With the repository, decrypt the plaintext mes

recovery scheme may be implemented for this key portion.
This may be implemented in knoWn manner, but preferably it
is maintained by the trusted entity, since this Will make any
such recovery transaction more ef?cient.

ous rules and limitations.

Using this scheme, the original ciphertext encryption key

required for access to the records. In this case, since the

patient’s consent Will not alWays be available in a timely

HoWever, While secure transmission is relatively easy to per

bene?ciary (in accordance With the authority granted at the

form using modern computing architectures, the logging and

time the trust Was created or in effect at the time of the access

authentication require a substantial infrastructure and over

request), Who in the case of medical records is the patient.
Further, it provides a frameWork in Which courts may provide

head to maintain. Many institutions Would be quite burdened

by supporting such potentially labor intensive and infrastruc
ture intensive obligations. Therefore, the present system
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guidance and/or mandate to the trustee. Thus, in contrast to a

alloWs secure access to an institutional database, With the

typical contractual relationship, the trustee of the access
rights to the medical records stands in a different position than

logging and authentication potentially outsourced, to an inter

a mere party to a contract.

mediary. The outside organization, in this case, implements
the required security protocols to assure patient data con?

In alliance With this trust model, the intermediary is in a
60

of a living Will for patients. In this model, the patient provides

dentiality both inside and outside the medical institution. The
data repository for the medical information may encompass

a living Will or other instructions to the intermediary. When
the patient is unavailable and a decision must be made, the

only encrypted information, and therefore implementing an
appropriate communications ?reWall for controlling public
access of the database is facilitated.

A trusted entity may provide for controlling external access
to an institutional database; hoWever, this trusted entity may

unique position to act as a health care proxy and an executor

intermediary can search its database for a most current
65

instruction or rule authorized by the patient, and provide an
authenticated communication to the health care provider

communicating the patient’s Wishes. For this service, the

US 7,869,591 B1
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intermediary may charge a fee, for example a yearly mainte

The system operates as folloWs. Each user is provided With
a customiZed application that manages local ?les. Each local
?le is registered With an external server. A user seeking to

nance fee, a per transaction fee, and/or statutory or court

aWarded fees.

obtain a copy of a ?le queries the external server to ?nd

A potentially signi?cant use of existing medical records is
in conjunction With a data mining system. This is because it is

appropriate copies residing on the netWork. Either automati
cally or manually, the requesting user initiates a transfer of the
?le through a communications link from another “peer” user.
This communication is encrypted, so that no eavesdropper

generally considered quite expensive to capture medical
records, remove patient-speci?c identi?cation, and place the
resulting anonymous records in a database. On the other hand,

can misappropriate the ?le, and the intended recipient
accounts for its receipt. The decryption key is de?ned such
that a portion is dependent on the identity of the recipient, and

as the use of electronic medical records and intelligent means

for extracting anonymous data from medical records groWs,
this data Will become more accessible. The present system

a portion provided by or on behalf of the oWner of the content.

provides an infrastructure for amassing, maintaining and

This latter key portion is typically provided only after an

exploiting the value of this data. Thus, by ?ltering data,

accounting, such as a payment for the use of the ?le. The host

obtaining ?ltered data, or hosting an index to anonymous
data, the present intermediary provides a resource to facilitate
use of medical data. For example, third party payors may seek

for the ?le encrypts the ?le using a public key or set of public
keys for the recipient and oWner. These keys, of course, may

be the respective trustee keys de?ned by Micali, or according
to another appropriate encryption scheme. The host for the

to determine the standard of care or best practices for a given
patient, in the context of authorization of payment for a pro
cedure. Likewise, a health care professional may seek to

determine a patient prognosis. By providing an accessible
system that links data for a speci?c patient, With anonymous
data for a plurality of patients Withpotentially similar medical
issues, signi?cant ef?ciencies may result. Such a system
including anonymous data could be established separately
from the private medical record database system. The inter
mediary system according to the present invention may pro
vide authentication and accounting system for the use of such

20

circumventing the system.
According to one embodiment, in order to prevent users

from circumventing the system, the user’s public key, and/or
25

application softWare at the host converts the embedded signal
betWeen that user’s and the neW user’s. In order to prevent

The intermediary may be compensated by the user, Which
must negotiate to obtain the required key(s), or otherWise gain
access to intermediary internal databases, by the medical
institution, Which outsources the burdens of administering
access to its medical records, by the patient or by a third party

Another application for the intermediary system for dis
tributing the encryption key lies in the entertainment industry.
In particular, many forms of entertainment, including music,
videos, and the like, involve massive data ?les, ranging from

35
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500 kB to multiple gigabytes of data. One solution proposed
for the delivery of such data streams is called a peer-to-peer

architecture, Wherein the hosting of information is distributed
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over the population of users of the information. Thus, any user
seeking information can communicate With another user (or a

ted to the user is presented in a format that requires a custom

generated cryptographic key. Thus, the data remains secure

50

incremental cost of adding a neW Work to the distributed

to the user or its computing hardWare based on the transcryp

tion operation at the data repository (or remote key handler, if
present). This ?ngerprinting alloWs either tracking of unau

database is loW.
HoWever, typically, the oWners of entertainment Works

thoriZed transmission, or preventing the use of the record data

seek to maintain control over use of the Works and seek to

receive compensation for their transfer and/ or use. Therefore,
the present system alloWs the Work to be locked or encrypted,

circumvention, each user system may periodically report to
the intermediary its oWn “serial number” and possibly the ?le
usage. A user credit card or other ?nancial guaranty may also
be obtained to automatically compensate for any usage.
The present invention alloWs for the distribution of data
from a repository, Which does not require the repository to be
trusted With the data. Thus, encrypted data may be transmit
ted, replicated, and cached to the bene?t of an oWner of rights
in the data, since the data is not usable Without an encryption
key. Such data may be, for example, consumer media or
multimedia Works, Which advantageously are subject to cach
ing by edge servers for e?icient utiliZation. According to the
present invention, and in contrast With prior methods, in order
for a data record to be used, a separate accounting and authen
tication transaction is required, and the data record transmit
during archival storage and transmission. In order to limit the
ability of an authorized recipient from retransmitting the
record data, the data may be “?ngerprinted” or Watermarked

set of users) seeking to transfer the information. Since the
Internet provides a highly redundant and distributed commu

nications netWork, the capacity of the netWork is large and the

the oWner’ s key, may also be embedded as part of a Watermark
or embedded signal that must match a user’s access system.

When the embedded data matches, the system operates nor
mally. In the case of a mismatch, it Will not operate. The

anonymous data, as Well.

payor, Who ultimately bene?ts from the use of the records, or
a combination or subcombination thereof. The data reposi
tory may also compensate the intermediary for the access
services.

content may be compensated for use of its system, thus
encouraging use Within the rules of the system, rather than

on different systems or by different users.
55

As used herein, the phrase “comprehension functions”
encompasses both cryptography and steganography. Thus,

Wherein the oWner of the Work or its agent serves as a third

secret information is required in each case in order to com

party to the communication, and provides the recipient With a
dedicated decryption key for use of the Work upon accounting
therefore. Thus, the recipient is not dependent on a single

prehend certain information. In the former case, the informa
tion is scrambled, and must be decrypted, While in the later
case, it is hidden, and must be located. It is, of course, possible
to combine the techniques and employ hidden and scrambled
messages. it is also noted that, in some instances, it is not
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connection to a ho st server to obtain the Work, and the oWner

of the Work need not invest in maintaining massive ?le server.
This reduces the transaction and infrastructure costs to the
oWner, Which are generally a high percentage of the overall
costs in the delivery of electronic media programs. The sys

tem may also provide compensation to the host (repository)
for alloWing use of its resources.

necessary to apply a comprehension function to all of a the
information in a message. For example, in the case of medical
65

data, it is often the maintenance of security of personally

identifying aspects that is sought. Therefore, often only the
personally identifying information needs to be selectively

