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mobile communication device (2). Payment approval is real
ized by the correctness approval of the electronically signed
alphanumerical chain and by approaching the mobile com
munication device (2) to the payment terminal (1). The inven
tion enables to use a high level of cryptography security by
using a passive identi?er (3) Which does not demand oWn
energy source.
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SYSTEMS AND METHODS FOR
CONTACTLESS PAYMENT AUTHORIZATION

a communication device to supply With the energy. HoWever,
both methods are uncomfortable and time-consuming.

CROSS-REFERENCE TO RELATED
APPLICATIONS

BACKGROUND TO INVENTION

This application is the National Stage of International
Application No. PCT/IB2008/055587, ?led 30 Dec. 2008,
Which claims the bene?t of Slovak Patent Application No. PP

cantly by the method of authenticity and/or agreement

Disadvantages mentioned above are eliminated signi?

approval at the direct debits through the separate identi?er
according to this invention, of Which bedrock is based on the
fact that after activating the payment process or payment

5004-2008, ?led 4 J an. 2008, the disclosure of Which is incor

process preparation in the mobile communication device, the
device sends alphanumerical chain into the identi?er
approached to the mobile communication device. The iden
ti?er is approached in the distance shorter than 10 cm, mostly
it may touch the mobile communication device directly. HoW

porated herein by reference in its entirety.
FIELD OF INVENTION
The invention relates to a method and a system of authen

ever, the contact or the contact point setting is not essential or
necessary since the communication betWeen the mobile com

ticity of authorized persons and transaction approval, particu
larly at direct debits (noncash payment system) by means of
a mobile communication device, principally a mobile phone
connected to a payment terminal Where the mobile commu
nication device functions as a payment card. The invention
also concerns an identi?er, used for authentication and

20

manipulation, due to Which the approval With the operation,
principally payment transaction is indicated.

alphanumerical chain is signed electronically in the identi?er
and such established signed alphanumerical chain is sent
25

back to the mobile communication device Where the correct

30

time the oWner approves the payment transaction, the mobile
communication device Will be approached to the distance,
suitably less than 10 cm from the reading unit of the payment
terminal.

PRESENT TECHNOLOGY STATUS

Debit cards, of Which the payment con?rmation is made by
its submitting and entering the correct PIN, are frequently
used by direct debits. Very often the direct debit is realiZed in
such Way that the purchaser at the payment submits the pay

ness is checked. If the correctness is veri?ed and at the same

It is advantageous if the electronic signature of the received

alphanumerical chain is made by the process With the help of

ment card to the trader Who inserts it in the terminal and asks
the purchaser to agree the total sum of the purchase. The

a private key saved in the memory of the identi?er. To the
energy supply of the identi?er circuits is used direct and/or

purchaser enters, mostly With the small keyboard, the PIN
into the terminal and the payment is con?rmed. By means of
PIN the purchasers authenticate themselves at the payment

35

ment can by done by means of payment terminals or mobile

40

stitute manual PIN entering in the mobile phone and also by

the satisfactory user comfort. Entering PIN code mostly con
sisting of four digits can be according to this invention,

Which the con?rmation of the direct debit is made. For
45

WO 2005/086456 A1, RFID chip is used in a small movable

card located separately from the mobile phone. RFID tech
nology is described also in patents and patent registrations:
EP 1 536 573 A2, CN 1627321 A, KR20040060249, WO
2007/136939 A2, WO 2006/009460A1. However, RFID chip
Was developed for applications With a loWer level of security
such as pallet monitoring in a Warehouse, input and distribu

replaced by apposing the identi?er Working With more-bit
chain Which is variable since the approving code transmitted
from the identi?er into the mobile communication device is

changed according to the cryptography taking place in the
50

tion of the goods et cetera. RFID technology does not enable

identi?er processor at every authentication process. By this,
the higher level of security is achieved than at the RFID
identi?ers and the advantage of its passivity is remained. Such
energy passivity enables to reduce the siZe of the identi?er
since there is no necessity to use oWn energy source by Which
the user comfort is increased as the user does not have to

the active cryptography of to be approved alphanumerical
chain neither Without a contact connection betWeen the RFID

the mobile communication device Which aim is to communi
cate With the identi?er.
The invention enables to use cryptography of the authen

tication preserving the energy passivity of the separate iden
ti?er. The principal advantage is the high level of security at

Known are more methods and technical means Which sub

example according to the published PCT application form

While approaching, accumulated energy of the electromag
netic ?eld of the mobile communication device, advanta

geously electromagnetic ?eld created by transmitting unit of

via magnetic, chip or contact free (RFID) payment cards and
also at the payments by mobile phones When the act of pay

banking direct payments.

munication device and the identi?er is Wireless. At this point,
the identi?er is by means of energy supplied contact free from
the electromagnetic ?eld of the mobile communication
device, receives alphanumerical chain and realiZes its pro
cessing in the form of an electronic signature. The received

55

identi?er and the source nor Without the use of the oWn energy

source like battery. The use of NFC technology is knoWn also

bother With identi?er’s charge or condition.
In a favorable con?guration the mobile communication
device may use at the payment processing and authentication

in patents and patent registrations: EP 1 729 253 A1, DE 10

a remote processing server to Which it is connected via gen

2006 019 628 A1, CN 1835007. HoWever, knoWn is no solu

eral mobile netWork, mainly the kind of GSM or GRPS net.
The bedrock of this invention is based on the system of
authentication and/ or agreement approval at the direct debits

tion, by Which the passive identi?er is used Without oWn
energy source but making cryptographic operations itself.

60

Until noW knoWn methods and devices did not ensure

Which concerns payment terminals, a separate identi?er and a

suf?ciently high level of security With passive identi?ers,

mobile communication device communicating With the pay

since they can be copied and imitated easily. Active identi?

ment terminal via contact free communication channel Where

ers, on the other hand, demand the oWn energy source able to 65

the mobile communication device, preferably mobile phone,

supply the hardWare of the identi?er by energy needed for

contains transmitting and receiving unit to alloW the contact
free communication With the identi?er and Where the identi

cryptography of the approving code or a contact connection to

US 8,275,364 B2
3

4

?er contains a processor for electronic signature of the
received alphanumerical chain. Further more, the identi?er
contains transmitting and receiving unit to alloW the commu
nication With the mobile communication device, a block

Picture 2 represents the scheme of connection betWeen
payment terminal, identi?er and mobile communication
device associated With a remote server at the direct debit

transaction.

transforming the electromagnetic ?eld into the electric
EXAMPLES OF APPLICATION

energy and a memory. Components of the identi?er are, from

the energy point of vieW, supplied by electromagnetic ?eld of

Example 1

the mobile communication device either directly by immedi
ately gained energy or partially by energy accumulated dur
ing the approaching to the mobile communication device at
the relevant payment process.

In this example the system contains a payment terminal 1
located at the cash register in a shop, a mobile communication

device 2 represented by a mobile phone NOKIA 6131 serially

In a possible con?guration the system includes a remote
processing server connected to the mobile communication

equipped by NFC technology and an identi?er 3 situated in a

key ring.

device through general mobile network, preferably via GSM

The payment terminal 1 alloWs contact free radio commu
nication With the mobile communication device 2 While the

or/ and GPRS net. From the point of vieW of compatibleness

With the existing, mass-spread devices and standards, it is
suitable if the mobile communication device consists of a

mobile phone, advantageously a mobile phone With NFC
communication unit.

20

Disadvantages mentioned in the Present Technology Sta
tus are eliminated signi?cantly by the identity identi?er and/
or agreement approval at the direct debits through communi
cating contact free With the mobile communication device,
principally a mobile phone Which is connected contact free to

Mobile communication device 2, herein NOKIA 6131,
functions as a payment card in such Way that it contains in its
memory a softWare application Which enables to realiZe the

payments in cooperation With the payment terminal 1.
25

electronic signature of the received alphanumerical chain,
30

35

a secured memory and has the ability to realize contact free
radio communication betWeen the payment terminal 1 and the
identi?er 3.
At the payment, except for approaching the mobile com
munication device 2 to payment terminal 1, it is needed to
authenticate, approve the presence of the user at the payment
and to con?rm his agreement With the payment. To authenti

40

taining a processor 5, Which beside recording memory With

identi?er further more contains a memory, a block transform

tromagnetic ?eld into the electric energy are connected to the
processor. Processor is also connected to the memory. Basi

cally, all the units of the identi?er are, from the energy point
of vieW, supplied by electromagnetic ?eld of the mobile com
munication device.
In an advantageous con?guration, the identi?er of identity
and/ or approval contains NFC chip and the memory contains

cation and payment con?rmation is used an identi?er 3 con

the private key, is able to realiZe computationally operations
Which enable cryptography and decryption needed for elec
tronic signature realiZation. The identi?er 3 does not contain

a private key for electronic signature of alphanumerical chain
received from the mobile communication device.
Utility attributions increase a con?guration, Where a part of
the memory is reserved for the personal data of the user. This
part of memory is adjusted to store the personal user data
separately from the private key. In such case the identi?er may
be used like a health insurance card, identity card and so on.
Rightness of data demand is evaluated in the processor of the
identi?er.
To increase the user comfort, the identi?er may be located

its oWn energy source (f.e. battery) and uses as energy source
45

the electromagnetic ?eld of the mobile communication
device 2 Which is processed in a block 10 of transformation.
The identi?er 3 is able to communicate With the external

devices, principally mobile communication device 2, possi
50

in a pendant and/ or a key ring and/or a label and/ or a beading.

The invention enables to higher the level of security and
comfort of authenticity and direct debit approval since the

Mobile communication device 2 alloWs a safe and correct

recording and storing of the payment softWare application in

mitting electronically signed alphanumerical chain. The
ing the electromagnetic ?eld into the electric energy. Trans
mitting and receiving unit and a block transforming the elec

Needed data are sent via air from the mobile communication

device 2 into the payment terminal 1 after the activation of the
necessary payment process and approaching the mobile com
munication device 2 to the payment terminal 1, actually to
NFC reader of the payment terminal 1.

the payment terminal according to this invention, of Which
bedrock is based on the fact that it consists of a processor for

transmitting and receiving unit to communicate With the
mobile communication device. Communication is princi
pally based on receiving the alphanumerical chain and trans

payment terminal 1 is of a common standard With usual
functions and communication With payment servers at the
bank central of?ce or other similar institution such as autho
riZed centers.

55

bly the payment terminal 1 or programming devices, exclu
sively contact free via radio transmission.
The payment approval is given in such Way that the mobile
communication device 2 is either approached or directly put
close to the identi?er 3 in distance shorter than 10 cm, by
Which the alphanumerical chain is transmitted into the iden
ti?er 3. The identi?er 3 receives the chain and signs it elec

tronically by a private key and such signed alphanumerical

user does not have to remember his PIN code. At the same

chain sends back into the mobile communication device 2.

time the invention increases the process of direct debit trans

These operations are completed by processing in a circuit of
the identi?er 3 via energy from the electromagnetic ?eld of
the mobile communication device 2. Receiving the correct
alphanumerical code from the identi?er 3 into the mobile
communication device 2, the payment application of the

action since the mobile communication device functions as a

Wallet Without any delay caused by the PIN code entering.

60

DESCRIPTION OF DRAWINGS

mobile communication device 2 considers that the user

approved the payment and that the user is authorized.

The invention is described in more details by means of

pictures 1 and 2, Where picture 1 shoWs the connection
scheme of a payment terminal, a mobile communication
device and an identi?er at the direct debit transaction.

65

Correctness veri?cation is basically reading of the elec

tronically signed alphanumerical code via particular general
key. Later the user approaches the mobile communication

US 8,275,364 B2
6

5

communicating an alphanumeric string from the mobile

device 2 to the payment terminal 1, by Which the payment
process Will be agreed in the payment terminal 1 from Where
the payment data are sent in a standard Way to the bank or
authorized centre. In a common practice, the payment trans

communication device into an identi?er located su?i
ciently near to the mobile communication device such
that the identi?er is supplied With energy from an elec

action may be realized in such Way that the user, While Waiting
at the cash desk activates in his mobile phone the payment

electronically signing the received alphanumeric string in

process or preparation for this process. The user chooses from
the menu on his display the account he Wants the payment to

sending the electronically signed alphanumeric string to

tromagnetic ?eld of the mobile communication device;

the identi?er;
the mobile communication device;

be realized from and puts the identi?er 3 closer to the mobile

phone. The user, after the receipt is printed by the cash reg

verifying the electronically signed alphanumeric string in

ister, decides if he Wants to pay the amount and if yes, the user

the mobile communication device; and
placing the mobile communication device suf?ciently near

approaches the mobile phone to the payment terminal 1,
technically to its reading unit Which is marked graphically.

to the payment terminal to realize a payment.

2. The method of claim 1, further comprising locating the

The payment terminal 1 prints out the receipt or according to
the setting, the user receives SMS about the realized payment.
This Way the direct debit process Will be speed up signi?

identi?er Within ten centimeters of the mobile communica
tion device.

cantly.

3. The method of claim 1, further comprising placing the

In this example is a part 8 of the memory 6 reserved for the
personal data of the user and the identi?er 3, in a connection
to a suitable reading unit of NFC chip, may be used as elec
tronic ID, health insurance card and so on. Different kinds of
such personal data are accessible by means of various levels
of access rights evaluated by the processor 5.

20

mobile communication device Within ten centimeters of the
payment terminal to realize the payment.
4. The method of claim 1, Wherein the mobile communi
cation device is a mobile telephone.
5. The method of claim 1, Wherein the mobile communi
cation device is connected to a remote processing server

through a public mobile netWork, and the mobile communi

Example 2

25

Example 2 differs from the above mentioned one in the Way
that the con?guration contains a remote server 9 processing
the payment transactions Which are therein realized directly

in the mobile communication unit 2. In this example the

30

cation device uses the remote processing server for payment
processing and/ or authentication.
6. The method of claim 1, Wherein the mobile communi
cation device includes a near-?eld communication element

that generates the electromagnetic ?eld.
7. The method of claim 1, Wherein the identi?er comprises
a memory that contains a key for use in electronically signing

mobile communication device 2 Works as a processing
mediator and shoWs the processes Which are realized in a
distance as a vieWer. The connection is made via GPRS data

the received alphanumeric string, and Wherein the received
alphanumeric string is electronically signed in the processor

using the key.

netWork.
35

INDUSTRIAL APPLICABILITY

Industrial applicability is obvious. According to this inven
tion, it is possible to authenticate and approve the direct debit
processes industrially and repeatedly, principally via a
mobile phone With the use of a passive identi?er.
According to this invention it is also possible to produce

generated by the receiving element.
9. A system for contactless payment authorization, the
40

an identi?er; and

channel,
45

munication device. The invention is also related to identi?er
Which functions to authentication and approval indication
and as Well it may be used as a kind of personal cards.

LIST OF RELATED SYMBOLS

50

Wherein the mobile communication device is equipped
With a transmitting and receiving element for contactless
communication With the identi?er, and
Wherein the identi?er is supplied With electrical energy
from an electromagnetic ?eld of the mobile communi
cation device and comprises a processor for electroni

cally signing a received alphanumeric string, a transmit
ting and receiving element for communication With the
mobile communication device, a block for transforming

lipayment terminal
2imobile communication device
3iidenti?er
44contact free communication channel
Siproces sor

system comprising:
a mobile communication device that communicates With a
payment terminal over a near-?eld communication

and use passive identi?ers, principally by using NFC chip
standards Where the source, according to this invention, may
be supplied by the electromagnetic ?eld of the mobile com

8. The method of claim 1, Wherein mobile communication
device comprises a receiving element for communication
With the identi?er, and Wherein the electromagnetic ?eld is

6imemory

the electromagnetic ?eld into the electrical energy, and a
memory.
10. The system of claim 9, Wherein the memory contains a
stored identi?cation number and a key for use in electroni

7itransmitting and receiving unit

cally signing the received alphanumeric string.
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Sipart of memory used for personal data
9iremote server

60

10iblock of transformation
The invention claimed is:
1. A method for contactless payment authorization, the

method comprising:
initiating a payment process in a mobile communication

device;

65

11. The system of claim 9, Wherein the transmitting and
receiving element in the mobile communication device and
the transmitting and receiving element in the identi?er are
near-?eld communication units.
12. The system of claim 9, Wherein the mobile communi
cation device is a mobile phone.
13. The system of claim 9, Wherein the mobile communi
cation device is connected to a remote processing server

through a public mobile netWork, and the mobile communi

US 8,275,364 B2
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7
cation device uses the remote processing server for payment

processing and/or authentication.
14. The method of claim 13, Wherein the remote processing
server is a Global System for Mobile communications (GSM)
or General Packet Radio Services (GPRS) server.
15. An identi?er for use in a contactless payment authori
Zation system, the identi?er for use With a mobile communi
cations device in contactless communication With a payment

terminal, the identi?er comprising:
a processor for electronically signing an identifying code
received from the mobile communications device;
a transmitting and receiving unit for communicating With

the mobile communication device, the transmitting and
receiving unit for receiving the identifying code and

transmitting the electronically signed identifying code;
a memory that contains a stored identi?cation number and

a key for use in electronically signing the received iden

tifying code; and
a block for transforming an electromagnetic ?eld of the
mobile communication device into electrical energy that

is supplied to the processor, the transmitting and receiv
ing unit, and to the memory.
16. The identi?er of claim 15, Wherein the memory con

tains a private key for use in electronically signing the iden

tifying code.
17. The identi?er of claim 15, further comprising a near
?eld communication unit.
18. The identi?er of claim 15, Wherein at least a portion of

the memory is con?gured for separately storing personal data
associated With a user.

19. The identi?er of claim 18, Wherein the portion of the

memory that is con?gured for separately storing the personal
data is externally accessible via the transmitting and receiving
unit.
20. The identi?er of claim 15, Wherein the identi?er is
located in a pendant, a key ring, a label, or an applique.

