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the Discrete Multi-tone symbol level thus eliminating the
need to insert sequence identi?cation into data transmission
units, furthermore retransmission can also be employed to
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COGNITIVE AND UNIVERSAL IMPULSE
NOISE PROTECTION

single channel for each direction of transmission. For
example, common DMT systems divide the spectrum from 0
kHZ to 1104 kHZ into 256 narroW channels called tones

CROSS-REFERENCE TO RELATED
APPLICATION

[0001] Under 35 USC 119, this application claims prior
ity to, and the bene?t of, US. Provisional Patent Application
entitled, “Cognitive and Universal Impulse Noise Protec
tion,”having Ser. No. 61/018,887, ?led on Jan. 3, 2008, Which
is incorporated by reference in its entirety.
BACKGROUND OF THE INVENTION

[0002] 1. Field of the Invention
[0003] The present invention relates to the deployment of
Video on Digital Subscriber Lines (DSL) and speci?cally to
signi?cantly improve the protection of DSL systems against a

(sometimes referred to as bins, DMT tones or sub-channels).
These tones are 4.3125 kHZ Wide. The Waveforms in each
tone are completely separable from one another. In order to

maintain separability, the frequencies of the sinusoidal used
in each tone should be multiples of a common frequency
knoWn as the fundamental frequency and in addition the

symbol period "u, must be a multiple of the period of the
fundamental frequency or a multiple thereof. The aggregate
bit pattern Which comprises the bit patterns mapped to con
stellations in each of the tones during a symbol period is often
referred to as a DMT symbol. For the purposes here, time is
often referred to in terms of DMT symbols meaning a symbol

period.
[0008]

The presence of impulse noise can occur in digital

Wide variety of impulse noises experienced in the ?eld, in

subscriber line @(DSL) systems due to electromagnetic inter

order to maintain a high QoS and an acceptable user experi

ference from such sources as a telephone netWork, poWer
system, and even from natural phenomena such as thunder

ence, even in a non-stationary environment.

[0004]

2. RelatedArt

[0005] High-bandWidth systems, including DSL systems,
use single-carrier modulation as Well as multi-carrier modu

lation schemes. Both DSL and other high-bandWidth systems
such as Wireless use modulation schemes such as Carrier-less

Amplitude and Phase Modulation (CAP) and Discrete Multi
tone (DMT) for Wired media and Orthogonal Frequency Divi
sion Multiplexing (OFDM) for Wireless communication. One
advantage of such schemes is that they are suited for high
bandWidth application of 2 Mbps or higher upstream (sub
scriber to provider) and 8 Mbps or higher doWnstream (pro
vider to subscriber). Quadrature Amplitude Modulation
(QAM) utiliZes quadrature keying to encode more informa

storms and lightning. The presence of impulse noise can
signi?cantly limit the reliability of real-time services such as
video that can be supported by current generation xDSL

systems, e.g., VDSL (Very High Speed DSL). In particular,
impulse noise can cause physical layer cyclic redundancy
check (CRC) errors and loss of packets in xDSL systems,
thereby affecting such triple-play services as IPTV. There
fore, there has been substantial interest in the DSL commu

nity recently toWards the development and standardiZation of
impulse noise protection schemes.
[0009]

Typically, the most common forms of impulse noise

that are observed on a line are repetitive electrical impulse

noise (REIN), and a short high impulse noise event (SHINE).

tion on the same frequency by employing Waves in the same

Electromagnetic interference from telephone netWorks, ?uo

frequency shifted by 90°, Which can be thought of as sine and

rescent lights, poWer supply units of TVs or PCs, video
recorders, electronic transformers, etc. in the vicinity of a
particular line, can cause noise impulses having a repetitive
character often proportional to the frequency of the poWer
lines (60 HZ in the US. and 50 HZ in Europe). This is an
example of REIN. Lightning Would be an example of a source
of SHINE.

cosine Waves of the same frequency. Since the sine and cosine
Waves are orthogonal, data can be encoded in the amplitudes
of the sine and cosine Waves. Therefore, tWice as many bits
can be sent over a single frequency using the quadrature

keying. QAM modulation has been used in voice-band
modem speci?cations, including the V34.

[0010] To better understand approaches to combating
impulse noise, the particular transmission layers involved in

[0006] CAP is similar to QAM. For transmission in each
direction, CAP systems use tWo carriers of identical fre
quency above the 4 kHZ voice band, one shifted 900 relative to

DSL are explained. FIG. 1 illustrates DSL communications

the other. CAP also uses a constellation to encode bits at the

layering. For the sake of example here, transmission is

transmitter and to decode bits at the receiver. A constellation
encoder maps a bit pattern of a knoWn length to a sinusoid

described from a transmitter (TX) 152 to a receiver (RX) 154
Where the transmitter can be a central of?ce (CO) and the

Wave of a speci?ed magnitude and phase. Conceptually, a

receiver, a customer premises equipment (CPE). HoWever,

sinusoidal Wave can be vieWed to be in one-to-one correspon

analogously the transmitter can be a CPE and the receiver can

dence With a complex number Where the phase of the sinu

be a CO.

soidal is the argument (angle) of the complex number, and the

[0011]

magnitude of the sinusoidal Wave is the magnitude of the
complex number, Which in turn can be represented as a point
on a real-imaginary plane. Points on the real-imaginary plane
can have bit patterns associated With them, and this is referred

Speci?c-Transmission Convergence (TPS-TC) layer. At this

Within (TX) 152 is layer 122, the Transport Protocol

layer is the transport; application speci?c transports are
implemented such as ATM or Ethernet. This layer can be
further subdivided into a netWork processor layer Which lies

to as a constellation and is knoWn to one of ordinary skill in
the art.

above a gamma interface.

[0007]

DMT modulation, sometimes called OFDM, builds

Speci?c Transmission Convergence (PMS-TC) layer. This

on some of the ideas of QAM but, unlike QAM, it uses more
than one constellation encoder Where each encoder receives a
set of bits that are encoded and outputs sinusoid Waves of

layer manages framing, transmission, and error control over
the line. In particular, this layer comprises the forWard error
correction (FEC) codes such as the Reed-Solomon (RS)

varying magnitudes and phases. HoWever, different frequen
cies are used for each constellation encoder. The outputs from

Codes. The interface betWeen the TPS-TC and the PMS-TC
layer is referred to as the alpha layer. It is very common that

these different encoders are summed together and sent over a

PMS-TC layer 124 comprises scrambler-RS encoder 102 and

[0012]

The next layer is layer 124, the Physical Media
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interleaver 104 to implement a RS code With interleaving
(RS-ILV). DSL standards mandate the use of RS as the FEC.

[0013] The next layer is layer 126, the physical media
dependent (PMD) layer also referred to as the physical (PHY)
layer. This layer encodes, modulates and transmits data
across physical links on the network. It also de?nes the net

works physical signaling characteristics. In particular it
translates data into symbols through the use of inverse fast
Fourier Transforms and Trellis codes into DMT symbols. A
Trellis code can also supply additional error correction. The

interface betWeen the PMD layer and the PMS-TC layer is
referred to as the delta interface.

[0014]

After processing by the PMD layer, the data is trans

mitted across DSL loop 140, Where it is received by RX 154

using its PMD layer 136. In a receiving capacity PMD layer
136 decodes, demodulates and receives data across physical
links on the netWork. Furthermore, PMS-TC layer 134 in a

receiving capacity decodes data encoded by PMS-TC 124 and
extracts data from the framing scheme. In particular it can
comprise de-interleaver 106 and descrambler-RS decoder
108 to extract data encoded by PMS-TC 124. Finally, layer

132 is the receiving counterpart of the TPS-TC layer.
[0015] As mentioned above, in a legacy DSL system, RS
ILV is used as an FEC code. One dif?culty With this approach

is that the amount of redundancy built in the RS-ILV coding
scheme shall be proportional to the amount of data corrupted
by the impulse. Ultimately, the maximum alloWed amount of
redundancy may be insuf?cient to correct errors caused by
long duration impulse noise such as SHINE. Furthermore, the
more redundancy built into the RS-ILV code the loWer the
throughput. Increasing the redundancy in order to accommo
date rare long duration impulse noise events is Wasteful of
bandWidth.
[0016] FIG. 2 illustrates a more detail description of the
transmission side of the PMS-TC layer as disclosed by
present xDSL standards. Data from the TPS-TC layer trans
mitted to the PMS-TC layer can use one of tWo latency paths
and one of tWo bearer channels. Input 202 represents data on

the ?rst bearer channel designated for latency path #0. Input
204 represents data on the second and optional bearer channel

designated for latency path #0. Input 206 represents data on
the ?rst bearer channel optionally designated for latency path
#1. Input 208 represents data on the second bearer channel

optionally designated for latency path #1. In addition, over
head data can be received by the PMS-TC layer including

Embedded Operations Channel (EOC) 210, Indicator Bits
(IB) Channel 212 and NetWork Timing Reference (NTR) 214,
Which can be combined by multiplexer (MUX) 218. In addi
tion, MUX 216 combines inputs 202 and 204, and MUX 220
as part of optional latency path #1 combines input 206 and

bines the encoded interleaved data for both latency paths to

produce output 240 Which is ready for processing by the PMD

layer.
[0017] It should be noted that the architecture of FIG. 3 is
applicable to both transmission from the CO to the CPE

(doWnlink) and from the CPE to the CO (uplink).
[0018] One approach taken in the past is to retransmit at the
alpha interface. FIG. 3 illustrates a DSL system using retrans
mission. CO 352 is like (TX) 152 but further comprises a
retransmission module 302. Whenever data is supplied from
TPS-TC to PMS-TC, the data is framed into data transmission
units (DTUs), then copied and stored in a retransmission
module 302, e. g., in a ?rst-in-?rst-out (FIFO) memory. Typi
cally a DTU is one or more RS code Words, but can be tied to

other abstractions from the TPS-TC layer such as a block of
ATM cells, or PTM cells. Similarly, CPE 354 like CO 352

comprises retransmission module 302.
[0019] When retransmission control module 304 detects a
corrupt DTU such as using the failure indication of the RS
decoder, a request for retransmission is sent from CPE 354 to
CO 352 and more speci?cally from retransmission control
module 302 to retransmission module 302. In order to iden
tify the DTU to be retransmitted, each DTU must have a
sequence identi?er (SID) added. FIG. 4 shoWs the transmis
sion side of a PMS-TC and retransmission module. The block
diagram is similar to that Which is standards based as shoWn
in FIG. 2. Retransmission module 302 is shoWn inserted into

the input path of latency path #0. Prior to retransmission
module 302, SID 402 and retransmission control channel
(RCC) 404 are combined into each DTU by MUX 304. On the
CO side, SID 402 is used to identify the DTU. HoWever, When
CPE 254 requests retransmission, a request is inserted into the

uplink transmission through RCC 404 along With the SID of
the corrupt DTU. To clarify, in the context of doWnlink trans
mission, SID 402 is used to identify a DTU. In the context of
retransmission, SID 402 and RCC 404 are combined into the

uplink transmission. Upon receiving the request by retrans
mission module 202, the CO 352 retransmits the corrupted
DTU.

[0020] The prior retransmission solutions offer a number of
alternatives for incorporating the SID in the doWnlink trans
mission and the RCC in the uplink transmission. FIG. 5
illustrates an alternative Where retransmission module 504

resides Within the PMS-TC layer. FIG. 6 illustrates another
alternative Where retransmission module 1004 resides just

above the delta layer.
[0021] One dif?culty With this approach is that the retrans
mission time because of the need to traverse the PMS-TC
layers on both the CO and CPE can be as high as 5 millisec

208. MUX 222 combines the output of MUX 216 With a sync

onds. Furthermore, a retransmission approach can clog up

byte and overhead data from MUX 218. Similarly MUX 224

transmission over the DSL loop if a REIN source exhibits a

combines the output of MUX 220 With a sync byte and over

short inter-arrival-time (IAT). For example, if the IAT of a
REIN source is less than the round trip time of the retrans
mission request, a neW impulse Would be experienced caus

head data. Along each latency path, scrambler 222 and cor
responding scrambler 224 scramble the data received from
MUX 222 and MUX 224, respectively. FEC 226 and FEC 228
apply an FEC to the scrambled data from scramblers 222 and

ing another retransmission.
[0022] Another dif?culty is that in both the transmission of

224, respectively. Typically, the FEC used is a RS code and in
the example of FIG. 1, scrambler-RS 102 comprises scram

the DTU and the retransmission request a SID needs to be
transmitted. This can particularly be a drain on bandWidth in

blers 222 and 224 and FECs 222 and 224, but are shoWn
consolidated for compactness in FIG. 1. Interleaver 104 of
FIG. 1 comprises interleaver 230 and interleaver 232 Which

doWnlink. Additionally, the use of retransmission is essen

tially mutually exclusive to the FEC rather than cooperative.

performs the interleaving of the encoded data received from
FEC 226 and FEC 228, respectively. Finally, MUX 234 com

error correcting capabilities are not fully exploited.

anADSL system Where the uplink capacity is smaller than the
The FEC only serves as a detector for retransmission and its
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[0023] Accordingly, various needs exist in the industry to
address the aforementioned de?ciencies and inadequacies.

[0036]
[0037]

SUMMARY OF INVENTION

[0024] An impulse noise protection system and method
comprising retransmission at the DMT symbol level can
enable the retransmission of corrupt DMT symbols Without
the need to attach a sequence identi?cation tag to each DMT
symbol; a constant indicator of received DMT symbols status
can be transmitted back to the sender. If the indicator is
indicative of a bad status, the sender can retransmit the cor

rupted DMT symbol.
[0025]

In addition, not every corrupted DMT symbol needs

to be retransmitted, if the existing FEC scheme has suf?cient

error correction capability (ECC) remaining. Speci?cally,
retransmission is employed only When the ECC of the FEC
has been exhausted.

[0026] Additionally, blanking can be integrated into the
impulse noise protection system. If su?icient statistics relat
ing to REIN sources are knoWn, blanking can optionally be

employed. By using blanking, the ECC required to accom
modate other noise sources can be reduced enabling the exist
ing FEC to address other noise sources.

[0027] Finally, blanking can be used in combination With
the FEC Without necessarily implementing retransmission. If
suf?cient statistics are available to permit blanking, the ECC
of the FEC can be set so that the probability of exceeding the
ECC of the FEC from noise other than those accounted for by
REIN sources is small.

[0028]

combination of tWo or more of the three techniques men

Blanking can help reduced the required ECC of the FEC.
Better impulse noise statistics alloW the optimiZation of ECC

FIG. 7 illustrates an xDSL system in Which embodi

ments for impulse noise protection are applied;
[0038]

FIG. 8 is a block diagram of an embodiment of one

of the end users depicted in FIG. 7;
[0039]

FIG. 9 is a block diagram of an embodiment of one

of the line cards depicted in FIG. 7;
[0040] FIG. 10 shoWs embodiments of the transmit side of
the impulse noise protection module Within the CO and the
receive side of the impulse noise protection module Within the

CPE;
[0041]

FIG. 11 shoWs block diagrams of exemplary

embodiments of a transmit side IMUNE module and a receive

side impulse monitoring for universal noise eliding (IMUNE)

module;
[0042] FIG. 12 illustrates a transmission system Where a
retransmission system is put into place Within an error cor

rection system;
[0043] FIG. 13 shoWs alternative embodiments of the trans
mit side of the impulse noise protection module Within the CO
and the receive side of the impulse noise protection module
Within the CPE;
[0044] FIG. 14 illustrates the decision making of the
IMUNE system for recon?guring a transmitter and receiver;
and
[0045] FIG. 15 illustrates the decision making of the
IMUNE system real time error processing.
DETAILED DESCRIPTION

The impulse noise protection system alloWs for the

tioned above, including retransmission, FEC and blanking.

FIG. 6 illustrates another alternative Where retrans

mission module resides just above the delta layer;

[0046] A detailed description of embodiments of the
present invention is presented beloW. While the disclosure
Will be described in connection With these draWings, there is
no intent to limit it to the embodiment or embodiments dis

of the FEC. The FEC can also be used to reduce the amount of

closed herein. On the contrary, the intent is to cover all alter

data required for retransmission.

natives, modi?cations and equivalents included Within the
spirit and scope of the disclosure as de?ned by the appended

[0029] Other systems, methods, features, and advantages
of the present disclosure Will be or become apparent to one

With ordinary skill in the art upon examination of the folloW

claims.
[0047] Reference is noW made to FIG. 7, Which illustrates
an xDSL system in Which embodiments for impulse noise

ing draWings and detailed description. It is intended that all
such additional systems, methods, features, and advantages

protection are applied. In the non-limiting example shoWn in

be included Within this description, be Within the scope of the

present disclosure, and be protected by the accompanying

FIG. 7, N end users (or N sets of CPE 710a, 710b, 7100) are
depicted Where each user 71011, 710b, 7100 is referenced

claims.

using an index m. The end users 710a, 710b, 7100 are con

BRIEF DESCRIPTION OF DRAWINGS

[0030] Many aspects of the disclosure can be better under
stood With reference to the folloWing draWings. The compo
nents in the draWings are not necessarily to scale, emphasis

instead being placed upon clearly illustrating the principles of

nected via a loop 702a, 702b, 7020 to a CO 730. The CO 730
may include an xDSL access multiplexer (DSLAM), xDSL

line cards 740a, 740b, 7400, and other equipment for inter
facing With end users 710a, 710b, 7100.
[0048]

In accordance With some embodiments, an impulse

noise protection module 720 for protection against impulse

the present disclosure. Moreover, in the draWings, like refer
ence numerals designate corresponding parts throughout the

noise, Which can include monitoring and characterizing
impulse noise, may be incorporated into the end users/CPE
710a, 710b, 7100. While embodiments for impulse noise

several vieWs.

protection are described here in the context of CO 730 trans

[0031]

FIG. 1 illustrates DSL communications layering;

[0032] FIG. 2 illustrates a more detail description of the
transmission side of the PMS-TC layer as disclosed by

mitting to CPE 710a, 710b, 7100, the principles discussed

present xDSL standards;

herein can also be applied to CPE 710a, 710b, 7100 transmit
ting to CO 730. Each CPE can comprise impulse noise pro
tection module 720 and each CO can comprise impulse noise

[0033]

protection module 750.

FIG. 3 illustrates a DSL system using retransmis

sion;

[0049] Reference is noW made to FIG. 8, Which is a block
diagram of an embodiment of one of the end users depicted in

[0034] FIG. 4 shoWs the transmission side of a PMS-TC
and a retransmission module;
[0035] FIG. 5 illustrates an alternative Where a retransmis

performing protection against impulse noise sources

sion module resides Within the PMS-TC layer;

described in this disclosure may be incorporated in softWare

FIG. 7. In accordance With certain embodiments, the steps for
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Within an end user such as a DSL modem. One of ordinary

cessor 810 may be con?gured to execute softWare stored

skill in the art Will appreciate that DSL modems comprise
other components, Which have been omitted for purposes of
brevity. Generally, DSL modem 710a-c may include proces
sor 810, memory component 840 (Which may include volatile
and/or nonvolatile memory components), and data storage
component 820 that are communicatively coupled via a local

Within the memory component 840, communicate data to and

interface 830 such as a data bus. In addition, the DSL modem
710a-c comprises an input/output interface 870 Which can be
coupled to an end user device such as a PC, router, Wireless
access point, etc. and can be an Ethernet interface. DSL

from the memory component 840, and generally control
operations of the DSL modem 710a-c pursuant to the soft
Ware. SoftWare in memory may be read by the processor 810,
buffered Within the processor 810, and then executed.
[0054] Reference is noW made to FIG. 9, Which is a block
diagram of an embodiment of one of the line cards depicted in
FIG. 7. In accordance With certain embodiments, the steps for

performing protection against impulse noise sources

modem 710a-c further comprises line interface 880 Which

described in this disclosure may be incorporated in softWare

can be coupled to the DSL loop to communicate With a CO.
Line interface 880 can comprise elements such as a line

Within a central of?ce device such as a line card. One of

driver, analog front end and DSL transceiver.
[0050] The local interface 830 may have additional ele
ments, Which are omitted for simplicity, such as controllers,

buffers (caches), drivers, repeaters, and receivers to enable
communications. Further, the local interface may include
address, control, and/or data connections to enable appropri

ordinary skill in the art Will appreciate that DSL line cards
comprise other components, Which have been omitted for
purposes of brevity. Generally, line cards 740a-c may include
a processor 910, a memory component 940 (Which may

include volatile and/or nonvolatile memory components),
and a data storage component 920 that are communicatively
coupled via a local interface 930, such as a data bus. In

ate communications among the aforementioned components.
Processor 810 may be a device for executing softWare, par
ticularly softWare stored in memory component 840. Proces

addition, line cards 740a-c comprise an input/output interface

sor 810 can be any custom made or commercially available

face 980 Which can be coupled to the DSL loop to commu
nicate With a CPE. Line interface 980 can comprise elements
such as a line driver, analog front end and DSL transceiver.

processor, a central processing unit (CPU), an auxiliary pro
cessor among several processors associated With DSL

modem 710a-c, a semiconductor based microprocessor (in

970 Which can be coupled to other components Within a CO.

Furthermore, line cards 740a-c further comprise line inter

the form of a microchip or chip set), a macroprocessor, or

[0055] The local interface 930 may have additional ele
ments, Which are omitted for simplicity, such as controllers,

generally any device for executing softWare instructions.

buffers (caches), drivers, repeaters, and receivers to enable

[0051]

communications. Further, the local interface may include
address, control, and/or data connections to enable appropri

Memory component 840 can include any one or

combination of volatile memory elements (e.g., random
access memory (RAM, such as DRAM, SRAM, SDRAM,
etc.)) and/ or nonvolatile memory elements (e. g., ROM, hard

drive, tape, CDROM, etc.). Moreover, memory component
840 may incorporate electronic, magnetic, optical, and/or
other types of storage media. One should note that some
embodiments of memory component 840 can have a distrib
uted architecture (Where various components are situated
remotely from one another), but can be accessed by processor
810.

[0052]

The softWare in memory component 840 may

ate communications among the aforementioned components.
The processor 910 may be a device for executing softWare,
particularly softWare stored in the memory component 940.
The processor 910 can be any custom made or commercially
available processor, a CPU, an auxiliary processor among
several processors associated With the line cards 740a-c, a

semiconductor based microprocessor (in the form of a micro
chip or chip set), a macroprocessor, or generally any device

for executing softWare instructions.
[0056]

The memory component 940 can include any one or

implementing logical functions. In the example shoWn in

combination of volatile memory elements (e.g., random
access memory (RAM, such as DRAM, SRAM, SDRAM,
etc.)) and/ or nonvolatile memory elements (e.g., ROM, hard

FIG. 8, the softWare in the memory component 840 may
include an operating system 850. Furthermore, the softWare

drive, tape, CDROM, etc.). Moreover, the memory compo
nent 940 may incorporate electronic, magnetic, optical, and/

residing in memory 840 may include application speci?c
softWare 860, Which may further comprise the impulse noise
module 720 depicted in FIG. 7. It should be noted, hoWever,

or other types of storage media. One should note that some
embodiments of the memory component 940 can have a

include one or more separate programs, each of Which

includes an ordered listing of executable instructions for

that these modules can be implemented in softWare, hardWare

distributed architecture (Where various components are situ
ated remotely from one another), but can be accessed by the

or a combination of softWare and hardWare. The operating

processor 910.

system 850 may be con?gured to control the execution of

[0057]

other computer programs and provides scheduling, input

include one or more separate programs, each of Which

output control, ?le and data management, memory manage
ment, and communication control and related services.
[0053] A system component and/or module embodied as

implementing logical functions. In the example shoWn in

softWare may also be constructed as a source program,

The softWare in memory component 940 may

includes an ordered listing of executable instructions for

FIG. 9, the softWare in the memory component 940 may
include an operating system 950. Furthermore, the softWare

compiler, assembler, interpreter, or the like, Which may or

residing in memory 940 may include application speci?c
softWare 960, Which may further comprise the impulse noise
protection module 750 depicted in FIG. 7. It should be noted,
hoWever, that these modules can be implemented in softWare,

may not be included Within the memory component 840, so as

hardWare or a combination of softWare and hardWare. The

executable program (object code), script, or any other entity
comprising a set of instructions to be performed. When con
structed as a source program, the program is translated via a

to operate properly in connection With the operating system

operating system 950 may be con?gured to control the execu

850. When the DSL modem 710a-c is in operation, the pro

tion of other computer programs and provides scheduling,

