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SYSTEMS AND METHODS FOR PROVIDING
NETWORK SECURITY USING A SECURE
DIGITAL DEVICE

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a continuation of U.S. patent applica-
tion Ser. No. 15/701,365, filed Sep. 11, 2017 and entitled
“Systems and Methods for Providing Network Security
Using a Secure Digital Device,” which 1s a continuation of
U.S. patent application Ser. No. 14/622,764, filed Feb. 13,
2015 and entitled “Systems and Methods for Providing
Network Security Using a Secure Digital Device,” now U.S.
Pat. No. 9,762,614, which claims priority to U.S. Provi-
sional Patent Application Ser. No. 61/943,364, filed Feb. 22,
2014 and entitled “Systems and Methods for Providing
Network Security Via an SD Interface,” and to U.S. Provi-
sional Patent Application Ser. No. 61/939,644, filed Feb. 13,
2014 and entitled “Systems and Methods for Providing
Network Security Via an SD Interface,” all of which are
hereby incorporated by reference herein.

TECHNICAL FIELD

The technical field relates to computer security systems
and methods. More specifically, the technical field relates to
systems and methods for providing security to a digital
device using a secure digital device.

BACKGROUND

Computer networks have proven to be a valuable source
of information and entertainment for many users. Although
the architecture of a specific computer network depends on
numerous factors, many computer networks interact with
access points, other devices, network resources, network
nodes, transmission media etc. that may communicate
viruses, spyware, adware, worms, Trojan Horses, and other
malicious code.

Portable electronic devices, such as mobile phones, tablet
computing devices, and laptop computers, have proven
particularly susceptible to these malicious threats. As many
portable electronic devices have the capability to travel to
different locations, they have the capability to access difler-
ent individual computer networks at each different location.
Although many devices seeking to access a computer net-
work use anti-malware hardware and/or software for pro-
tection against malicious code, many security frameworks
are not easily applicable to portable electronic devices. It
would be helptul to provide security systems that effectively
allow portable electronic devices to defend against mali-
cious code. It would also be helptul 1f the security systems
were compatible with existing hardware and/or software
configurations of many portable electronic devices.

SUMMARY

A system may include a traffic interception module con-
figured to intercept network traflic of a host device. A traflic
virtualization module may be configured to generate a
virtual file on the host device containing the intercepted
network traflic. A security system interface module may be
configured to provide the virtual file to a secure digital
security system over a virtualized file interface coupling the
host device to the secure digital security system, and to
receive mstructions to allow or to deny the network trathic
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2

from the secure digital security system over the virtualized
file interface. A traflic access management module may be
configured to allow or to deny the network tratlic based on
the instructions.

In some embodiments, the network traflic comprises
outgoing network traflic. The network tratic may comprise
incoming network traflic.

The system may include a virtualized traflic encryption
module configured to encrypt the virtual file before the
security system interface module provides the virtual file to
the secure digital security system over the virtualized file
interface. The traflic interception module may be configured
to monitor one or more applications and/or processes for the
presence or absence of the network tratlic. The tratlic
interception module 1s configured to monitor one or more
root-level processes of a network interface for the presence
or absence of the network traffic.

The secure digital security system may be incorporated
into a Secure Digital (SD) card coupled to the host device.
In some embodiments, the host device comprises a portable
electronic device.

A secure digital security system may comprise a virtual-
1zed file management module configured to receive a virtual
file from a host device over a virtualized file interface
coupling the host device to the secure digital security
system, the virtual file containing network traflic intercepted
at the host device. A security policy management module
may be configured to evaluate the network traflic for com-
pliance with a security policy. A traflic access determination
module may be configured to determine whether to allow or
deny the specific network tratlic in accordance with the
security policy. An instruction providing module may be
configured to provide to the host device over the virtualized
file 1interface instructions allowing or denying the specific
network traffic.

In some embodiments, the network traflic comprises
outgoing network traflic. The network tratic may comprise

incoming network traflic.

The virtual file may comprise an encrypted virtual file.
The secure digital security system 1s may be incorporated
into a Secure Digital (SD) card coupled to the host device.
In various embodiments, the host device comprises a por-
table electronic device.

A method may comprise: intercepting network traflic at a
host device; generating a virtual file on the host device
containing the network trathic; providing the virtual file to a
secure digital security system over a virtualized file interface
coupling the host device to the secure digital security
system; recerving over the virtualized file interface instruc-
tions allowing or denying the network traflic from the secure
digital security system; and allowing or denying the specific
network trathic based on the instructions.

In some embodiments, the network traflic comprises
outgoing network traffic. The network traflic may comprise
incoming network traflic.

The virtual file may be encrypted before being provided
to the secure digital security system over the virtualized file
interface. Monitoring network tratlic may comprise moni-
toring one or more applications and/or processes. Monitor-
ing the network tratlic may comprise monitoring one or
more root-level processes of a network interface.

The virtual file may comprise an encrypted virtual file.
The secure digital security system 1s may be incorporated
into a Secure Digital (SD) card coupled to the host device.
In various embodiments, the host device comprises a por-
table electronic device.
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A method may comprise: receiving a virtual file from a
host device over a virtualized file interface, the virtual file
contaiming network trathic intercepted at a host device;
evaluating the network traflic for compliance with a security
policy; determining whether to allow or to deny the network
traflic 1n accordance with the security policy; and providing
over the virtualized file interface to the host device instruc-
tions allowing or denying the network trafhic.

In some embodiments, the network traflic comprises
outgoing network tratflic. The network tratlic may comprise
incoming network traflic.

The virtual file may comprise an encrypted virtual file.
The secure digital security system 1s may be incorporated
into a Secure Digital (SD) card coupled to the host device.
In various embodiments, the host device comprises a por-
table electronic device.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a diagram showing an example of a network
security system, according to some embodiments.

FIG. 2 1s a diagram showing an example of a traflic
virtualization security system, according to some embodi-
ments.

FIG. 3 1s a diagram showing an example of a secure
digital security system, according to some embodiments.

FI1G. 4 1s a diagram showing an example of a host device
and a secure digital device, according to some embodiments.

FIG. § 15 a diagram showing an example of a host device
and a secure digital device, according to some embodiments.

FIG. 6 1s a diagram showing an example of a host device
and a secure digital device, according to some application-
level redirect embodiments.

FIG. 7 1s a diagram showing an example of a host device
and a secure digital device, according to some root-level
redirect embodiments.

FIG. 8 1s a flowchart of an example of a method for
securing outgoing tratlic, according to some embodiments.

FIG. 9 1s a flowchart of an example of a method for
securing mcoming traflic, according to some embodiments.

FIG. 10. 1s a flowchart of an example of a method for
providing instructions to allow or to deny network tratlic in
a virtual file, according to some embodiments.

FIG. 11 1s a diagram of an example of signal tlow that
occurs when securing outgoing trathic and incoming traflic,
according to some embodiments.

FIG. 12 shows an example of a digital device, according
to some embodiments.

DETAILED DESCRIPTION

Portable electronic devices face many security challenges.
As portable electronic devices have the ability to travel from
one location to another, they typically have the ability to
access different computer networks and different devices.
This portability often carries with it risk of security threats.
Moreover, as the hardware and software resources of por-
table electronic devices are often limited, portable electronic
devices are often unable to use the same anti-malware
hardware and/or software that their desktop counterparts that
reside within a protected environment. It would be helptul to
have systems and methods that secure portable electronic
devices from malicious code, particularly given the porta-
bility and the hardware and/or software constraints of por-
table electronic devices.

Portable electronic devices, such as Android® smart-
phones and tablet devices, often use secure digital (SD)
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4

devices, e.g., SD cards, to store and retrieve files and other
data. Secure digital devices typically do not support network
traflic for host devices, or at best only support network trafhic
at transfer speeds that are unreasonably slow (e.g., 100’s
kb/s), especially compared to the file transfer speeds of these
secure storage devices (e.g., 10°’s MBY/s).

Accordingly, various embodiments herein capitalize on
the rapid file transier capabilities of secure digital devices to
scan and evaluate network tratlic for compliance with secu-
rity policies. In various embodiments, network tratlic may
be intercepted at a host device and redirected to the secure
digital device that processes the security policy stored
thereon. In some embodiments, the network traflic may be
virtualized and provided as a virtual file to the secure digital
device using a file system interface between the host device
and the secure digital device. The secure digital device can
evaluate the network traflic 1n accordance with the security
policy and may provide the host system with 1nstructions to
allow or deny the network traflic.

FIG. 1 1s a diagram showing an example of a network
security system 100, according to some embodiments. The
network security system 100 includes a host device 105, a
secure digital device 110 coupled to the host device 105, a
computer network 115 coupled to the host device 105, and
a content server 120 coupled to the computer network 115.
In various embodiments, the host device 105 1s protected
from malicious code through the secure digital device 110.
As discussed further herein, network traflic may be inter-
cepted at the host device 103, incorporated into a streaming
file using virtualization techniques on the host device 105,
and provided to the secure digital device 110 for analysis 1n
accordance with a security policy. The secure digital device
110 may include a secure digital security system 135 capable
of evaluating the network traflic relative to the security
policy, and capable of instructing the host device 105 to
allow or block the network traflic based on the evaluation.

The host device 105 may include a digital device. A
digital device, as described herein, may include any elec-
tronic device having a memory and a processor. The host
device 105 may have some or all of the components of the
digital device 1200, shown 1n FIG. 12, and discussed further
herein. In some embodiments, the host device 105 1ncludes
a portable electronic device, such as a mobile phone, a tablet
computing device, a laptop computer, etc. In various
embodiments, the host device 105 has a mobile operating
system 1nstalled thereon. Examples of mobile operating
systems include Android®-based operating systems, Win-
dows Phone®-based operating systems, and Apple’s OS
(“10S”) operating systems.

In some embodiments, the host device 105 includes a
network access module 125 and a traflic virtualization
security system 130. The network access module 125 may
include hardware, software, and/or firmware operative to
access communications to and from the computer network
115. In some embodiments, the network access module 125
includes a Network Interface Card (“NIC”). The network
access module 125 may include wireless radios, antennae,
and other input/output hardware, software, and/or firmware
that allows the host device 105 to communicate with the
computer network 115, wired or wirelessly. In some embodi-
ments, the network access module 125 may include a
cellular data connection, a WiF1 connection, a Bluetooth®
connection, etc.

The network access module 125 may operate to provide
outgoing network traflic to the computer network 115 and
may receive mcoming network trathc from the computer
network 115. Outgoing network tratlic may include any data



