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SYSTEMS AND METHODS FOR
DISTRIBUTED STORAGE
CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is related to US. Provisional Appli
cation Ser. No. 61/645,505, ?led on May 10, 2012, and US.
Provisional Application Ser. No. 61/645,508, ?led on May
10, 2012, Which is each incorporated herein by reference in its
entirety and from Which priority is claimed.
BACKGROUND

[0002] The disclosed subject matter relates to techniques
for distributed storage, including a local storage layer, a dis
tributed storage layer, and a cloud storage layer.
[0003]

Certain conventional secure data storage solutions

can be dif?cult to use and dif?cult to maintain. IT hardWare

Services like AmaZon S3, Apple iDisk, EMC MaZy, and Pro
SoftNet iDrive are examples of such services. Some users

may, hoWever, be Wary of routinely sending their sensitive
information over the Internet, for example due to perceived
Weaker protection from digital search and seiZure for data
stored With a third party. While Web-based storage can gen
erally serve as a reliable backup service, it can require a
constant, fast intemet connection, and can be too sloW to be
considered a realistic alternative for day-to-day ?le access

and storage.
[0008] Distributed storage techniques can include storing a
?le multiple times on multiple machines Will spread the bur
den and the risk of data storage: the more copies of a ?le exist
the less likely it is to be lost. More copies, hoWever, means
more places to steal from, so encryption systems can be
required for sensitive data or environments. Moreover, certain
existing distributed storage systems can provide loW levels of

reliability and performance.

and staff can be expensive and fail regularly, and such failures

[0009]

can result in the loss of data. In connection With certain data
storage solutions, data can be dif?cult or impossible to access

niques for distributed storage.

remotely.
[0004] Conventional data storage products can be catego
riZed into “Local Storage.” “Network Storage Servers,”

“Web-Based Storage Services,” and “Distributed Storage
Systems.” Each category can have relative bene?ts and draW

Accordingly, there is a need for enhanced tech

SUMMARY

[0010] The disclosed subject matter relates to techniques
for distributed storage, including a local storage layer, a dis

tributed storage layer, and a cloud storage layer. Additionally,

backs With regard to providing reliable, scalable, secure and

the disclosed subject matter relates to techniques for distrib

fault-tolerant storage for small- to medium-siZed of?ce envi
ronments. Local hard disk drives in desktop computers are a
common place to store a ?le. Local storage can provide high
performance read/Write times and a sense of tangible security,
but if a disk fails, is destroyed, or data is accidentally or

method for distributed storage using a plurality of computing
devices communicatively coupled via a netWork includes

uted storage With transparent backup and security of data With
World-Wide access and fully auditable version history.
[0011]

In one aspect of the disclosed subject matter, a

maliciously overwritten, the data no longer exists. Moreover,

storing an electronic ?le in a local storage layer of one of the

When hard drives ?ll up, users may attempt to manually
manage storage space, deleting ?les or attempting to transfer
them to another machineia process requiring both time and

multiple incoherent versions and emailing ?les can be inse

computing devices. The electronic ?le can be asynchronously
transmitted, in portions, over the netWork, to others of the
plurality of computing devices such that the electronic ?le is
stored across the other computing devices in the distributed
storage layer. The electronic ?le can be asynchronously trans

cure.

mitted over the netWork to a cloud storage layer such that the

[0005] NetWork storage servers can be used to provide
shared storage space for users in an organiZation. Commer
cially available netWork storage servers range from loW- to

electronic ?le is mirrored in the cloud storage layer. Metadata
for each electronic ?le can be stored in the local storage layer
of each computing device. The meta data can include pointers
to locations of the portions of the electronic ?les stored in the

expertise. Manually sharing ?les With colleagues can create

mid-range ‘box in the closet’ approaches (called ‘NetWork
Attached Storage’ or NAS) to high-end, ?ber-channel Storage
Area NetWorks (SANs) packed With blade servers and redun
dant disk arrays (e.g. RAID). NetWork storage servers can
provide high-capacity storage for users to share, but never
theless can suffer from a number of Well-knoWn problems of

centraliZed storage: servers can be broken, tampered With,
hacked, and stolen; they can be destroyed in a ?re or ruined by
coffee; users can still over-Write or delete ?les by accident,
and all data is saved in the same Way as on a desktop’s

hard-drive.
[0006] While certain techniques are knoWn for ameliorat

ing these problems, including replicating data in a remote
location, utiliZing redundant disk arrays, and encryption,
such techniques can still include various draWbacks, includ
ing increased locations from Which unauthoriZed access may
occur, increased expense and complication, and reduced

speed and convenience. Additionally, although netWork stor
age servers provide ?le sharing and high-capacity storage,
they can be expensive to maintain and administer.

[0007] Web-based data storage services provide inexpen
sive means of backing up and storing data over the intemet.

local storage layer and distributed storage layer. The elec
tronic ?les stored in the distributed storage layer can be dis
played as though stored in a single logical drive.

[0012] In accordance With exemplary embodiments, asyn
chronously transmitting the electronic ?le stored in the local
storage layer With a computing device can include partition
ing the electronic ?le into ?xed or variable siZed portions,
hashing the portions onto the storage devices of the other
computing devices via the netWork, updating the metadata to
include pointers to the hashed portions locations, and trans
mitting the metadata to the other computing devices via a

gossip protocol. The hashed portions can be replicated onto
one or more other computing devices through further hash

ing.
[0013] In an exemplary embodiment, an edited version of
the electronic ?le can be stored by a computing device. The
computing device can compare the edited version of the ?le
With the original electronic ?le to generate ?xed or variable
siZed edited portions. The edited portions can be hashed onto

the storage devices of the other computing devices via the
netWork, and the metadata can be updated to include, for the
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edited version of the ?le, pointers to the unchanged portions
of the original ?le and pointers to the edited portions loca

[0024] FIG. 4 is a diagram of a metadata ?le in accordance
With an exemplary embodiment of the disclosed subject mat

tions.
[0014]

ter.

The method can further include retrieving the elec
tronic ?le by one of the computing devices. The computing
device can determine the locations of the portions of the
electronic ?le from locally stored metadata. The portions can
be retrieved from the locations via the network, and the
retrieved portions can be assembled and stored in the local
storage layer of the computing device. In accordance With an

[0025] FIG. 5A is a diagram of hashed portions of elec
tronic ?les in accordance With an exemplary embodiment of
the disclosed subject matter.

[0026]

FIG. 5B is a diagram illustrating hashed portions of

an edited electronic ?le in accordance With an exemplary

embodiment of the disclosed subject matter.
[0027] FIG. 5C is a diagram illustrating hashed portions of

exemplary embodiment, the metadata can also include one or

an edited electronic ?le in accordance With another exem

more of version information, access information, permission

plary embodiment of the disclosed subject matter.
[0028] FIG. 6 depicts the display of a single logical net

information, and logical drive path information for the elec
tronic ?les stored in the distributed system. In certain embodi
ments, the electronic ?le can be encrypted.
[0015] In accordance With another aspect of the disclosed
subject matter, a system for distributed storage can include a

local storage layer for each of a plurality of computing
devices and a distributed storage layer. The computing
devices can be communicatively coupled With a netWork, and
each can have associated thereWith one or more processors

and one or more storage devices, adapted for performing the

techniques disclosed herein. In an exemplary embodiment,

Worked drive in accordance With an exemplary embodiment
of the disclosed subject matter.

[0029]

Throughout the draWings, the same reference

numerals and characters, unless otherWise stated or indicated
by context, are used to denote like features, elements, com
ponents or portions of the illustrated embodiments. More
over, While the disclosed subject matterWill noW be described
in detail With reference to the Figures, it is done so in con
nection With the illustrative embodiments, Which are intended

to be non-limiting.

the computing devices can include one or more desktop com

DETAILED DESCRIPTION

puters, laptop computers, or handheld computing devices.
The netWork can be a Wired or Wireless local area netWork,

[0030]

intranet, or the intemet.

the disclosed subject matter can include three storage “lay
ers.” The three storage layers can include a local storage layer
for each computing device connected to the system, a distrib
uted storage layer across the computing devices, and a cloud

[0016]

In another aspect of the disclosed subject matter, the

techniques disclosed herein can be embodied as a non-tran

sitory computer readable medium storing executable code,
Which When executed can cause one or more processors to

perform the functions disclosed herein. Alternatively, all or
portions of the methods disclosed herein can be embodied in
hard-Wired circuitry, alone or in connection With executable
code.
[0017] It is to be understood that both the foregoing general
description and the folloWing detailed description are exem
plary and are intended to provide further explanation of the
disclosed subject matter claimed.

[0018]

The accompanying draWings, Which are incorpo

rated in and constitute part of this speci?cation, are included
to illustrate and provide a further understanding of the dis

closed subject matter. Together With the description, the
draWings serve to explain the principles of the disclosed sub
ject matter.
BRIEF DESCRIPTION OF THE DRAWINGS

[0019] FIG. 1A is a How diagram ofa method for distrib
uted storage in accordance With an exemplary embodiment of
the disclosed subject matter.
[0020] FIG. 1B is a schematic diagram of a system for
distributed storage in accordance With an exemplary embodi
ment of the disclosed subject matter.
[0021] FIG. 2A is a schematic diagram of storage layers in
accordance With an exemplary embodiment of the disclosed

An exemplary storage system in accordance With

storage layer. The storage system can pool together un-used
capacity in the computing device, and can support versioning,
remote access, and long-term backup.
[0031] Exemplary embodiments of the disclosed subject
matter are described beloW, With reference to FIGS. 1-6, for
purposes of illustration, and not limitation. For purposes of

clarity, the method and the system are described concurrently
and in conjunction With each other, Wherein reference num
bers to the method Will be made With parenthesis ( ) and
reference to the system of Will be made Without parenthesis.
[0032] With reference to FIG. 1A and FIG. 1B, and in
accordance With an exemplary embodiment of the disclosed
subject matter, techniques for distributed storage can include
the use of a plurality of computing devices (e.g., 111, 12111

and 12119 [collectively, 121]) communicatively coupled via a
netWork. The computing devices 121 canbe, for example, one
or more desktop computers, laptop computers, handheld
computing devices, or any other suitable computing device.
The netWork can be a Wired or Wireless local area netWork,

intranet, or the intemet. For example, the computing devices
121 can be a number of machines in an of?ce environment,

including Without limitation schools, hospitals, or other envi
ronments that Will be readily apparent to one of ordinary skill
in the art, connected to a local area netWork. Each computing
device can have one or more processors and one or more

storage devices, such one or more local hard drives, and can

have softWare, including for example an operating system
(e.g., Microsoft WindoWs, Mac OS, Linux, etc) and accom

subject matter.
[0022] FIG. 2B is a diagram illustrating the hierarchy of
storage layering in accordance With an exemplary embodi

panying softWare applications.

ment of the disclosed subject matter.
[0023] FIG. 3 is a schematic diagram illustrating remote

retrieve ?les in accordance With the techniques disclosed
herein. For example, When a user operating computing device

access to a distributed storage system in accordance With an

111 desires to save an electronic ?le 150, the electronic ?le
150 can be ?rst stored (101) in a local storage layer 110 of one

exemplary embodiment of the disclosed subject matter.

[0033]

Users of the computing devices 121 can save and
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of the computing device 111. The local storage layer 110 can
be, for example, a portion of the one or more storage devices
112, such as a local hard drive, associated with the computing
device 111. Local storage can allow for fast and ef?cient
read/write access to the ?le by the user who saves it.

identify where the chunk can be found. Additionally, if a
chunk has an identical value as another chunk, its hash value
will be the same, and thus identical data need not be dupli
cated. The hashed portions 151 can then be transmitted, via

the network, to other computing devices 121. For example,

As previously noted, merely storing a ?le in local

portions 151a and 151d can be transmitted to computing

storage 112 can include a number of drawbacks.Accordingly,
the electronic ?le 150 can be asynchronously transmitted

associated with computing device 121a. Portions 1511) and

[0034]

device 121a and stored in one or more storage devices 122a

(102), in portions (e.g., 151a, 151b, 1510, and 151d [collec

1510 can be transmitted to computing device 1211) and stored

tively, 151]), over the network, to others of the plurality of
computing devices (e.g., 121a and 1211)) such that the elec

in one or more storage devices 1221) associated with storage

device 1211).
[0038] The metadata stored on each computing device

tronic ?le 150 is stored across the other computing devices
121 in a distributed storage layer 120. The distributed storage
layer 120 (which can also be referred to, for example, as the
intermediate storage layer) can include distributed storage

(e.g., 111, 12111 and 1211)) can then be updated to include
pointers to the hashed portions’ 151 locations. For example,
computing device 111 can hash the portions 151 and update

across a plurality of machines connected via a wide area

metadata stored locally, and can transmit the metadata to the

network, local area network, or the like. Each machine can be

other computing devices via the network, using, e.g., a gossip
protocol. In accordance with certain embodiments of the dis
closed subject matter, the hashed portions 151 can be repli

con?gured for distributed storage across other machines. For
example, software can be installed on each machine which
when executed allows the machine to engage in communica
tion with the other machines such that a particular ?le can be
stored over a plurality of the machines on a local area net

work.
[0035] The electronic ?le 150 can further be asynchro
nously transmitted (103) over the network to a cloud storage
layer 130 such that the electronic ?le 150 is mirrored in the
cloud storage layer 130. Such transmission can include ?rst

encrypting the data corresponding to the ?le 150 prior to
transmission. Metadata, as described in more detail below, for
each electronic ?le can be stored in the local storage layer 110
of each computing device 121. The metadata can include

pointers to locations of the portions of the electronic ?les
stored in the local storage layer and distributed storage layer.

[0036] In accordance with exemplary embodiments, asyn
chronously transmitting the electronic ?le 150 stored in the
local storage layer 110 from a computing device 111 to the
distributed storage layer 120 can include partitioning the
electronic ?le 150 into portions 151 and storing the portions
151 across the other computing devices 121. The portions 151
can be ?xed or variable siZe portions. For example, creating
the portions 151, which can be referred to as “chunking,” can

cated onto one or more other computing devices through

further hashing to create redundancies.

[0039] In an exemplary and non-limiting embodiment,
hashing the portions 151 onto the storage devices (e.g., 122a
and 12219 [collectively, 122]) of the other computing devices
121 via the network can be accomplished using a distributed
hash table implementation such as Chord. For purpose of

illustration, and not limitation, each computing device (e.g.,
121) can be a Chord node, where each Chord node is respon
sible for some portion of a keyspace. When electronic ?le 150
is stored in the distributed storage layer 120, it is broken up
into portions (“chunks” or “blocks”) 151 and each of these
chunks is hashed, producing a value which identi?es each

chunk’s position in the keyspace, and thus each computing
device instance on which each chunk will be stored. That is,
for example, to retrieve data a computing device only needs to
know of a ?le’s (or chunk’s) hash value, which identi?es
where the data can be found. Such techniques can obviate
central co-ordination or data placement heuristics.
[0040] As noted above, the electronic ?le 150 can further be
asynchronously transmitted over the network to a cloud stor

age layer 130 such that the electronic ?le 150 is mirrored in
the cloud storage layer 130. In accordance with an exemplary
embodiment, with reference to FIG. 2A and FIG. 2B, the
cloud storage layer 130 can include the entire dataset stored in

include breaking the data of the electronic ?le 150 into ?xed
siZe chunks (e.g., and without limitation, between 4 Kb and 8
Kb in siZe). Alternatively, the electronic ?le 150 can be
chunked into variable-sized chunks using, for example, a

the system. The cloud storage layer 130 can serve as a redun

sliding window technique. Generally, for purpose of illustra

dancy for the local layer 110 and distributed layer 120, and

tion and not limitation, the sliding window technique can

additionally or alternatively as a repository for data that

include “moving” chunks up or down a ?le up to a certain

be ?lled by new chunks. One of ordinary skill in the art will
appreciate that a variety of other suitable variations and tech

exceeds the capacity of the local layers 110 and distributed
layer 120. For example, as illustrated in FIG. 2A, where the
system includes ?le portions A-I, the local storage layer 110
of one computing device can store, for example, ?le portions
A, D, and F, the distributed storage layer 120 can store ?le

niques for partitioning the electronic ?le 150 into portions

portions A, B, C, D, G, and F, and the cloud storage layer can

151 can also be used, and that the disclosed subject matter is
not intended to be limited to the exemplary embodiments
disclosed herein.
[0037] The portions 151 can be hashed onto the storage

store all ?le portions A-I.
[0041] In an exemplary embodiment, data can be written to

niques disclosed herein for asynchronously transmitting an

devices (e.g., 122a and 12219 [collectively, 122]) of the other
computing devices 121 via the network. For example, each

electronic ?le from a local storage layer to the distributed
storage layer. That is, a ?le can be divided into a series of

chunk can be hashed (e.g., with the SHA-l algorithm or the
like), producing a value (often referred to as a key) which can

portions or “chunks” which can be transmitted to the cloud

identify the position of a chunk in a keyspace. That is, for

any suitable storage service, which can include one or more

example, and as described in more detail below, to retrieve a
?le (i.e., to retrieve at least one chunk), the hash value can

and provide access to electronic data over a network such as

point within a prede?ned “sliding window” in an attempt to
?nd a common chunk. Such sliding can create gaps which can

the cloud storage layer 130 in a manner similar to the tech

storage layer 130. The cloud storage layer 130 can include
storage devices, processors, and/ or software operable to store
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the internet. For example, the cloud storage layer 130 can
include commercially available Web storage services such as

tronic ?le stored on the cloud storage layer 130. The remote
computing device 310 can thus access ?les mirrored from the

Amazon S3, Apple iDisk, EMC MoZy, and Pro SoftNet

distributed storage layer 120 via the cloud storage layer 130.
[0045] As embodied herein, the local storage layer 110 of

iDrive. One of ordinary skill in the art Will appreciate that a
variety of other suitable cloud storage services can be used,
and the disclosed subject matter is not intended to be limited
to the examples disclosed herein. For example, the cloud

each computing device in a distributed storage layer 120 can
store metadata related to the electronic ?les stored in the

distributed storage layer 120 and the local storage layer 110.

storage layer 130 need not be commercially available, but

In accordance With an exemplary embodiment, and With ref

may instead include a proprietary cloud storage system.
[0042] In accordance With an exemplary embodiment, the
cloud storage layer 130 can include ?les from a plurality of
distributed storage layers, as illustrated in FIG. 2B. For

erence to FIG. 4, the metadata can include, for each electronic

example, a company may operate a local area netWork in tWo
locations, Where the computers on each netWork run the sys
tem described herein. While each netWork can have indi

vidual distributed storage layers (220a and 2201)), both layers
can be included in the cloud storage layer 130. For example,
the local area netWork corresponding to distributed storage
layer 220a can include tWo computing devices 210a and
210b, Which can store electronic ?les in corresponding local

storage layers or in distributed storage layer 210a. Likewise,
the local area netWork corresponding to distributed storage
layer 2201) can include tWo computing devices 2100 and
210d, Which can store electronic ?les in corresponding local

storage layers or in distributed storage layer 2201). The elec
tronic ?les can be Written to the cloud storage layer 130 from

?le stored (e.g., ?le 150), version information 420, access

information, permission information, and logical drive path
information 410.

[0046] For purpose of illustration, and not limitation, FIG.
4 depicts the metadata for a ?le, named “test.txt” having three
versions: V0 430, V1 440, andV2, 450. As illustrated by FIG.
4, the logical drive path information 410 can include a string
representative of hoW the ?le 150 Will be displayed to a user.
For example, the ?le 150 name and path can be displayed as

“C:\test.txt.” The ?les, including ?le 150, can be displayed as
though stored in a single logical drive, as depicted in FIG. 6
for purpose of illustration and not limitation. That is, each
computing device can be con?gured to display ?les stored in
the distributed storage layer as if they Were stored in a single

logical drive 600.
[0047] VersionV0 430 and versionV1 440 can be stored as
full ?les, and version V2 450 can be stored as a diff to be

the computing devices (e.g., 210a, 210b, 2100, or 210d) on

compared against the previous version, V1 440, as described

Which a ?le Was created or edited, or alternatively the ?le

in more detail beloW. That is, version V0 430 can include

portions can be Written from the distributed storage layers

access information including pointers 431 to the location of
the hashed portions of the version V0 of ?le 150. Likewise,

220a or 22012.

[0043] In an exemplary embodiment, the volume of the
local storage layer 110 can be limited. For example, the
system can be con?gured such that a given machine Will
dedicate 1 GB of data to the system. In some embodiments,
the local storage layer 110 can act as a cache. For example, a

?le may be reallocated from local storage after a predeter
mined lapse in time. Additionally or alternatively, ?les may
be removed from local storage 110 according to a heuristic
model. The distributed storage layer 120 can likeWise act as a

cache to the cloud storage layer 130. For example, and as
previously noted, an electronic ?le can be asynchronously
sent to local distributed storage 110, Where data can be stored
using, e.g., Chord to determine placement. Data sent to the
distributed layer 110 storage can be replicated, so that it
remains available despite the failure of n-1 machines con
taining the data, Where data is replicated n times. The opera
tion to store in the distributed storage layer 120 can be
executed asynchronously, so the user or application storing
?le data need not Wait for the distributed storage operation to
complete. In some cases the capacity of the distributed stor
age layer 120 can be less than the total amount of data in
storage system, in Which case the distributed storage layer
120 can act as a cache to the cloud storage layer 130. The

cloud storage layer 130 can store the entire dataset that is
stored in the storage system. Updates can be Written to the
cloud store asynchronously, and in certain embodiments can
also be queued before being sent. Queuing can alloW the
system to upload a series of short updates as a single unit,

rather than repeatedly sending neW updates as they happen.
[0044] The cloud storage layer 130 can additionally pro

version V1 440 can include access information including

pointers 441 to the location of the hashed portions of version
V1 the ?le 150. To retrieve version V0 430 or version V1 440,
these pointers can be resolved and a computing device can
request the portions needed to create a local copy of the ?le
version. Version V2 450 can include access information

including a pointer 451 to the previous version V1 440 and a
pointer 452 to a diff ?le 453. To retrieve versionV2 450, these
pointers can be resolved and a computing device can request
the portions of V1 441 and the diff ?le 453 to create a local
copy of version V2 450 ofthe ?le 150.

[0048]

When stored locally, the metadata corresponding to

the ?le 150 stored locally can include a pointer to the location

of the ?le on local storage. For example, retrieving the elec
tronic ?le 150 at one of the plurality of computing devices can

include determining the locations (e.g., using pointers 431,
441, or 451 and 452) of portions of the electronic ?le 150 from
the metadata. The portions can then be retrieved from those
locations, via the netWork and assembled and stored on the
local storage layer of the computing device. The metadata on
the computing device can then be updated to include pointers
to the locally storedportions rather than the portions stored on

the distributed storage layer.
[0049]

For purpose of illustration, and not limitation, FIGS.

5A, 5B, and 5C illustrate exemplary hashed ?le portions
(chunks) in connection With stored metadata in accordance
With the disclosed subject matter. FIG. 5A depicts an example
Where three portions 510 are stored in the distributed storage
layer of the system described herein. The three portions
include portions corresponding to tWo ?les, File X 530 and

vide remote access to the system, for example through the

File Y 540. Each portion can be hashed 520 as disclosed

internet from a location aWay from a local area netWork on

herein to generate hashes corresponding to the ?le portions
(C, M and O). File X 530 can be requested by issuing a
look-up call for portions C and M. File Y 540 can include

Which the system is installed. For example, With reference to
FIG. 3, a remote computing device 310 can access an elec
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some overlap With File X 530, and thus can be requested by
issuing a look-up call for portions 0 and M. Because File X
530 and File Y 540 share portions M, block M need not be
stored tWice.
[0050] As previously noted herein, edits or updates to a ?le
can be stored either by creating a diff ?le, Which alloWs the
neW version of the ?le to be computed from the previous
version, or by storing an entirely neW version of the ?le. FIG.
5B depicts an exemplary edit to File X 530 by creating a neW
version of the ?le. In this exemplary scenario, ?ve portions
511 can be stored in the distributed storage layer and hashed

(B, C, G, M, O) 521 in accordance With the techniques dis
closed herein. These portions 511 can include portions cor
responding to tWo ?les, File X and File Y 541, Where File X
has tWo versions 531a and 53119. VersionV1 531b andVersion
V2 53111 of File X can be requested by issuing a look-up call

for portions C and M and portions B and M, respectively. That

of the same ?le, or the deletion of a ?le just as a copy is

updated). In such scenarios, and in accordance With the dis
closed subject matter, a “Winning” update can be propagated
to the other computing devices based on the timestamp of the
update, or if the timestamps of the competing updates are the
same, based on an identi?cation of the computing device. The
“losing” update can be preserved in a neW ?le added to the
system, Which can be given a name based on the original ?le.
A con?ict ?le can be created for con?icting updates and the
metadata stored on each computing device can be updated to

reference the neW ?le for the “losing” update.

[0054] During initialiZation, each computing device can
join the system using a discovery service. For example, a
computing device can announce its presence on the network
upon initialiZation. Each computing device can also run a
discovery thread Which can monitor the netWork for neW

computing devices becoming active.

is, for example, versionV2 53111 of File X can include an edit

[0055]

corresponding only to one of the ?le portions of version V1
53119 (e. g., portion C of versionV1 53119). In like manner, File

age system that combines the strengths and mitigates the
Weaknesses of existing data storage solutions, including a
storage system With the Write speed of local storage and the

Y 541 can include some overlap With File X, such that both

?les include portions M.
[0051] FIG. 5C depicts an exemplary edit to File X 530 by
creating a diff ?le based on the previous version. In such a
scenario, the diff can be computed and stored in one or more
neW portions. Six portions 512 can be stored in the distributed

storage layer and hashed (A, B, C, G, M, j) 522 as disclosed
herein. File X can include tWo versions 532a and 5321). Ver

sion V1 53219 of File X can be requested by issuing a look-up
call for portions C and M as previously described. HoWever,
an edit to File X to create versionV2 532a can include storing

portion A, Which can be representative of the changes relative
to version V1 5321). That is, for example, version V2 53111 of
File X can be requested by issuing a look-up call for the
portions of version V1 53119 in addition to issuing a look-up
call for portion A. The requesting computing device can then
perform an operation on the requested blocks to assemble
versionV2 53111 on the local storage layer. In accordance With
the disclosed subject matter, edits to a ?le can be stored using
either a neW version or a diff ?le based on the magnitude of

changes made to the ?le. Additionally, When a large number
of diffs have been performed, the cliffs can be combined into

a single version to improve the speed of lookup operations.
[0052] In an exemplary embodiment, the volume of the
local storage layer can be limited. For example, the system
can be con?gured such that a given machine Will dedicate 1
GB of data to the system. In some embodiments, the local
storage layer can act as a cache. For example, a ?le may be

reallocated from local storage after a predetermined lapse in
time. Additionally or alternatively, ?les may be removed from
local storage according to a heuristic. For purpose of illustra
tion, and not limitation, if a machine has a large capacity it can
control a larger portion of the keyspace than a node With small

capacity. For example, a computing device With large capac
ity can be assigned multiple logical nodes, giving it a greater
portion of the keyspace. HoWever, such a con?guration can
involve the hashing of ?le portions onto different logical

The techniques disclosed herein can provide a stor

shared storage space of networked storage servers. A distrib

uted storage layer can pool together un-used capacity in exist
ing o?ice machines4capacity that Would be Wasted other
Wiseiand can spread both the load and the risk of data
storage amongst them. A secure cloud storage layer can be

used for versioning, remote access, and long-term backup.
The techniques disclosed herein can provide full ?le version
histories for auditing and compliance purposes Without the
need for IT staff, maintenance, and neW hardWare.
[0056] Moreover, the techniques disclosed herein can pro

vide scalability and extensibility in that different policies can
be made available for different organizational requirements.
For example, policy for a laW o?ice may dictate the use of

transient memory for the ?le cache, Wiping any local copies
the moment a machine is unplugged. It may also specify

multiple Web-based backup facilities in multiple intema
tional jurisdictions to Which only portions of the total backup
are stored4each unusable on its oWnithus reducing the

threat of ECPA-like acts of digital search and seizure.
[0057] As described above in connection With certain

embodiments, certain components, e.g., local storage layer
110, distributed storage layer 120, and cloud storage layer
130, can include a computer or computers, processor, net

Work, mobile device, cluster, or other hardWare to perform
various functions. Moreover, certain elements of the dis
closed subject matter can be embodied in computer readable
code Which can be stored on computer readable media and
When executed cause a processor to perform certain func

tions. In these embodiments, the computer plays a signi?cant
role in permitting the system and method for distributed stor
age over a netWork, e.g., a local area netWork and/or the

internet. For example, the presence of the computer, proces
sor, memory, storage, and netWorking hardWare provides for

pooling of un-used capacity in the computing devices, and

nodes on the same physical machine. Accordingly, the assign

can provide support for versioning, remote access, and long
terrn backup.
[0058] Additionally, as described above in connection With

ment of a node to a portion of the keyspace can be made such
that logical nodes on the same machine occupy consecutive

certain embodiments, certain components can communicate
With certain other components, for example via a netWork,

portions of the keyspace.

e. g., the internet. To the extent not expressly stated above, the
disclosed subject matter is intended to encompass both sides

[0053]

In certain circumstances the techniques disclosed

herein can lead to con?icting updates or edits (e.g., concur
rent update or creation of the same ?le, concurrent renaming

of each transaction, including transmitting and receiving.
One of ordinary skill in the art Will readily understand that
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With regard to the features described above, if one component
transmits, sends, or otherwise makes available to another
component, the other component Will receive or acquire,
Whether expressly stated or not.

updating the metadata to include, for the edited version of

the electronic ?le, pointers to unchanged portions of the
electronic ?le and pointers to the edited portions’ loca
tions.

[0059] The presently disclosed subject matter is not to be
limited in scope by the speci?c embodiments herein. Indeed,

8. The method of claim 1, further comprising retrieving the
electronic ?le at one of the plurality of computing devices,

various modi?cations of the disclosed subject matter in addi
tion to those described herein Will become apparent to those
skilled in the art from the foregoing description and the
accompanying ?gures. Such modi?cations are intended to
fall Within the scope of the appended claims.
1. A method for distributed storage using a plurality of

Wherein retrieving comprises:

computing devices communicatively coupled via a netWork,

comprising:
storing an electronic ?le in a local storage layer of one of

the plurality of computing devices;
asynchronously transmitting the electronic ?le stored in
the local storage layer of one of the plurality of comput
ing devices, in portions, over the netWork to others of the
plurality of computing devices such that the electronic
?le is stored across the other computing devices in a

distributed storage layer;
asynchronously transmitting the electronic ?le stored in
the distributed storage layer over the netWork to a cloud

determining locations of portions of the electronic ?le from
the metadata;
retrieving the portions of the electronic ?le from said loca
tions, via the netWork; and
assembling and storing the retrieved portions on the local

storage layer.
9. The method of claim 1, further comprising remotely

accessing the electronic ?le, Wherein remotely accessing
includes, at a remote computing device retrieving the elec
tronic ?le from the cloud storage layer.
10. The method of claim 1, Wherein the metadata further
includes one or more of version information, access informa

tion, permission information, and logical drive path informa
tion about the electronic ?le.

11. The method of claim 1, further comprising encrypting
the electronic ?le.

12. A non-transitory computer-readable medium contain
ing computer-executable instructions that When executed

storage layer such that the electronic ?le is mirrored in
the cloud storage layer; and
storing in the local storage layer of each of the plurality of
computing devices, for each electronic ?le stored in the

distributed storage using a plurality of computing devices
communicatively coupled via a netWork, comprising:

distributed storage layer, metadata having pointers to

storing an electronic ?le in a local storage layer of one of

locations of the portions the electronic ?les stored in the

cause one or more computer devices to perform a method for

the plurality of computing devices;

local storage layer and distributed storage layer.
2. The method of claim 1, further comprising displaying,

asynchronously transmitting the electronic ?le stored in
the local storage layer of one of the plurality of comput

With a display device coupled With one of the computing
devices, the electronic ?les stored in the distributed storage
layer as stored in a single logical drive.
3. The method of claim 1, Wherein the plurality of comput

ing devices, in portions, over the netWork to others of the
plurality of computing devices such that the electronic
?le is stored across the other computing devices in a

distributed storage layer;

ing devices include one or more of a desktop computer, a

asynchronously transmitting the electronic ?le stored in

laptop computer, or a handheld computing device.
4. The method of claim 1, Wherein the netWork includes

the distributed storage layer over the netWork to a cloud

one or more of a Wired local area netWork, a Wireless local

area netWork, an intranet, or the internet.

5. The method of claim 1, Wherein asynchronously trans
mitting the electronic ?le stored in the local storage layer of
one of the plurality of computing devices includes:
partitioning the electronic ?le into ?xed or variable siZed

portions;
hashing the portions onto the storage devices of the other

computing devices, via the netWork;
updating the metadata to include pointers to the hashed

portions’ locations; and
transmitting, via the netWork, the metadata to the other

computing devices using a gossip protocol.
6. The method of claim 5, further comprising replicating
the hashed portions onto one or more other computing

devices through further hashing.
7. The method of claim 5, further comprising storing an
edited version of the electronic ?le, Wherein storing includes,
at one of the plurality of computing devices:
comparing the edited version With the electronic ?le to
generate ?xed or variable siZed edited portions of the

electronic ?le;
hashing the edited portions onto the storage devices of the
other computing devices, via the netWork; and

storage layer such that the electronic ?le is mirrored in
the cloud storage layer; and
storing in the local storage layer of each of the plurality of
computing devices, for each electronic ?le stored in the
distributed storage layer, metadata having pointers to
locations of the portions the electronic ?les stored in the

local storage layer and distributed storage layer.
13. The non-transitory computer readable medium of claim
12, further comprising displaying, With a display device
coupled With one of the computing devices, the electronic
?les stored in the distributed storage layer as stored in a single

logical drive.
14. The non-transitory computer readable medium of claim
12, Wherein the plurality of computing devices include one or
more of a desktop computer, a laptop computer, or a handheld

computing device.
15. The non-transitory computer readable medium of claim
12, Wherein the netWork includes one or more of a Wired local
area netWork, a Wireless local area netWork, an intranet, or the

interne.
1 6. The non-transitory computer readable medium of claim

12, Wherein asynchronously transmitting the electronic ?le
stored in the local storage layer of one of the plurality of

computing devices includes:
partitioning the electronic ?le into ?xed or variable siZed

portions;
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hashing the portions onto the storage devices of the other

computing devices, via the network;
updating the metadata to include pointers to the hashed

portions’ locations; and
transmitting, via the network, the metadata to the other

computing devices using a gossip protocol.
17. The non-transitory computer readable medium of claim

17, further comprising replicating the hashed portions onto
one or more other computing devices through further hash

ing.
18. The non-transitory computer readable medium of claim
17, further comprising storing an edited version of the elec
tronic ?le, Wherein storing includes, at one of the plurality of

computing devices:
comparing the edited version With the electronic ?le to
generate ?xed or variable siZed edited portions of the

electronic ?le;
hashing the edited portions onto the storage devices of the
other computing devices, via the netWork; and
updating the metadata to include, for the edited version of

the electronic ?le, pointers to unchanged portions of the
electronic ?le and pointers to the edited portions’ loca
tions.
19. The non-transitory computer readable medium of claim
12, further comprising retrieving the electronic ?le at one of
the plurality of computing devices, Wherein retrieving com

prises:
determining locations of portions of the electronic ?le from
the metadata;
retrieving the portions of the electronic ?le from said loca
tions, via the netWork; and
assembling and storing the retrieved portions on the local

storage layer.
20. The non-transitory computer readable medium of claim

12, further comprising remotely accessing the electronic ?le,
Wherein remotely accessing includes, at a remote computing
device retrieving the electronic ?le from the cloud storage

layer.
21. The non-transitory computer readable medium of claim

storage layer of a ?rst computing device are asynchro
nously stored across the other computing devices in the

distributed storage layer; and
Wherein the one or more processors of each computing

device are con?gured to communicate, via the netWork,
With a cloud storage layer such that the electronic ?le

stored in the distributed storage layer is asynchronously
mirrored in the cloud layer.
24. The system of claim 23, Wherein the one or more

processors of each computing device are con?gured to dis
play, With a display device coupled With one of the computing
devices, the electronic ?les stored in the distributed storage
layer as stored in a single logical drive.
25. The system of claim 23, Wherein the plurality of com
puting devices include one or more of a desktop computer, a

laptop computer, or a handheld computing device.
26. The system of claim 23, Wherein the netWork includes
one or more of a Wired local area netWork, a Wireless local

area netWork, an intranet, or the intemet.
27. The system of claim 23, Wherein the one or more

processors of the ?rst computing device are further con?g
ured to partition the electronic ?le into ?xed or variable siZed

portions, hash the portions onto the storage devices of the
other computing devices, via the netWork, update the meta
data to include pointers to the hashed portions’ locations, and
transmit, via the netWork, the metadata to the other computing
devices using a gossip protocol such that the portions of the
electronic ?le are asynchronously stored across the other

computing devices in the distributed storage layer.
28. The system of claim 27, Wherein the one or more

processors of each of the plurality of computing devices are
further con?gured to replicate the hashed portions onto one or

more other computing devices through further hashing.
29. The system of claim 27, Wherein the one or more

processors of the ?rst computing device are further con?g
ured to store an edited version of the electronic ?le by com

paring the edited version With the electronic ?le to generate
?xed or variable siZed edited portions of the electronic ?le,
hashing the edited portions onto the storage devices of the

12, Wherein the metadata further includes one or more of

other computing devices, via the netWork, and updating the

version information, access information, permission infor
mation, and logical drive path information about the elec

metadata to include, for the edited version of the electronic

tronic ?le.

?le, pointers to unchanged portions of the electronic ?le and
pointers to the edited portions locations.

22. The non-transitory computer readable medium of claim

30. The system of claim 23, Wherein the one or more

12, further comprising encrypting the electronic ?le.
23. A system for distributed storage, comprising:
a plurality of computing devices communicatively coupled
With a netWork, each computing device having associ

processors of a second computing device are further con?g
ured to retrieve the electronic ?le determining locations of

ated thereWith one or more processors and one or more

portions of the electronic ?le from the metadata, retrieving
the portions of the electronic ?le from said locations, via the
netWork, and assembling and storing the retrieved portions on

storage devices;

the local storage layer.

a distributed storage layer including a portion of the one or

more storage devices of each of the plurality of comput

ing devices;
a local storage layer de?ned on the one or more storage

devices of each computing device having stored thereon
metadata having pointers to locations of the portions of
electronic ?les stored in the local storage layer and dis

tributed storage layer;
Wherein the one or more processors of each computing

device are con?gured to communicate, via the netWork,
With others of the one or more computing devices such

that portions of an electronic ?le stored in the local

31. The system of claim 23, further comprising a remote
computing device having one or more processors con?gured

to remotely access the electronic ?le by retrieving the elec
tronic ?le from the cloud storage layer.
32. The system of claim 23, Wherein the metadata further
includes one or more of version information, access informa

tion, permission information, and logical drive path informa
tion about the electronic ?le.
33. The system of claim 23, Wherein the one or more

processors each of the plurality of computing devices is fur
ther con?gured to encrypt the electronic ?le.
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