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SYSTEM AND METHOD FOR USING
SELF-LEARNING RULES TO ENABLE
ADAPTIVE SECURITY MONITORING

In an actual embodiment of the present invention attributes
of device data are sampled periodically to establish norms for

a speci?c device, location, time of day, time period, etc.
Alternatively, data may be continuously sampled and trends
and norms continuously updated.

CROSS-REFERENCE TO RELATED
APPLICATION

A rules-based monitoring system is used to test collected
device data against a norm or trend for that device data type

(or by location or premises). The rule Will include Which

This application claims the bene?t of US. Provisional
Application No. 60/653,042, entitled SYSTEM AND

attributes of the device data are of interest. The rule also
includes a tolerance for measuring variance betWeen norm

METHOD FOR USING SELF-LEARNING RULES TO

and neWly collected data. Results outside the tolerance range
trigger actions, alerts, noti?cations, or other devices may be
activated. Tolerance range may be affected by threat level. For
example, if the government adjusted an alert level, say from
“green” to “yelloW” the tolerance range might be narroWed in

ENABLE ADAPTIVE SECURITY MONITORING, and
?led on Feb. 14, 2005. US. Provisional Application No.

60/653,042 is incorporated by reference herein.
FIELD OF THE INVENTION

The present invention relates generally to a security moni
toring netWork and, in particular, to a system and method for

using self-learning rules to enable adaptive security monitor

ing.

20

is detected (indicating that the driver of the vehicle might
attempt to crash through a gate), a barrier is deployed.

BACKGROUND

Generally described, electronic security monitoring net

25

In another embodiment, a subWay system uses video cam
eras to monitor passenger entry and exit areas. Video based

motion detection identi?es movement through a ?eld of vieW.
Average ?oW through a monitored area is tracked for speci
?ed time periods. A surge in How or a cessation of How are

Works utiliZe programmatic rules to identify and trigger reac
tions to event conditions. For example, a monitoring system
might be con?gured to activate video recording or to sound an

indicative of possible security events.

audible alarm When a motion sensor has detected movement

Within a monitored premises. HoWever, conventional systems
lack the ability to “leam” from the data that is collected to
enable adaptive response. For example, perhaps a certain

response. Rules may be used to evaluate multiple attributes.
Certain attributes may be Weighted to have a higher impor
tance than other attributes.
In one embodiment, the speed of the vehicle is measured as
it approaches. Most vehicles are moving 10 miles per hour by
the time they are Within 50 feet of the checkpoint. If the
vehicle is moving at a speed higher than that, or if acceleration

30

Video analytics systems may be incorporated as a device.

Video analytics softWare programs employ algorithms to
detect and classify objects in a ?eld of vieW. Rules could be

applied to speci?c objects detected by such softWare. Use

amount of movement Within a given premises is “normal” or

cases: If more than 10 people are visible in a ?eld of vieW, an

expected for a certain time of day and instead of triggering a
motion sensor alarm, it Would be preferable to ignore or
tolerate that motion. It Would clearly be advantageous for a
monitoring system to react to only movement that differs
from the norm. Thus, there is a need for a monitoring system
that can use self-leaming rules to provide adaptive security

alert is triggered. Or, if more than 10 boxes are visible Within

monitoring.

35

a ?eld of vieW containing only 1 individual, an alert is trig
gered. Or if a detected object remains in a ?eld of vieW too

long (as if left baggage) an alert is triggered.
DESCRIPTION OF THE DRAWINGS
40

The foregoing aspects and many of the attendant advan
tages of this invention Will become more readily appreciated

SUMMARY

as the same become better understood by reference to the
This summary is provided to introduce a selection of con
cepts in a simpli?ed form that are further described beloW in
the Detailed Description. This summary is not intended to

45

identify key features of the claimed subject matter, nor is it

FIG. 1 is a block diagram of an Internet environment;
FIG. 2 is a block diagram of an monitoring system in

accordance With the present invention;

intended to be used as an aid in determining the scope of the

claimed subject matter.
A system and method for using self-leaming rules to pro

folloWing detailed description, When taken in conjunction
With the accompanying draWings, Wherein:

FIG. 3 is a block diagram depicting an illustrative archi
tecture for a premises server in accordance With the present
50

vide adaptive security monitoring are provided. A premises

invention;
FIG. 4 is a block diagram depicting an illustrative archi

server is in communication With a variety of information

tecture for a central server in accordance With the present

sources that produce monitoring data for a premises. The

invention;

information sources include subsidiary device servers, a vari

ety of individual monitoring devices, as Well as other netWork

FIG. 5 is a How diagram illustrative of a monitoring device
55

systems that produce data to be processed. Data may be

tion;

collected and evaluated by the premises server or forWarded

FIG. 6 is a How diagram illustrative of a device event

processing subroutine in accordance With the present inven

to a central server for evaluation.

Device data is sampled periodically and organiZed into fact
tables maintained by a database in communication With the
server that evaluates monitoring data. Fact tables organiZe
device data into dimensions, or categories of information.
Rules are applied to device data Which include comparing
collected device data to previously collected device data
Within a fact table and evaluating Whether the variance
betWeen the tWo is Within a range of tolerance, or a standard

deviation.

data processing routine in accordance With the present inven

tion; and
60

FIGS. 7A and 7B are How diagrams illustrating an asset/
resource event processing subroutine in accordance With the

present invention.
DETAILED DESCRIPTION
65

As described above, aspects of the present invention are
embodied in a World Wide Web (the “WWW” or “We ”) site

US 7,944,469 B2
4

3
accessible via the Internet. As is Well known to those skilled
in the art, the term “Intemet” refers to the collection of net
Works and routers that use the Transmission Control Protocol/
Internet Protocol (“TCP/IP”) to communicate With one
another. A representative section of the Internet 20 is shoWn in
FIG. 1, in Which a plurality of local area netWorks (“LANs”)

Referring noW to FIG. 2, an actual embodiment of an

integrated information system 30 in accordance With the
present invention Will be described. An integrated informa
tion system 30 is a subscriber-based system alloWing a num
ber of monitoring devices Within one or more premises to be

processed at a single control location. Additionally, the data
from the monitoring devices is processed according to one or

24 and a Wide area netWork (“WAN”) 26 are interconnected

more rules. The control location customiZes output of the
processed data to a number of authorized users dependent on

by routers 22. The routers 22 are special purpose computers
used to interface one LAN or WAN to another. Communica

the preferences and rights of the user. While the system of the
present invention is utiliZed to integrate traditional security
monitoring functions, it is also utiliZed to integrate any infor

tion links Within the LANs may be tWisted Wire pair, or
coaxial cable, While communication links betWeen netWorks

may utiliZe 56 Kbps analog telephone lines, 1 Mbps digital

mation input in a like manner.

T-1 lines, 45 Mbps T-3 lines or other communications links
knoWn to those skilled in the art. Furthermore, computers and
other related electronic devices can be remotely connected to

With reference to FIG. 2, the integrated information system
30 includes a premises server 32 located on a premises. The
premises server 32 communicates With one or more monitor

either the LANs 24 or the WAN 26 via a modem and tempo

rary telephone or Wireless link. It Will be appreciated that the
Internet 20 comprises a vast number of such interconnected
netWorks, computers, and routers and that only a small, rep
resentative section of the Internet 20 is shoWn in FIG. 1. One
skilled in the relevant art Will appreciate that aspects of the
present invention may be practiced on Internet netWorks, such

ing devices 34. As illustrated in FIG. 2, the premises server 32
communicates With the monitoring devices 34 via a netWork
connection. A more detailed description of a netWork for
20

one or more device servers, is found inU.S. patent application

Ser. No. 10/117,552, entitled SYSTEM AND METHOD

FOR MANAGING A DEVICE NETWORK, ?led Apr. 4,
2002, the disclosure of Which is hereby incorporated by ref

as an Intranet.

The Internet has recently seen explosive growth by virtue
of its ability to link computers located throughout the World.

25 erence.

As the Internet has groWn, so has the WWW. As is appreciated
by those skilled in the art, the WWW is a vast collection of

interconnected or “hypertext” documents Written in Hyper

Text Markup Language (“HTML”), or other markup lan

communicating With monitoring devices, including the use of

30

In an illustrative embodiment, the monitoring devices 34
can include any number and variety of monitoring devices
including video cameras, still cameras, motion sensors, ther
mal sensors, door and WindoW contacts, and microphones.
Still further, the monitoring devices 34 can include computer

guages, that are electronically stored at “WWW sites” or

netWork monitors, voice scanners, ?ngerprint, facial, retinal,

“Web sites” throughout the Internet. A WWW site is a server
connected to the Internet that has mass storage facilities for
storing hypertext documents and that runs administrative

or other biometric scanners. Still further, the monitoring
devices 34 can include conventional panic buttons, global

softWare for handling requests for those stored hypertext

positioning satellite (“GPS”) locators, other geographic loca
35

tors, medical indicators, and vehicle information systems.
The monitoring devices 34 can also be integrated With other
existing information systems, such as retail point-of-sale sys
tems, transportation systems, passenger information systems,

40

that additional or alternative monitoring devices 34 may be

documents. A hypertext document normally includes a num

ber of hyperlinks, i.e., highlighted portions of text Which link
the document to another hypertext document possibly stored
at a WWW site elseWhere on the Internet. Each hyperlink is
associated With a Uniform Resource Locator (“URL”) that
provides the exact location of the linked document on a server

or the like. It Will be apparent to one skilled in the relevant art

practiced With the present invention.

connected to the Internet and describes the document. Thus,
Whenever a hypertext document is retrieved from any WWW
server, the document is considered to be retrieved from the
WWW. As is knoWn to those skilled in the art, a WWW server

The premises server 32 also communicates With one or
more output devices 36. In an illustrative embodiment, the
output devices 36 can include audio speakers, sirens, or other
45

audio/visual displays. The output devices 36 may also include

may also include facilities for storing and transmitting appli

any of a number and variety of electrical or electro-mechani

cation programs, such as application programs Written in the

cal devices that alloW the system to perform actions. The
output devices 36 can include computer system interfaces,

JAVA® programming language from Sun Microsystems, for

telephone interfaces, Wireless interfaces, door and WindoW

execution on a remote computer. LikeWise, a WWW server

may also include facilities for executing scripts and other

50

application programs on the WWW server itself.
A consumer or other remote consumer may retrieve hyper
text documents from the WWW via a WWW broWser appli
cation program. A WWW broWser, such as Netscape’ s NAVI
GATOR® or Microsoft’s Internet Explorer, is a softWare

55

alternative output devices 36 are considered to be Within the

application program for providing a graphical consumer
interface to the WWW. Upon request from the consumer via

retrieves the desired hypertext document from the appropriate
60

programs from the WWW server, such as JAVA applets, for
execution on the client computer.

in Which multiple premises servers 32 Work in parallel, shar
ing data and processes. Moreover, additional premises serv
ers 32, monitoring devices 34, and output devices 36 may be

joined modularly to provide extensibility to the system.

higher-level protocol than TCP/IP and is designed speci?
cally for the requirements of the WWW. It is used on top of
TCP/IP to transfer hypertext documents betWeen servers and
clients. The WWW broWser may also retrieve application

scope of the present invention. In accordance With the present
invention, the monitoring devices 34 and the output devices
36 can be linked together in a computer netWork environment

the WWW broWser, the WWW broWser accesses and

WWW server using the URL for the document and a protocol
knoWn as HyperText Transfer Protocol (“HTTP”). HTTP is a

locking mechanisms, aerosol sprayers, and the like. As Will be
readily understood by one skilled in the art, the type of output
device is associated primarily With the type of action the
information system 30 produces. Accordingly, additional or

65

FIG. 3 is a block diagram depicting an illustrative archi
tecture for a premises server 32. Those of ordinary skill in the
art Will appreciate that the premises server 32 includes many
more components then those shoWn in FIG. 3. HoWever, it is
not necessary that all of these generally conventional compo
nents be shoWn in order to disclose an illustrative embodi

US 7,944,469 B2
5
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ment for practicing the present invention. As shown in FIG. 3,

riZed users. In an illustrative embodiment, the communica
tion betWeen the central server 56 and the premises server 32

the premises server 32 includes a network interface 38 for
connecting directly to a LAN or a WAN, or for connecting
remotely to a LAN or WAN. Those of ordinary skill in the art

is remote and tWo-Way. FIG. 4 is a block diagram depicting an
illustrative architecture for a central server 56. Those of ordi

Will appreciate that the netWork includes the necessary cir
cuitry for such a connection, and is also constructed for use

nary skill in the art Will appreciate that the central server 56
includes many more components then those shoWn in FIG. 4.
HoWever, it is not necessary that all of these generally con
ventional components be shoWn in order to disclose an illus

With the TCP/IP protocol, the particular netWork con?gura
tion of the LAN or WAN it is connecting to, and a particular
type of coupling medium. The premises server 32 may also be
equipped With a modem for connecting to the Internet
through a point to point protocol (“PPP”) connection or a
serial line Internet protocol (“SLIP”) connection as knoWn to

trative embodiment for practicing the present invention.
As shoWn in FIG. 4, the central server 56 includes a net
Work interface 58 for connecting directly to a LAN or a WAN,
or for connecting remotely to a LAN or WAN. Those of

ordinary skill in the art Will appreciate that the netWork inter
face includes the necessary circuitry for such a connection,
and is also constructed for use With the TCP/IP protocol, the
particular netWork con?guration of the LAN or WAN it is

those skilled in the art.
The premises server 32 also includes a processing unit 40,
a display 42, an input/output (I/O) interface 44 and a mass
memory 46, all connected via a communication bus, or other
communication device. The I/O interface 44 includes hard
Ware and softWare components that facilitate interaction With
a variety of the monitoring devices via a variety of commu

nication protocols including TCP/IP, X10, digital I/O,

connecting to, and a particular type of coupling medium. The
central server 56 may also be equipped With a modem for

connecting to the Internet 20.

44 facilitates communication via a variety of communication

The central server 56 also includes a processing unit 60, a
display 62 and a mass memory 64, all connected via a com
munication bus, or other communication device. The mass

mediums including telephone land lines, Wireless netWorks
(including cellular, digital and radio netWorks), cable net

memory 64 generally comprises a RAM, ROM, and a perma
nent mass storage device, such as a hard disk drive, tape drive,

20

RS-232, RS-485 and the like. Additionally, the I/O interface

Works and the like. In an actual embodiment of the present
invention, the I/ O interface is implemented as a layer betWeen
the server hardWare and softWare applications utiliZed to con

25

ling the operation of the central server. It Will be appreciated
that this component may comprise a general-purpose server

trol the individual monitoring devices. It Will be understood
by one skilled in the relevant art that alternative interface

con?gurations may be practiced With the present invention.

optical drive, ?oppy disk drive, or combination thereof. The
mass memory 64 stores an operating system 66 for control

operating system.
30

The mass memory 64 also stores program code and data for

The mass memory 46 generally comprises a RAM, ROM,

interfacing With the premises devices, for processing the

and a permanent mass storage device, such as a hard disk

device data and for interfacing With various authorized users.

drive, tape drive, optical drive, ?oppy disk drive, or combi

More speci?cally, the mass memory 64 stores a premises

nation thereof. The mass memory 46 stores an operating

interface application 68 in accordance With the present inven
tion for obtaining data from a variety of monitoring devices
and for communicating With the premises server. The pre

system 48 for controlling the operation of the premises server.
It Will appreciated that this component may comprises a gen
eral-purpose server operating system as is knoWn to those
skilled in the art, such as UNIX, LINUXTM, or Microsoft
WINDOWS NT®. The memory also includes a WWW
broWser 50, such as Netscape’s NAVIGATOR® or

35

mises interface application 68 comprises computer-execut
able instructions Which, When executed by the central server
56, interfaces With the premises server 32 as Will be explained
40

device data in accordance With self-leaming rules maintained

WWW.
The mass memory 46 also stores program code and data for

interfacing With various premises monitoring devices, for
processing the monitoring device data and for transmitting

Within the central server (or premises server). The operation
of the data processing application 70 Will be described in
45

greater detail beloW. The mass memory 64 further stores an

50

authoriZed user interface application 72 for outputting the
processed monitoring device data to a variety of authoriZed
users in accordance With the security process of the present
invention. The operation of the authoriZed user interface
application 72 Will be described in greater detail beloW. It Will

the data to a central server. More speci?cally, the mass
memory stores a device interface application 52 in accor

dance With the present invention for obtaining monitoring
device data from a variety of devices and for manipulating the
data for processing by the central server. The device interface

beloW in greater detail. The mass memory 64 also stores a

data processing application 70 for processing monitoring

Microsoft’s Internet Explorer broWsers, for accessing the

application 52 comprises computer-executable instructions

be appreciated that these components may be stored on a

Which, When executed by the premises server 32 obtains and
transmits device data as Will be explained beloW in greater

the central server using a drive mechanism associated With

computer-readable medium and loaded into the memory of

the computer-readable medium.

detail. The mass memory 46 also stores a data transmittal

application program 54 for transmitting the device data to a

55

central server and to facilitate communication betWeen the

central server and the monitoring devices 34. The operation of
the data transmittal application 54 Will be described in greater
detail beloW. It Will be appreciated that these components may
be stored on a computer-readable medium and loaded into the
memory of the premises server using a drive mechanism
associated With the computer-readable medium, such as a
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?oppy, CD-ROM, DVD-ROM drive, or netWork drive.
Returning to FIG. 2, the premises server 32 is in commu
nication With a central server 56. Generally described, the
central server 56 obtains various monitoring device data,
processes the data and outputs the data to one or more autho

65

It Will be understood by one skilled in the relevant art that
the premises server 32 may be remote from the premises or
may omitted altogether. In such an alternative embodiment,
the monitoring devices 34 transmit the monitoring data to a
remote premises server 32 or alternatively, they transmit the
monitoring data directly to the central server 56.
Also in communication With the central server 56 is a
central database 74. In an illustrative embodiment, the central
database 74 includes a variety of databases including an event
logs database 76, an asset rules database 78, a resource rules
database 80, an asset inventory database 82, a resource inven
tory database 84, an event rules database 86 and an active
events database 88. The utiliZation of the individual databases
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Within the central database 74 Will be explained in greater
detail below. As Will be readily understood by one skilled in

processes the data according to a rules-based decision support

the relevant art, the central database 74 may be one or more

tables. Fact tables, as is knoWn to those skilled in the art of
data Warehousing, are tables that contain measures of interest.

logic Monitoring device data in databases 74 is stored in fact

databases, Which may be remote from one another. Addition
ally, it Will be further understood that one or more of the
databases 74 may be maintained outside of the central server

Fact tables employ data cubes that consist of descriptive

categories (dimensions) and quantitative values (measures).

56 (as in single or multiple premises servers).

As is knoWn to those skilled in the art, data cubes alloW users

With continued reference to FIG. 2, the central server 56

to complete complex analyses by vieWing data that has been

communicates With one or more noti?cation acceptors 90. In

aggregated based upon user requirements. Data Within each
dimension can be organized into levels of hierarchy. A unique
level Within a dimension is an attribute. (For example

an illustrative embodiment, the noti?cation acceptors 90
include one or more authorized users. Each authorized user

has a preference of noti?cation means as Well as rights to the

“month” is an attribute in the “time” dimension.) In an illus

raW and processed monitoring data. The authorized users

trative embodiment of the present invention, fact table data is
updated periodically to re?ect desired norms Within a given

include premises oWners, security directors or administrators,

on-site security guards, technicians, remote monitors (includ

the rules databases may be maintained outside of the central

dimension. Norms may be speci?c to a premises, or may be
affected by external circumstances such as a threat level
determination Which includes a monitored premises. In this
Way, monitoring device data may be compared to norms for
that data to determine a rule violation.
In an actual embodiment of the present invention, the cen

server.

tral server 56 is in communication With one or more dimen

ing certi?ed and non-certi?ed monitors), customer service
representatives, emergency personnel and others. As Will be
readily understood by one skilled in the art, various user

authorizations may be practiced With the present invention.
Additionally, it Will be further understood that one or more of

20

In an illustrative embodiment of the present invention, the
central server 56 communicates With the noti?cation accep
tors 90 utilizing various communication devices and commu

25

nication mediums. The devices include personal computers,

hand-held computing devices, Wireless application protocol
enabled Wireless devices, cellular or digital telephones, digi
tal pagers, and the like. Moreover, the central server 56 may

communicate With these devices via the Internet 20 utilizing
electronic messaging or Web access, via Wireless transmis

30

sions utilizing the Wireless application protocol, short mes
sage services, audio transmission, and the like. As Will be
readily understood by one skilled in the art, the speci?c
implementation of the communication mediums may require

according to the monitoring device data rules. For example,
an authorized user may indicate a hierarchy of communica
35

additional or alternative components to be practiced. All are

40

FIG. 5 is a How diagram illustrative of a device decision
45

data, resource data or event data. Asset data is obtained from

a monitoring device corresponding to an identi?able object
that is not capable of independent action. For example, asset
data includes data obtained from a bar code or transponder
identifying a particular object, such as a computer, in a par
ticular location. Resource data is obtained from a monitoring

50
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of the present invention.
The monitoring device data is obtained from the monitor

premises server) receives the monitoring device data and

premises server) identi?es the device processing the data. The
identi?cation may be accomplished by determining a net
Work address from Which the input originated and Which is
assigned to the speci?c devices, or by reading other identi?
cation data that can be included With the data input.
At decision block 506, a test is performed to determine
Whether the device data includes intelligence data. In an

default category for all of the monitoring devices. As Will be
readily understood by one skilled in the relevant art, alterna

ing devices 34 by one or more device servers. The premises
server collects data from the device servers (or directly from
devices) and processes the data or transmits the data to the
central server 32 for processing The central server 56 (or

an actual embodiment of the present invention, the input is
obtained from the premises server 32. Alternatively, the input
may be received directly from the monitoring device 34 or the
central server 56 may poll individual devices (or the premises
server 32) for an input. At block 504, the central server 56 (or

from a monitoring device corresponding to an on/off state that
is not correlated to an identi?able object. Event data is a

tive data categorizations are considered to be Within the scope

support process support routine 500 for processing the moni
toring device data in accordance With the present invention.
At block 502, the central server 56 (or premises server)
obtains an input from a monitoring device or device server. In

device corresponding to an identi?able object that is capable
of independent action. For example, resource data includes
data from a magnetic card reader that identi?es a particular
person Who has entered the premises. Event data is obtained

the user is alloWed to access. Furthermore, the outputs can

include the initiation of actions by the central server 56 in
response to the processing of the rules.

for distribution to one or more authorized users in a highly

extensible manner. The system of the present invention
obtains monitoring data from any one of a variety of moni
toring devices 34. In an actual embodiment of the present
invention, the monitoring device data is categorized as asset

tion mediums (such as pager, mobile telephone, land-line
telephone) that should be utilized in attempting to contact the
user. The rules may also indicate contingency contacts in the
event the authorized user cannot be contacted. Additionally,
the rules may limit the type and/ or amount of data to Which

considered to be Within the scope of practicing the present
invention.

Generally described, the present invention facilitates the
collection and processing of a variety of premises information

sional data databases 74 that contain fact tables With collected
normative dimensions for that device data. The attributes of
the collected device data are compared to the normative
attributes and the rule contains a threshold tolerance for vari
ance. In the event the processing of the monitoring device
rules indicates that action is required, the central server (or
premises server, if processed at that level) 56 generates one or
more outputs associated With the rules. The outputs include
communication With indicated noti?cation acceptors 90

actual embodiment of the present invention, the intelligence
data includes data that characterizes the data as asset data or

resource data, because the data contains information identi
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fying the object. In contrast, data that does not contain any
information identifying an object and is not considered intel
ligent. If the device is not determined to be intelligent or if the
device cannot be identi?ed, at block 508, an event log data
base 76 is updated to re?ect the input data. At block 510, the
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and retrieved from an asset rules database 78. At block 706, a
test is performed to determine Whether an asset rule is found.

central server 56 processes the data according to a process
device event subroutine. The routine 500 terminates at block
512.
FIG. 6 is a How diagram illustrative of a process device

If no asset rule is found for the asset, the monitoring device
data is processed as a device event at block 708. In an actual

event subroutine 600 in accordance With the present inven
tion. At block 602, the central server 56 obtains the self

application of the present invention, the device event is pro
cessed as described above With respect to the device event

lear'ning monitoring device rules. The actual self-learning

processing subroutine 600 (FIG. 6). In an illustrative embodi

monitoring rule applied to the monitoring device data may be
either speci?c to the device that produced the monitoring

ment of the present application, in the event the asset rule

device data or generically, by device category or function. In

processed as a device-level event.

processing cannot be completed, the monitoring device is still

an actual embodiment, the self-learning monitoring device

If an asset rule is found, at decision block 710, a test is

rules are stored in a database in communication With premises
server. The self-learning monitoring rules are used to com
pare the monitoring device data to the data stored in the fact
table for the device. The rules contain data indicating one or
more ranges for a given dimension that is used to determine a
rule violation.
At decision block 604 a test is performed to determine
Whether a device rule is found. If no rule is found, the process
terminates at block 606. If, hoWever, a device rule is found, at
block 608 the central server 56 evaluates the rule according to
the data received from the monitoring device 34. In an illus
trative embodiment, the rules may include preset or default

performed to determine Whether the asset rule is violated. In
an actual embodiment of the present invention, the asset rule
contains data alloWing the central server 56 to determine a
rule violation. For example, an asset rule may contain infor

mation indicating a requirement of both a particular object
(e.g., a computer) performing an action (e.g., logged into a
netWork) for a violation. Additionally, the asset rule may
indicate that additional device, resource or asset rules may be
20

rules maintained by the central server 56. Additionally, the
rules may include independently created rules by one or more

25

authorized users. Moreover, one or more authorized users

may be given the authority to modify or update rules via a user
interface.
At decision block 610, a test is performed to determine
Whether the device rule is violated. If the rule is violated, at
block 612, the central server 56 (or premises server) creates a
rule violation output. In an actual embodiment of the present
invention, the rules violation output instructions are included
in the rule. The instructions include a list of the authorized
users to notify in the event of a rule violation and a hierarchy

considered prior to determining Whether the rule has been
violated. As explained above, the rules may include preset
rules maintained by the central server and user implemented/
modi?ed rules.
If the rule has not been violated, the monitoring device data
is processed as a device event at block 708. It Will be generally
understood by one skilled in the relevant art, that processing
the rule as a both an asset and a device event alloWs for

multiple purpose processing of the monitoring device data,
30
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of Which communication medium and devices should be uti

such as the detection of a speci?c object and the detection of
an object.
If the asset rule has been violated, at block 712, the central
server 56 reads a known asset inventory to identify the asset.
In an actual embodiment of the present invention, central
server maintains and reads from an asset inventory database
82. At decision block 714, a test is performed to determine
Whether the asset is found in the asset inventory. If the asset is

lized to contact each authorized user. Alternatively, the cen
tral server may also maintain an output database indicating

not found, the system defaults to processing the monitoring

the output instructions corresponding to each rule.
In addition to generating communications, the rules viola
tion output may also instigate an integrated system response.
For example, in the case of an intrusion, a dye may be sprayed

in the asset inventory, at block 716, central server 56 outputs
the asset violation. In an actual embodiment of the present

device data as a device event at block 708. If the asset is found
40

invention, the asset rule contains instructions for generating
output in the event of a rule violation to one or more autho

on the intruder from an aerosol sprayer. Additionally, the
system may sound an audible alarm and directly dial emer

gency personnel. In another example, if the system rules

rized users. The instructions also contain a hierarchy of com
45

violation is a medical emergency, the central server 56 may

call an ambulance, turn on lights Within the premises, and
unlock the doors to facilitate entry by the emergency person
nel.
Once the central server 56 (or premises server) has gener

cannot contact the authorized user. Moreover, as explained

above, the output may also instigate action by the integrated
system. At block 708, the monitoring device data is processed
50 as a device event.

With reference to FIG. 7B, if the signal is not determined to
be asset data at block 702 (FIG. 7A), at decision block 718, a
test is done to determine Whether the inputted signal is

ated the rules violation output at block 612 or if the event rule
is not violated at block 610, the subroutine 600 terminates at
block 614.

Returning to FIG. 5, if at block 506, the device data
includes intelligence information, at block 514, the intelli
gence is translated from the monitoring device data. At block
516, the log event database 76 is updated to re?ect the input
data. At block 518, the central server 56 processes the data
according to a process asset/resource event subroutine. The
routine 500 terminates at block 520.
FIGS. 7A and 7B are How diagrams illustrative of a process

resource data. If the signal is not identi?ed as resource data, at
55

block 704, the asset rules are obtained. In an actual embodi
ment of the present invention, the asset rules are maintained

block 720, the monitoring device data is processed as a device
event. In an actual application of the present invention, the
device event is processed as described above With respect to

the device event processing subroutine 600 (FIG. 6). If the
60

asset or resource event subroutine 700 in accordance With the

present invention. With reference to FIG. 7A, at decision
block 702, a test is performed to determine Whether the input
signal is asset data. If the signal is identi?ed as asset data, at

munication mediums and communication devices to attempt
to contact the authorized user. Additionally, the instructions
may contain alternative contact personnel if central server

65

signal is identi?ed as resource data, at block 722, the resource
rules are obtained. In an actual embodiment of the present
invention, the resource rules are maintained and retrieved
from a resource rules database 80. At block 724, a test is
performed to determine Whether a resource rule is found. If no
resource rule is found for the resource, the monitoring device
data is processed as a device event at block 726.
If a resource rule is found, at decision block 728, a test is
performed to determine Whether the resource rule is violated.
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In an actual embodiment of the present invention, the

monitored data by one or more rules having different outputs,

resource rule contains data allowing the central server to
determine a rule violation. Additionally, the resource rule
may indicate that additional device, resource or asset rules

the same monitoring data may be utiliZed by different autho
riZed users, having different access rights, for different pur
poses. This also alloWs the system to be customiZed for dif

may be considered prior to determining Whether the rule has
been violated. If the rule has not been violated, at block 726,

ferent privacy regulations.

the monitoring device data is processed as a device event. It

In yet another aspect of the present invention, the inte
grated information system 10 is implemented to provide sup

Will be generally understood by one skilled in the relevant art,

port to an unlimited number of devices in a single distributed

that processing the rule as a both a resource and a device event

data netWork. In this embodiment, the multiple premises
server computers 32, monitoring devices 34, and output

alloWs for multiple purpose processing of the monitoring
device data.
If the resource rule has been violated, at block 730, the

devices 36 are linked together in a computer netWork and

associated into a single logical connector. Accordingly, the
processing of the monitoring device data may be distributed

central server 56 reads a knoWn resource inventory to identify
the resource. In an actual embodiment of the present inven
tion, central server 56 maintains and reads from a resource

inventory database 84. At decision block 732, a test is per
formed to determine Whether the resource is found in the
resource inventory. If the resource is not found, the system
defaults to processing the monitoring device data as a device
event at block 726. If the resource is found in the resource
inventory, at block 734, central server 56 outputs the resource

over any number of premises servers 32. Additionally, a dis

tributed netWork environment provides a modularity to sys

tem. The modularity alloWs for expansion and/or recon?gu
ration of the integrated information.
20

While illustrative embodiments have been illustrated and
described, it Will be appreciated that various changes can be
made therein Without departing from the spirit and scope of
the invention.
The embodiment of the invention in Which an exclusive
property or privilege is claimed as de?ned as folloWs:

violation. In an actual embodiment of the present invention,
the resource rule contains instructions for generating output

1. A method for processing device data comprising:

in the event of a rule violation to one or more authoriZedusers.

The instructions also contain a hierarchy of communication
mediums and communication devices to attempt to contact
the authoriZed user. Additionally, the instructions may con
tain alternative contact personnel if central server 56 cannot
contact the authoriZed user. Moreover, as explained above,

25

obtaining device data corresponding to one or more moni

the output may also instigate action by the integrated system.

30

comparing the monitoring device data to a set of previously
collected device data; and
generating an output if the monitoring device data substan
tially deviates from the set of previously collected moni

At block 726, the monitoring device data is processed as a
device event.
In another aspect of the present invention, the transmission
of the monitoring device data and output data is facilitated
through standard communication mediums, such as the Inter
net. HoWever, the use of standard communication channels
creates a need for data security and integrity. For example, in

toring devices;

toring device data,
Wherein the monitoring device data is stored in tables that
include dimensions and measures, Wherein the monitor

ing device data stored in the tables is updated periodi
35

and Wherein the monitoring device data is compared to
the desired norms to determine a rule violation.

2. The method as recited in claim 1, Wherein comparing the
monitoring device data to a set of previously collected moni

the case of conventional video transmission over the Internet,
such as streaming, loss of video data is common and utiliZed

to reduce data siZe. As Will be generally understood by one
skilled in the relevant art, hoWever, the loss of video frame

40

toring device data includes comparing the monitoring device

45

data to a subset of the previously collected monitoring device
data.
3. The method as recited in claim 2 further comprising
selecting a subset of the collected monitoring device data
according to time criteria.
4. The method as recited in claim 2 further comprising
selecting a subset of the collected monitoring device data
according to a speci?ed event.
5. The method as recited in claim 1, Wherein the output

50

corresponding to the generation of an alarm signal.

data for detecting a security event is generally unacceptable.
The present invention overcomes the de?ciencies by

implementing a packet encrypted data transmission method.
In accordance With this aspect of the present invention, the
premises server packages the monitoring device data into
smaller siZed data packets. Each data packet is compressed,
encrypted and sent to the device processing server over the

Internet. The central server obtains the packet and decrypts
the data. The data is processed and an acknoWledge signal is
sent to the premises server. The premises server then is ready
to send the next package. If the data cannot be processed or

6. The method as recited in claim 1, Wherein the output
corresponding to an activation of one or more devices.

7. The method as recited in claim 1, Wherein the output
corresponding to the generation of noti?cation or noti?cation

appears to be compromised, the central server Will not

acknoWledge the packet. Accordingly, the premises server
Will either try to resend the packet or fail the transmission. As
Will be readily understood by one skilled in the art, the

55

ing device data; and

to the premises server or to a noti?cation acceptor.

The encrypted package transmission method of the present

comparing the monitoring device data With the collected
60

munication channels, While mitigating the security risks asso
ciated With those channels. Moreover, the method further
mitigates the loss of data in transmitting the data through the

cessed by a system applying multiple rules. By evaluating the

normative dimensions to determine if a threshold toler
ance for variance is exceeded.

9. The method of claim 1, further comprising communi
cating the at least one output to an authorized user using a

security netWork.
The present invention facilitates the integration of a variety
of monitoring devices such that monitored data may be pro

sequences.

8. The method of claim 1, further comprising:
obtaining collected normative dimensions for the monitor

method is also utiliZed to transmit data from the central server

invention alloWs the security netWork to utiliZe standard com

cally to re?ect desired norms Within a given dimension,

hierarchy of communication mediums.
65

10. The method of claim 1, Wherein the tables are fact
tables that employ data cubes that include dimensions and
measures.
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11. A computer-readable medium having computer-ex
ecutable components for processing monitoring device data

17. A system for processing monitoring device data com

prising:

comprising:

at least one information collection computing device for

a data interface component for obtaining monitoring

obtaining monitoring device data from a number of

monitoring devices, Wherein the video analytics moni

device data;

toring device data corresponds to at least one identi?able

a rules component for storing a set of previously collected

monitoring device data; and

target;

a data processing application for determining Whether the
monitoring device data substantially deviates from the
set of previously collected monitoring device data,
Wherein the monitoring device data is stored in tables that

a central processing server in communication With the at a

least one information collection computing device and

operable to receive the monitoring device data;
a processing rules data store having a set previously col

lected monitoring device data;

include dimensions and measures, Wherein the monitor

ing device data stored in the tables is updated periodi

Wherein the central processing server determines Whether

the monitoring device data substantially deviates form
the set of previously collected monitoring device data

cally to re?ect desired norms Within a given dimension,

and Wherein the monitoring device data is compared to

and generates at least one output corresponding to deter

the desired norms to determine a rule violation.

12. The computer-readable medium as recited in claim 11,
Wherein the monitoring device data corresponds to informa

mination, Wherein the monitoring device data is stored

tion from an analog or digital video camera.
13. The computer-readable medium as recited in claim 11

the monitoring device data stored in the tables is updated

in tables that include dimensions and measures, Wherein
20

output if the monitoring device data substantially deviates
from the set of previously collected monitoring device data.
14. The computer-readable medium of claim 11, Wherein
the data processing application obtains collected normative

periodically to re?ect desired norms Within a given

dimension, and Wherein the monitoring device data is

further comprising an output component for generating an

compared to the desired norms to determine a rule vio

lation.

18. The system of claim 17, Wherein the central processing
25

server obtains collected normative dimensions for the moni

toring device data and compares the monitoring device data

dimensions for the monitoring device data and compares the
monitoring device data With the collected normative dimen

With the collected normative dimensions to determine if a

sions to determine if a threshold tolerance for variance is

threshold tolerance for variance is exceeded.

19. The system of claim 17, Wherein the central processing

exceeded.

15. The computer-readable medium of claim 11, Wherein
the data processing application communicates the at least one
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user using a hierarchy of communication mediums.
20. The system of claim 17, Wherein the tables are fact
tables that employ data cubes that include dimensions and

output to an authorized user using a hierarchy of communi
cation mediums.

16. The computer-readable medium of claim 11, Wherein
the tables are fact tables that employ data cubes that include
dimensions and measures.

server communicates the at least one output to an authoriZed

measures.
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