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OFFLINE ACCESS IN A DOCUMENT CONTROL
SYSTEM
BACKGROUND OF THE INVENTION

[0001] The present application describes systems and
techniques relating to document control, for example, offline
access control in a document control system.

[0002] Traditional document control systems have
included servers that store and manage encryption keys for

documents secured by the system, providing persistent pro
tection for documents by requiring the server to be contacted
before a secured document can be opened. Such systems

have also provided offline capabilities by caching a crypto
graphic document key on a client to alloW the client to open
a document for a limited time When the user is offline,

provided the document is ?rst opened While online. Such

useable at the client to access an electronic document by

decrypting a second key in the electronic document. Pre
authoriZing the client can involve comparing a time of last
recorded client-synchronization With a time of last change in
user-group information for the user. Pre-authoriZing the
client can involve comparing current user-group information
for the user With received user-group information for the
user from the client.

[0006] The client can alloW actions With respect to the
electronic document based on document-permissions infor
mation residing in the electronic document. The offline
access information can include document-permissions infor

mation associated With multiple documents, including the
electronic document, and the client can alloW actions With
respect to the electronic document based on these document

permissions information.

systems have also been able to log document access infor

[0007]

mation, including caching of log information While offline,

from the client to take an action With respect to a second

for use in auditing document access.

document. The operations can also include verifying the user

[0003] Conventional document management systems have
included document permissions information associated With
documents that alloW different groups of individuals to have

different permissions, and conventional document vieWing
softWare applications have also included softWare plug-ins
designed to translate document permissions information
from a document management system format to a format

used by the softWare application, i.e., a separate softWare
plug-in required for each integration With a document man

agement system. Moreover, the eXtensible Rights Markup
Language (XrMLTM) is being de?ned to theoretically alloW
a document vieWing application to understand resources and

permissions from any system that complies With the
XrMLTM rules.

[0004] Many different encryption schemes have been used
to secure documents. These have included symmetric

encryption on a per-document basis, requiring individuals to
remember passWords for individual documents, and com

bined asymmetric-symmetric encryption schemes (e.g.,
Pretty Good Privacy (PGPTM) encryption) that provide the
ability to decrypt multiple documents based on the user’s

single passWord. In the netWork multicast/broadcast conteXt,
various encryption protocols have also been used that cache

encryption keys on clients. Many softWare products directly
integrate With eXisting enterprise authentication systems

(e.g., LightWeight Directory Access Protocol). Moreover,
various systems have also provided functionality to alloW
users to ?nd the most recent version of a distributed docu

ment, such as the TumbleWeed Messaging Management
SystemTM, Which secures e-mail systems and can send a
recipient of an email With an attached document an email

Receiving a request can involve receiving a request

at the client as an authenticated user, and the offline access

information can include at least one user-speci?c key, at

least one group-speci?c key, including the ?rst key, at least
one set of document-permissions information associated

With multiple documents, and a document revocation list.
The at least one set of document-permissions information
can be one or more policies associated With the second
document. The offline access information can include at

least one set of document-permissions information associ
ated With a speci?c document selected based on synchroni

Zation prioritiZation information. The operations can also
include receiving an offline audit log from the client.

[0008] According to another aspect, the invention features
operations including receiving from a document control
server, When online, offline access information including a
?rst key associated With a group of users of the document
control server, and alloWing access to an electronic docu

ment, When of?ine, by performing operations including
using the ?rst key to decrypt a second key in the electronic
document and governing actions With respect to the elec
tronic document based on document-permissions informa
tion associated With the electronic document. Governing
actions With respect to the electronic document can involve

obtaining the document-permissions information from the
electronic document. Governing actions With respect to the
electronic document can involve identifying a document

policy reference in the electronic document, and obtaining
locally retained document-permissions information based on
the document policy reference.
[0009]

The operations can also include preventing access

(Universal Resource Locator) link back to the current docu

to the document, When offline, if a difference betWeen a
current time and a receipt time of the offline access infor
mation eXceeds a server-synchroniZation-frequency param
eter. The server-synchroniZation-frequency parameter can

ment.

be speci?c to the document. The operations can also include

noti?cation When the original version of the attached docu
ment is updated, Where the email noti?cation has a URL

SUMMARY OF THE INVENTION

maintaining an offline audit log, and uploading the offline
audit log When online.

[0005] In general, in one aspect, the invention features
operations including receiving a request from a client, and
pre-authoriZing the client, in response to the request, to

[0010] According to another aspect, the invention features
operations including encrypting an electronic document, and
incorporating into the encrypted electronic document an

alloW actions by a user as a member of a group of users by

address of a document control server, document-permissions

sending to the client offline access information including a

information, and an encryption key useable in decrypting the

?rst key associated With the group, the ?rst key being

encrypted electronic document, the encryption key being
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encrypted With a key generated by, and associated With a

[0016]

group of users of, the document control server. The encryp

operable to obtain and send, in response to the request, a
softWare program having instructions operable to cause one
or more data processing apparatus to perform operations
effecting an authentication procedure. The client can use the

tion key can be a session key generated by the document
control server, and encrypting the electronic document can

involve encrypting the electronic document using a docu
ment key.
[0011] Incorporating can involve incorporating into the
encrypted electronic document a document security payload

The server can be a permissions-broker server

authentication program to identify a current user and control

including the document key and the document-permissions

the action With respect to the second document based on the
current user and document-permissions information associ
ated With the second document.

information, the document security payload being encrypted

[0017]

using the session key. The document security payload can
also include a document identi?er assigned by the document
control server, and incorporating can also involve incorpo
rating into the encrypted electronic document a copy of the

session key encrypted using a public key associated With the
document control server. Moreover, the document-permis
sions information can specify access permissions at a level

of granularity smaller than the electronic document itself.
[0012] According to another aspect, a system includes a
document control server that synchroniZes offline access
information With a client in response to a client request, the
offline access information including a ?rst key associated

With a group, the ?rst key being useable at the client to
access an electronic document by decrypting a second key in
the electronic document. The system includes a client that
alloWs access to the electronic document, When offline, by a
user as a member of the group, using the ?rst key to decrypt

the second key in the electronic document and governing
actions With respect to the electronic document based on

The invention can be implemented to realiZe one or

more of the folloWing advantages. A document control

system can be easily and tightly integrated With eXisting
enterprise infrastructure, such as document management
systems, storage systems, and authentication and access
control mechanisms. Users of the document control system
can be enabled to perform authoriZed actions With minimal
annoyance. Client installations can be minimiZed, and
server-initiated, transparent client customiZation can be per

formed, thereby easing the process of deploying an enter
prise solution. Moreover, the document control system can
be deployed on multiple platforms and not be intimately tied
to a particular platform.
[0018]

Functionality of a client can be pushed onto a

server, enabling simpli?ed management and deployment by
minimiZing the siZe and complexity of the client application.
NeW functionality affecting the client’s operations can be
implemented at the server Without requiring complicated
client updates. An authentication system can alloW authen

document-permissions information associated With the elec

tication processes to be plugged into a client as needed. The

tronic document. The client can include an agent that
periodically contacts the document control server to syn
chroniZe the offline access information.

ferent authentication mechanisms, including later developed

[0013]

The server can include a server core With con?gu

ration and logging components, an internal services com

ponent that provides functionality across dynamically
loaded methods, and dynamically loaded eXternal service
providers, including one or more access control service

providers. The system can also include a business logic tier
having a cluster of document control servers, including the
document control server, an application tier having the client
including a vieWer client, a securing client, and an admin
istration client, and a load balancer that routes client requests

authentication system can be integrated With multiple dif
authentication mechanisms. The authentication system can

support transparent authentication, such as by caching a
logon ticket for a period of time or by re-authenticating the
user transparently. The authentication system can ease
deployment. A server administrator can con?gure user

authentication With a neWly developed authentication pro
cess, and the neW authentication process can be automati

cally plugged into the client When authentication is to occur.
The authentication process can be independent of document
permissions and actions, and thus authentication can occur
in betWeen actions Without needing to take the nature of the

distribution of eXisting documents into consideration.

to the document control servers.

[0014]

The client request can be a request from the client

to take an action With respect to a second document. The
document control server can be a permissions-broker server

including a translation component. The second document
can be a document secured previously by the permissions
broker server, and the translation component can be operable
to translate ?rst document-permissions information in a ?rst

permissions-de?nition format into second document-per
missions information in a second permissions-de?nition
format in response to the request being received from the
client.
[0015]

The server can be a permissions-broker server

operable to identify information associated With the second
document in response to the request. The associated infor
mation can be retained at the server and indicate a third

[0019]

A document control system can use an eXisting

client application With its oWn representation of document
permissions information, Which may not be able to represent
all the document-permissions information used for a docu
ment to be controlled. Server plug-ins can translate betWeen

document-permissions information types, alloWing addi
tional document protection concepts, such as may be present
in an enterprise system, to be used With the eXisting client

application. Dynamic translation and speci?cation of docu
ment-permissions information at a permissions broker
server can create a highly versatile and readily upgradeable
document control system, The system can be readily made
backWards compatible because the system can translate to
older formats of permissions as Well as provide a different

document altogether if needed.

electronic document different from and associated With the

[0020]

second document. The server can be operable to relate

a user can be of?ine the ?rst time they access a document.

information concerning the third electronic document to the

The user need not be prevented from accessing a document

client to facilitate the action to be taken.

that they have permission to access simply because they are

An of?ine access model can be provided in Which
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of?ine, While at the same time the user can be prevented

[0037]

from accessing a document offline that they have been

information delivery technique employed by a server.

denied access to While online. A bounded time can be

provided betWeen When a revocation is issued and When it
takes effect on all clients in the system. Moreover, a bounded
time can be provided betWeen When a policy is modi?ed and
When all clients use the modi?ed policy.

[0038]

FIG. 15 is a How chart illustrating a document

FIG. 16 is a block diagram illustrating Work?oW in

a document control system.

[0039]

FIG. 17 is a How chart illustrating a document

information receiving technique employed by a client.

[0021] A document information delivery technique can be

[0040]

provided that automatically sends information concerning

securing Work?oW in the document control server of FIG. 9.

different versions of a document to be accessed. A document
can be tethered to a document control system as described,

[0041]

and When the document is opened, the system can relate
information concerning a different document that should be
accessed instead. Various Work?oWs can be de?ned. Such
Work?oWs can ensure that users alWays have the latest

version of a document or provide customiZed user-depen
dent document delivery. VieWing of a different document
can be suggested to or forced on the user, or both can be

possible dependent upon the document.
[0022]

The details of one or more embodiments of the

invention are set forth in the accompanying draWings and

the description beloW. Other features and advantages of the
invention Will become apparent from the description, the
draWings, and the claims.
BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 18 is a block diagram illustrating document
FIG. 19 is a block diagram illustrating server-side

access control list evaluation Work?oW in the document
control server of FIG. 9.

[0042]

FIG. 20 is a block diagram illustrating online

document vieWing Work?oW in the document control server
of FIG. 9.

[0043]

FIG. 21 is a block diagram illustrating revocation

Work?oW in the document control server of FIG. 9.

[0044]

FIG. 22 is a block diagram illustrating audit events

retrieval Work?oW in the document control server of FIG. 9.

[0045] FIG. 23 is a block diagram illustrating a document
control system With multiple document control servers.

[0046] Like reference symbols in the various draWings
indicate like elements.
DETAILED DESCRIPTION

[0023] FIG. 1 is a block diagram illustrating an opera
tional environment for a document control system.

[0047]

[0024]

to realiZe a document control system, such as may be used

FIG. 2 is a block diagram illustrating an eXample

The systems and techniques described can be used

document control server.

by an enterprise in connection With document management.

[0025]

The document control system can operate as a stand-alone
system or as a component of another system. The document

FIG. 3 is a block diagram illustrating Work?oW in

an authentication system.

[0026]

FIG. 4 is a How chart illustrating an authentication

technique employed by a server.

[0027]

FIG. 5 is a block diagram illustrating Work?oW in

a document control system.

[0028]

FIG. 6 is a How chart illustrating a document

control technique employed by a permissions-broker server.
[0029]

FIG. 7 is a block diagram illustrating Work?oW in

a document control system integrated With a document

repository.
[0030]

FIG. 8 is a block diagram illustrating Work?oW in

a document control system integrated With an email client.

control system can provide persistent document security by
controlling Who can vieW documents and What can be done

With them, regardless of Where the document resides. As
used herein, the terms “document” and “electronic docu
ment” mean a set of electronic data, including both elec
tronic data stored in a ?le and electronic data received over
a netWork, Which can be represented as a single document
icon in a graphical user interface of an operating system

(OS) or softWare application. An electronic document does
not necessarily correspond to a ?le. A document may be
stored in a portion of a ?le that holds other documents, in a
single ?le dedicated to the document in question, or in a set
of coordinated ?les. Additionally, as used herein, the term

“periodically” means recurring from time to time, and does

not require regular intervals.
[0031] FIG. 9 is a block diagram illustrating a document
control server corresponding to the eXample of FIG. 2.

[0032] FIG. 10 is a block diagram illustrating eXample

[0048] The systems and techniques described can be used
With many different types of documents, including, for

details of the server from FIG. 9.

example, PORTABLE DOCUMENT FORMAT TM (PDFTM)
documents. PDFTM documents are in a format originated by

[0033]

Adobe Systems Incorporated of San Jose, Calif. A PDFTM

FIG. 11 is a block diagram illustrating an offline

document access model as can be used in a document control

system.

document is an eXample of an electronic document in a
platform-independent document format that can de?ne an

appearance of the electronic document. This document for
mat can be a platform independent storage format capable of

[0034] FIG. 12 is a How chart illustrating a synchroniZa
tion operation as performed by a server.

storing many different types of data, including graphics,

[0035] FIG. 13 is a How chart illustrating a synchroniZa
tion operation as performed by a client.

de?ned for multiple types of display devices, providing a

animation and sound, and the de?ned appearance can be

[0036] FIG. 14 is a block diagram illustrating components

document originator With control over the look and feel of
the document regardless of the ?nal destination device.

of a secured document.

Using documents in this type of format With the techniques

May 5, 2005

US 2005/0097061 A1

described can result in additional advantages for the result

ing systems. For example, the document control system can

nent 230 can de?ne an interface to a logging object used by
the server 200 to log a Wide variety of information. The

dent documents, such as PDFTM documents. Thus, the
document control system can readily function across several

con?guration object can be a server con?guration ?le (e.g.,
a “.ini” ?le read by the server 200), and the logging object
can be a log ?le (e.g., a text ?le). Alternatively, the con
?guration object and the logging object can be local or
remote objects de?ned using a standardiZed interface (e.g.,

platforms.

the java standards JMX (java management extension) and

have an architecture that is not tied to a particular softWare

development platform (e.g., the system can be designed to
run on both Java and NET), and can use platform-indepen

[0049]

FIG. 1 is a block diagram illustrating an opera

tional environment for a document control system. A net
Work 100 provides communication links betWeen one or
more clients 110, one or more servers 120, and one or more

enterprise systems 130. The netWork 100 may be any
communication netWork linking machines capable of com
municating using one or more networking protocols, includ
ing a local area netWork (LAN), metropolitan area netWork

log4j, respectively).
[0053]

The RPC interface provided by the server core 210

can be used to present a method interface to the clients: a

client can RPC each named method and provide an appro
priate set of arguments. The server 200 can initialiZe itself by
reading a set of method classes that export the server method
interface and de?ne the methods that the server 200 Will
make available to clients. The internal services 240 can be

(MAN), Wide area netWork (WAN), enterprise netWork,

internal components of the server that are used across all of

virtual private netWork (VPN), and/or the Internet. A client

the methods 250. These can be statically de?ned and/or
dynamically loaded as dependencies of methods. The inter
nal services 240 can include cryptography components,

110 can be any machine(s) or process(es) capable of com
municating over the netWork 100 With a server 120, and the
server 120 can be any machine(s) or process(es) capable of
communicating over the netWork 100 With an enterprise

system 130. Moreover, the client(s) 110 can also commu

nicate With the enterprise system(s) 130.
[0050]

The enterprise system(s) 130 can be a storage

document securer processes, and an access control evalua

tion and creation infrastructure.
[0054] The methods that the server 200 exports to clients
may depend on additional services With implementations
that are dependent on a backend infrastructure of an enter

system, an authentication system, a communication system,

prise system environment. The external service providers

and/or a document management system. The server(s) 120

260 can de?ne a set of service provider interfaces that

can be designed to tightly integrate With existing enterprise
system(s) 130 and leverage existing enterprise infrastruc
ture. For example, the server(s) 120 can provide rich support

specify the connection(s) betWeen the methods 250 and their
execution environment. Upon initialiZation, the server 200
can load and initialiZe the set of service providers that are

for user and group information in enterprises, Where such

needed for this environment. The external service providers

information may come from multiple sources, as is common

260 can include default implementations and can be added
to over time With additional implementations, tailored to

in large companies that have been involved in recent merg
ers. The server(s) 120 can provide document security While

different backend infrastructures, using the included service

being minimally obtrusive, making the system easier to use
and thus easier to deploy effectively. For example, the

provider interfaces.
[0055] Example service providers are discussed beloW, but

server(s) 120 can implement a document control system that
provides a sophisticated offline-access mechanism, as

additional or alternative service providers are also possible.
The de?nitions of the service providers are given in terms of

described further beloW, that alloWs users to vieW documents

interfaces that the service providers implement. These inter

While offline, even if they have not previously vieWed the
document While online. Thus, the document control system
can maintain a loW-pro?le during normal operation, making
the presence of document security less visible, and thus

faces can be de?ned generically so that they can be imple
mented across a Wide variety of systems. Thus, information
that crosses system boundaries can be de?ned in simple

more usable.

terms to provide greater ?exibility in implementation on
various systems.

[0051]

[0056]

FIG. 2 is a block diagram illustrating an example

document control server 200. The document control server
200 can include a server core 210 With con?guration and

logging components 220, 230. The server core 210 can

An authentication service provider can be used to

authenticate a user. In the context of computer security,

authentication is the procedure by Which a programmable
machine con?rms the identity of another machine, and/or

provide a remote procedure call (RPC) interface to the

the other machine’s current user, from Which a communi

clients that contact the server 200. An internal services

cation has been received. There are many types of systems
in Which authentication can be used, and there are many
types of events that can trigger an authentication process,
depending on the needs of a particular implementation. The
authentication systems and techniques described herein can

component 240 can provide functionality across methods
250. Other components of the server 200, including the
methods 250 and external service providers 260, can be
dynamically loaded based on information provided by the
con?guration component 220. The methods 250 can specify
the functionality that the server 200 exports to the clients
(e.g., secure a document, execute an audit query, etc). The

external service providers 260 can specify external facilities
that are available to the methods 250 (e.g., storing data,

authenticating users, etc).
[0052] The con?guration component 220 can de?ne an
interface to a con?guration object, and the logging compo

be used in a document control system as described, or in

other systems.
[0057]

FIG. 3 is a block diagram illustrating Work?oW in

an authentication system. A client 310 can be communica
tively coupled With a broker server 320 via a netWork 300.
When the client 310 needs to take an action that depends on
having an authenticated user, the client 310 can send a

request 350 to the broker server 320. For example, When the
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client 310 needs to take an action With respect to a document

machine to perform operations effecting an authentication

305, the client 310 can send the request 350. The request 350

procedure. The authentication process 315 can become a

can indicate to the server 320 that an update concerning the
currently approved authentication process, for use in con

component of the client 310 upon receipt or stand alone and
communicate With the client 310. The authentication process
315 can be a plug-in to a document vieWing application,
such as the ADOBE ACROBAT® softWare provided by

nection With the action, is expected by the client 310. The
request 350 can include information indicating the action
and/or one or more authentication processes already resident
in a location local to the client 310; and the server 320 can

determine, based on this received information, Whether to

respond to the client’s request by sending an authentication
process for use by the client 310.

[0058] Additionally, the request 350 can represent mul
tiple communications betWeen the client 310 and the server
320. The client 310 can ?rst communicate to the server 320

that the action has been requested, and the client requests to
knoW Whether authentication is to be performed, and if so,
hoW authentication is to be performed. The information
identifying the server 320 and the document 305 can be
included in the document itself, and the server 320 can
determine Whether user authentication is needed based on

the information identifying the document 305 and the nature
of the requested action. The server 320 can respond as to

Whether authentication is needed, and if so, the type of

authentication to be used, including potentially multiple
types of acceptable authentication mechanisms, from Which
the client 310 can choose Which one to use. If the client 310

does not already have the speci?ed authentication function
ality, the client 310 can then request a corresponding authen

tication update.
[0059] The server 320 can be a dedicated authentication
broker server, or the server 320 can provide other resources
as Well. For eXample, the server 320 can be a document

control server as described herein, and various client-initi

ated operations (e.g., document vieWing, revoking and
securing) can effectively also be server-based operations in

that completion of these operations may require contacting
the server; such server-based operations initiated by a client
can also trigger authentication using a dynamically delivered
authentication process.

[0060] The server 320 can respond to the request 350 by
obtaining an authentication process 315 and sending the
authentication process 315 to the client 310. The authenti
cation process 315 can be stored by the server 320 or by
another server (e.g., a server in an enterprise system). Thus,
authentication components can reside at the client 310, on
the server 320, and optionally on a separate authentication
server. Authentication can be handled via a service provider
interface that alloWs the server 320 to be con?gured to use

Adobe Systems Incorporated of San Jose, Calif. The authen
tication process can use an eXisting interface provided by the
client 310 to communicate authentication information to the

server 320 (e.g., the document vieWing application can
include a security handler component 317 that communi
cates With the authentication process 315, such as described
further beloW). The authentication process 315 can be a

client authentication library (e.g., a dynamic link library
(DLL)) or a server service provider.

[0062] Thus, the client 310 can be transparently updated
With a neW authentication process as a result of sending the

request 350 to the server 320. The speci?c mechanism(s) of
authentication is therefore con?gurable, and end-to-end
delivery of authentication components can be performed
Without the user being aWare of the update. If an adminis
trator changes the authentication procedure to be used for a

document, all clients that attempt to perform an action that

requires the speci?ed authentication With respect to that
document can be automatically and transparently updated to
be able to authenticate using the neWly speci?ed mecha
nism. An authentication procedure can even be changed
betWeen sequential actions on a document, and thus a neW
request 350 can result in a neW authentication process 315
being delivered for the same action to be performed on an

already delivered document.
[0063]

The authentication process 315 can implement an

authentication procedure at the location of the client 310,
interfacing and controlling any local hardWare as needed
(e.g., a biometric authentication procedure using biometric
reading device), and the authentication process 315 can use
an interface provided by the client 310 to communicate
authentication information back to the server 320. The

authentication process 315 can implement a Wide variety of

different authentication procedures, including multi-level
and/or multi-factor authentications depending on the action
being attempted. Because the authentication process 315 can
be dynamically delivered in response to each request, an

organiZation can readily change authentication procedures,
adding neW security features to a document control system
as needed.

[0064]

The authentication process 315 can query a user at

an eXisting enterprise authentication mechanism (e.g., pass

the client 310 for input (e.g., teXt, biometric data, etc.),

Word-based authentication), or even to implement a custom

encode the received input, and return the encoded input to an
authentication provider on the server 320 (e.g., send the

authentication mechanism that may be developed later (eg
a biometric authentication, or a neW smart card system). The

encoded input to the security handler 317 in the client 310,

authentication service provider interface can de?ne the

Which forWards the information to the server 320). The
server 320 can then handle authentication, either directly on
in conjunction With an authentication server 330. In this
pass-through authentication mechanism, the client 310 can
provide credentials to the server 320, and the server 320 can
Work With a third party authentication system, such as LDAP

methods that the server 320 uses to authenticate a user, and

authentication service providers can be implemented for
WindoWs and LDAP (LightWeight Directory Access Proto
col) authentication, and also for one or more document

management systems, such as authentication using the
Documentum® Login Manager in the Documentum® con

or RADIUS to authenticate the user. If authentication is

tent management system provided by Documentum, Inc. of
Pleasanton, Calif.

successful, the authentication service provider can return an

[0061]

[0065]

The authentication process 315 represents a soft

Ware program having instructions operable to cause a

authenticated username.

Additionally, the server 320 need not be able to

directly interpret client authentication information. Instead
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of the client 310 giving credentials directly to the server 320,

electronic document. Thus, the authentication mechanism

the client 310 can ?rst authenticate and then provide some
resulting information to the server 320 to alloW the server

can be speci?ed on the server and the appropriate code can
be doWnloaded to the client dynamically, as needed, in a
manner that is transparent to the client.

320 to re-verify that the client 310 previously authenticated.
For example, the authentication process 315 can contact the
authentication server 330 to authenticate the user directly,
and a receipt of authentication can be returned to the server
320. The server 320 can pass the receipt to the authentication
server 330 and verify that there Was in fact a successful

authentication. Thus, the client 310 can provide credentials
to a separate authentication system directly and then provide
an authenticated token to the server 320, Which can be used

to verify the user’s identity With the separate authentication

[0069] An authentication interface can provide either a
teXt-based username-passWord description or a single

authentication library. This can be implemented using tWo
types of methods for authentication. The ?rst method can

take an opaque token (e.g., an uninterpreted byte string) as
Well as a username, although the implementation can choose
to ignore either. The second method can take a username,

passWord and optionally a third argument, Which can specify

system.

the “domain”, or a “connect string” if desired. The authen
tication provider can implement its oWn defense against

[0066] The server 320 can use multiple authentication
service providers. The server 320 can dynamically deliver

brute force attacks, and can have the option to deny authen

one or more authentication processes 315 to the client 310,

as needed, using the interface described beloW. Such authen
tication process(es) 315 can be delivered securely to the
client 310 and spoo?ng can be prevented, such as described
beloW in connection With secure code library loading. The
client 310 can also have one or more default authentication

processes already available, such as an authentication library
that can capture username-passWord teXt entry. Such default
authentication process(es) can include support for user inter
face (UI) customiZation and a standard format for extracting
this information Within authentication service providers.
Moreover, the client 310 can retain credentials for a period
of time so that a user need not logon each time they perform
an operation. An eXample of such retaining of client cre
dentials to support offline access is described further beloW
in connection With FIGS. 11-14.

[0067] Secure code library loading can be implemented to
all the server(s) 320 to push one or more authentication

libraries (e.g., DLLs, java bytecode, javascript, etc.) to
clients to provide updates or customiZe clients Without
requiring any action (or knowledge) on the part of the user
While also preventing these authentication libraries from

being spoofed on the client (e.g., by a Trojan horse pro
gram). A mechanism can be provided to verify the authen
ticity of the authentication libraries doWnloaded from the
server 320. When the server 320 pushes an authentication
library to the client, the server 320 can compute a hash of the

library and also send this hash to the client 310, and/or the
server 320 can sign the authentication library before sending
it to the client. The hash can be retained locally at the client,
and the client 310 can ensure the authentication library is

valid by computing a hash of the authentication library and
verifying it against the retained value at load time. Addi
tionally, a selected set of libraries can be signed by the
provider, or all the libraries can be signed by the provider,
and the provider’s public key can be retained at the client
310 (e.g., a DLL can be signed by Adobe When the client 310
is the ADOBE ACROBAT® softWare With the Adobe public

tication even if the correct credentials are presented.

[0070]

Implementations can also return an authentication

reply that speci?es Whether the user successfully authenti
cated (veri?ed). If veri?ed is false, an additional error
message indicating Why it Was not veri?ed (e.g., no such
user) can be returned; this error message need not be
returned to the client, but can just be logged on the server (so
as not to provide the client With helpful information that
could be used to crack the authentication system). A token
to be used in future authentication attempts can also be
returned, although the server can ignore this. The username
should also be returned for veri?ed attempts such that the
server can understand Who has authenticated. The access

control list (ACL) service provider should be able to take
this username and canonicaliZe it. The canonical form of the
username can be consistently used across Work?oWs, and

the de?nition(s) governing canonical form(s) in the system
can vary With implementation.

[0071]

Because the client can authenticate via multiple

methods, the server should be able to describe hoW the client
should attempt to authenticate by default, or if authentica
tion failed What method to attempt neXt. The authentication
service provider can describe hoW authentication should
occur—e.g., via a speci?c code library or via a basic teXt

entry dialog being displayed to the user. If a code library is
to be used, the server can communicate metadata about the

code library to the client (e.g., a DLL’s name, siZe, etc.). If
a basic teXt entry dialog is used, the server can specify What
the UI should look like to the user—e.g., the title should say

“Please enter your company LDAP passWord”, and that only
tWo ?elds, “username”, and “passWord” are required.
[0072]

In addition to the authentication systems and tech

niques described, document control systems and techniques
can be provided. These can be combined With the described
authentication or used separately.

[0073]

FIG. 5 is a block diagram illustrating Work?oW in

a document control system. A client 510 can be communi
catively coupled With a permissions-broker server 520 via a

key included).

netWork 500. A document source 530 can also be commu

[0068] FIG. 4 is a How chart illustrating an authentication
technique employed by a server. A request to take an action

via the netWork 500. The document source 530 can be a

With respect to a document is received at 400. In response to
the request, an authentication process is obtained at 410. The
authentication process is sent to the client, at 420, for use in
identifying a current user and controlling the action With
respect to the electronic document based on the current user

and document-permissions information associated With the

nicatively coupled With the permissions-broker server 520

document repository (e.g., a document management system
or a ?le system) and/or a document handling system (e.g., an
email system). In general, the document source 530 can be
considered one of tWo types: (1) a document source Where
a document 540 should be eXpected to be retained and
accessible in the future, and (2) a document source Where a
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document 540 should not be expected to be retained and

[0078] Referring again to FIG. 5, the ?rst document

accessible in the future (although it may be in practice).

permissions information 550 can be in a ?rst permissions
de?nition format that includes at least one type of permis
sion information that cannot be fully de?ned in the second

[0074] When the document source 530 is of the ?rst type,
document-permissions information 550 can be retained at
the document source 530 and sent to the permissions-broker

server 520 When needed. Thus, the document-permissions
information 550 need not be retained at the permissions
broker server 520 (although such information can be
retained at the server 520 in a permissions-de?nition format
speci?ed for the server 520). When the document source 530

is of the second type, the document-permissions information
550 can be generated at the document source 530, at the
permissions-broker server 520, or at the client 510, When the
document 540 is secured to create a secured document 545,
and the document-permissions information 550 can be
retained at the permissions-broker server 520. The docu
ment-permissions information 550 can be an ACL that
de?nes the types of actions that are authoriZed for the

document 540. Moreover, document-permissions informa
tion can specify access permissions at a level of granularity
smaller than the document itself (e.g., controlling access to

speci?c page(s), paragraph(s) and/or Word(s) in the docu

ment).
[0075]

The secured document 545 can be encrypted using

an encryption key generated by the permissions-broker
server 520, and the secured document 545 can include
information identifying the server 520 and the document 545
(e.g., a link to the server 520 and a document identi?er that

is unique Within the conteXt of the server 520). The secured
document 545 can be delivered to the client 510 in any

manner (e.g., email, doWnload from a document repository,
received on a compact disc, etc.), and the secured document
545 can be a copy of another secured document (e.g., an

attachment to an email forWarded from another source).

[0076] When the client 510 needs to take an action With
respect to the secured document 545, the client 510 can
determine that the document 545 is secured, eXtract the
information identifying the server 520 and the document
545, and send a request 515 to the server 520 corresponding

to the action and including the document identifying infor
mation. In response to this request, the permissions-broker

permissions-de?nition format used in the second document

permissions information 555, and translating betWeen the
tWo sets of information 550, 555 can involve translating
based upon additional information associated With the
request 515. For eXample, the ?rst information 550 can

include time-dependent permission information that cannot
be fully de?ned in the second information 555 because the
permissions-de?nition format includes no notion of time.
But this time-dependent permission information can be
de?ned in the second document-permissions information
555 for the limited purposes of the current request by taking
the time of the request into consideration. If the ?rst docu

ment-permissions information 550, in conjunction With the
time of the request 515, indicates that the requested action
is authoriZed, then this can be represented in the second

document-permissions information 555; and likeWise, if the
?rst document-permissions information 550, in conjunction
With the time of the request 515, indicates that the requested
action is not authoriZed, then this can be represented in the
second document-permissions information 555. When a
subsequent action is requested, the translation can be per

formed again based on the time of the subsequent request.
[0079] As another eXample, the ?rst information 550 can
include user-dependent permissions information that cannot

be fully de?ned in the second document-permissions infor
mation 555 because the permissions-de?nition format
includes no notion of users. This user-dependent permis
sions information can include both user and group-based
document control information and can be de?ned in the

second document-permissions information 555 for the lim
ited purposes of the current request by taking into consid
eration user-identi?cation information obtained via the cli
ent 510. This user-identi?cation information can be obtained

using the authentication systems and techniques described
elseWhere herein. When a subsequent action is requested,
the translation can be performed again based on neWly
obtained user-identi?cation information. Moreover, the mul

tiple requests received by the permissions-broker server 520

server 520 can translate the document-permissions informa

can cause the server 520 to store information 525 relating to

tion 550 into second document-permissions information

the actions taken at the client 510 With respect to the
document 545. These actions can be associated With the
username, and also With a netWork address (e.g., an Internet

555. The second document-permissions information 555 can
be sent to the client 510 to govern the action With respect to
the document 545 at the client 510. The client 510 can be a
document vieWing application, such as the ADOBE ACRO

Protocol (IP) address) associated With the client (both as
reported by the client and as reported by the server).

BATS softWare provided by Adobe Systems Incorporated of

Requested actions can also be considered actions taken, and

San Jose, Calif., and the document 545 can be a PDFTM
document.

the stored information 525 can be used by the server 520 to
generate an audit of stored actions-taken information asso
ciated With the document 545, as described further beloW.
The stored information 525 can also include actions per
formed and/or requested at either the server 520 or the

[0077]

FIG. 6 is a How chart illustrating a document

control technique employed by a permissions-broker server.
A request from a client to take an action With respect to an
electronic document is received at 600. In response to the

request, ?rst document-permissions information associated

document source 530 (e.g., actions performed at the ?le
system, document management system, etc.), and a gener

With the electronic document is identi?ed at 610. The ?rst
document-permissions information can be in a ?rst permis

[0080]

sions-de?nition format. The identi?ed ?rst document-per
missions information is translated into second document
permissions information in a second permissions-de?nition
format at 620. The second document-permissions informa
tion is sent to the client to govern the action With respect to
the electronic document at the client at 630.

ated audit can include this information as Well.

FIG. 7 is a block diagram illustrating Work?oW in

a document control system integrated With a document
repository 700. Apermissions-broker server 730 can be used
to secure documents in the repository 700 in a batch mode
(e.g., When the server 730 is ?rst installed) and/or as a step
in a content management system (CMS) Work?oW. Asecur
ing client 720 can retrieve a document 710 from the reposi
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tory 700. Adocument identi?er 715 can also be retrieved and
passed to the server 730. The document identi?er 715 can be

860 or any copies of this document), the document identi?er

used internally by the sever 730 to control actions With
respect to the content. If the repository 700 is a CMS, the
document identi?er 715 can be the document identi?er used
in the CMS 700, and if the repository 700 is a ?le system,
the document identi?er 715 can be the URL (Universal

and used to obtain the current ACL for the document 860,
Where the current ACL re?ects the current state of the
document ACL stored in the server 840. The sender of the
email can interact With the server 840 to change the current
ACL for the document 860, even after the email has been
sent. Thus, actions taken With respect to a secured document
can be controlled, and nature of the security on the document
can be modi?ed, even after the secured document has been

Resource Locator) of the document.
[0081] The server 730 can communicate With the reposi
tory 700 using the document identi?er 715 to obtain docu
ment-permissions information 740 (e.g., an ACL from a
CMS or ?le permissions information from a ?le system).
The document-permissions information 740 can be speci?c
to the document 710 or can de?ne permissions for multiple
documents (e.g., a policy maintained by a document man
agement system, or a set of ?le permissions maintained by

a ?le system). The obtained document-permissions infor
mation 740 can be used by the server 730 to generate an
initial ACL for the document 710. Aset of data 750 that can
include the initial ACL, the document identi?er 715, and a
key generated by the server 730, can be sent back to the
securing client 720. The client 720 can use the set of data
750 to create a secured document 760, Which is an encrypted
version of the document 710. This secured document 760
can include the initial ACL, the document identi?er 715, and

the key packaged as part of the document 760.

can be retrieved from the document, sent to the server 840

distributed.
[0085] FIGS. 5-8 illustrate access control infrastructure as
can be implemented in a document control system. In the
context of the server described in connection With FIG. 2, an
access control service provider can be implemented, Where
access control can be de?ned in terms of access control lists

(ACLs). ACLs can map permissions (e.g., can print, can

vieW, etc.) to principals (e.g., users and groups), and visa
versa. The access control service provider interface can

de?ne the methods used by the server to map these princi
pals into a canonical form that can be consistently used
across Work?oWs. Access control service providers can be

implemented for various systems, such as NIS (NetWork
Information Service), LDAP, and an email system (e.g.,
Majordomo, Which is a public softWare program primarily
running on UNIX machines to handle internet mailing lists).
Moreover, the access control infrastructure can support

[0082]

When a client attempts an action With respect to the

secured document 760 (e.g., attempts to open the document
760 or any copies of this document), the document identi?er
715 can be retrieved from the document, sent to the server
730 and used to obtain the current ACL for the document
760, Where the current ACL re?ects the current state of the

document in the repository 700. Thus, actions taken With
respect to the secured document can be controlled based on

document-permissions information de?ning current permis
sions for a source document in the document repository 700.
The source document can be the originally secured docu
ment 760, or in the case Where secured documents are not

sent back to the repository 700, the source document can be
the original document 710. The server 7330 need not store
document-permissions information, as this information can

be retrieved from the repository 700 and translated When
ever access to the document 760 is requested, although the
server 730 may store the document-permissions information
for other purposes.

[0083]

FIG. 8 is a block diagram illustrating Work?oW in

a document control system integrated With an email client
800. The email client 800 can be a plug-in to an email
system and can be used to secure an attachment 810 to an
email. When a user chooses to secure an email attachment

810, the email client 800 can prompt the user for the rules
they Wish to apply to the attachment and/or the rules can be

generated automatically based on a recipient(s) list for the
email. The rules can be converted into an ACL 830 at a

securing client 820 and sent to a permissions-broker server
840. The server 840 can store the ACL and return a set of

data 850, such as described above. This data 850 can be used

shared ACLs (e.g., one ACL to be shared amongst multiple
documents; such shared ACLs can be referred to as policies).
[0086] FIG. 9 is a block diagram illustrating a document
control server 900 corresponding to the example of FIG. 2.
The server 900 can support a variety of basic features,

including: (1) Access Control—the ability to control Who
can access a document and What permissions they have; (2)
Revocation—the ability to revoke a document so that it can

no longer be vieWed; (3) Expiration and/or validity inter
vals—the ability to specify time before Which and after
Which the document cannot be vieWed; (4) Document Shred
ding—the ability to make a document unrecoverable With
respect to the document control server upon the document’s

expiration by destroying the document decryption key; (5)
Auditing—the ability to audit actions performed on a docu

ment (e.g., vieWing, attempted vieWing, etc); and (6) Offline
Access—the ability to access a document When offline. In

addition, features can be easily added Without changing the
architecture.

[0087]

An authentication service provider 910 can be

implemented as described elseWhere herein, and an access
control service provider 930 can effect the access control
infrastructure described. ACLs can include a set of Access

Control Entries (ACEs) and a set of properties. ACL prop
erties can apply to the ACL as a Whole (e.g., expiration date).
An ACE can map principals to rules and can include a list

of principals, a rule, and a validity period for the ACE. When
an ACL is evaluated, only ACEs that are Within their validity
period need be considered. Validity periods can alloW dif
ferent users and groups to be granted permission to vieW a
document at different times. For example, an ACE can

to create a secure attachment 860 that includes a document

specify that “only members of the public relations staff may

identi?er, Which may be generated and stored at the server
840, an initial ACL and an encryption key.

vieW a document before its release date, after Which anyone

[0084]

[0088]

When a client attempts an action With respect to the

secured document 860 (e.g., attempts to open the document

can vieW the document.”

Rules can include of a set of properties and granted

and denied permissions. These permissions can be speci?c

