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REMOTE-CONTROLLED IN-VEHICLE DEVICE
CROSS REFERENCE TO RELATED
APPLICATIONS

[0001] This application is based on and incorporates
herein by reference Japanese Patent Application No. 2004
323543 ?led on Nov. 8, 2004.

FIELD

included for outputting the stored analysis result When a
request of reading out the analysis result is received from an
external device.

[0009] Under the above structure, it can be easily deter
mined Without a speci?c Wireless signal analyZing instru
ment Whether the cause of non-operation abnormality is the

functional abnormality of the receiving function of the
in-vehicle device or that of the transmitting function of the
transmitter.

[0002] The present invention relates to a remote-con
trolled in-vehicle device that is mounted in a vehicle for

remote-controlling door-lock, door-unlock, or the like using
a transmitter unique to the vehicle.
BACKGROUND

[0003]

A keyless entry system is knoWn as an example of

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] The above and other objects, features, and advan
tages of the present invention Will become more apparent

from the folloWing detailed description made With reference
to the accompanying draWings. In the draWings:
[0011] FIG. 1 is a diagram of a structure of a keyless entry
system according to an embodiment of the present inven

a remote-controlled in-vehicle device that is mounted in a
vehicle so that components in the vehicle are remote

tion;

controlled. This keyless entry system controls door-lock or
door-unlock based on a remote-controlling Wireless signal

in-vehicle device;

from a transmitter carried by a driver or a vehicle oWner

(refer to Patent Document 1, 2).
[0004]

Patent Document 1: JP-2002-l29794

[0005]

Patent Document 2: JP-H9-4l754

[0006] Here, a vehicular remote-controlled device such as
the keyless entry system uses a Wireless communications or

electric Waves. Therefore, When operating or manipulating
of a transmitter does not control an in-vehicle device and

non-operation abnormality thereby occurs, the cause of the

[0012]

[0013]

FIG. 2 is a block diagram of a receiving unit of an

FIG. 3 is a time chart of operation of the embodi

ment;
[0014] FIG. 4 is a table explaining analysis results stored
in a storing unit;
[0015] FIG. 5 is a How chart of process executed by a
controlling unit of an in-vehicle device; and

[0016]

FIG. 6 is a How chart of process for outputting

analysis results.

abnormality is not easily determined. Namely, a user or even
an automobile dealer mechanic cannot easily determine

Which of transmitter’s transmission abnormality or recipi

ent’s reception abnormality has caused the non-operation

abnormality.

DETAILED DESCRIPTION

[0017] The present invention is directed to a vehicular
keyless entry system as an embodiment. The keyless entry
system 1 includes a transmitter 2 held by a vehicle oWner,
and an in-vehicle device 3 mounted in a vehicle, as shoWn

SUMMARY

in FIG. 1.

[0007] It is an object of the present invention to easily
determine Which of transmitter’s transmission abnormality
or recipient’s reception abnormality causes non-operation
abnormality Where operation of a transmitter cannot control

[0018] The transmitter 2 includes a lock button 211 for
locking a vehicle door, an unlock button 2b for unlocking a
vehicle door, a controlling unit 20 of a microcomputer or the

a remote-controlled in-vehicle device.

of a given frequency band (e.g., 315 MHZ band) including
transmission data given by the controlling unit 20. When

[0008] To achieve the above object, a remote-controlled
in-vehicle device in a vehicle is provided With the folloWing.
A receiving unit is included for receiving a remote-control
ling Wireless signal transmitted from a transmitter When a

given manipulation is conducted to the transmitter, demodu
lating the received Wireless signal, and outputting a demodu
lated signal representing data included in the received Wire
less signal. A controlling unit is included for executing a ?rst
determination of Whether authentication data included in the

outputted demodulated signal accords With authentication
data unique to the vehicle and controlling a state of the
vehicle When the ?rst determination is af?rmed. A receiving
state determining unit is included for executing a second

determination of Whether the outputted demodulated signal

like, a transmitting unit 2d for transmitting a Wireless signal
either the lock button 211 or the unlock button 2b is

depressed, the controlling unit 20 outputs to the transmitting
unit 2d transmission data. This transmission data includes
authentication data and operation command data. The
authentication data is used for authentication With the in
vehicle device 3, including an invariable ID code and a

variable rolling code (RC). The operation command data
indicates lock or unlock corresponding to the depressed
button 2a, 2b of the tWo buttons 2a, 2b. The transmitting unit
2d then generates and transmits Wireless signals for remote

controlling by modulating internally generated oscillating
signals using the transmission data from the controlling unit
20.

is compliant With a communications rule. An analysis result
storing unit is included for storing in a storage medium a

[0019] Here, the rolling code is a knoWn variable code
provided for enhancing security and is updated under a

result from the second determination as an analysis result for

given rule, for instance, each time a user manipulates the
button 2a, 2b, as described in JP-2003-2485l3.

received electric Waves. An analysis result outputting unit is
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[0020] The in-vehicle device 3 includes a receiving unit 4
for receiving the Wireless signals from the transmitter 2, a
controlling unit 5 for controlling operation of the in-vehicle
device 3 itself, a storing unit 6 for storing information, and
a driving circuit 7. The controlling unit 5 is, for instance,
mainly formed of a microcomputer. The storing unit 6 is
formed of a storage medium such as a RAM or an electri

cally reWritable ROM (EEPROM or ?ash ROM).
[0021] The in-vehicle device 3 connects to a door-lock
actuator 31 for locking or unlocking a door of the vehicle.

This door-lock actuator 31 is driven by the driving circuit 7
based on driving signals from the controlling unit 5. The
door-lock actuator 31 is provided for each of doors of the
vehicle.
[0022] In the vehicle, a communications line 35 is
installed for various electronic devices to communicate With
each other, and connects to the in-vehicle device 3. Further
more, the communications line 35 connects to a diagnosis
device or tool 39 as an external device for diagnosing failure
of the vehicle via a connector 37. Namely, the in-vehicle
device 3 is connected to the communications line 35 via the

connector 37 and can thereby communicate With the diag
nosis tool 39.

[0023] In the in-vehicle device 3, the receiving unit 4
receives the Wireless signals from the transmitter 2, demodu
lates them to produce binary demodulated signals from the
data included in the received signals, and outputs the pro

mediate frequency band by mixing high-frequency signals
from the local oscillator 16 With the command signals

ampli?ed; a band-pass ?lter (BPF) 20 for causing the
command signals that are frequency-converted to the inter

mediate frequency by the mixture circuit 18 to selectively
pass; an amplifying circuit (AMP) 22 for amplifying the
command signals that are frequency-converted and have
passed through the BPF 20; a detection circuit (DET) 24 for
detecting the command signals ampli?ed at the AMP 22; a

loW-pass ?lter (LPF) 26 for removing unnecessary high
frequency signal components from the detected command
signals at the DET 24; and a comparator (CMP) 28 for

outputting binary demodulated signals representing serial
data included in the command signals by comparing a

previously designated reference voltage With the command
signals that have passed through the LPF 26.
[0028]

The demodulated signals outputted from the com

parator 28 are inputted to the controlling unit 5 for control
ling the door-lock actuators 31.

[0029] Furthermore, in the receiving unit 4, the AMP 22
connects to an RSSI (Received Signal Strength Indicator)
circuit 30 for detecting signal strength of the received signal.
The RSSI circuit 30 is knoWn to detect poWer consumption
in the AMP 22 from an electric current amount entering the
AMP 22 and output, as an RSSI signal representing the

signal strength, an electric voltage signal based on the
electric current amount.

duced binary demodulated signals (i.e., loW level signal and
high level signal).

[0030] As described above, the received signal frequency

[0024] The controlling unit 5 receives the demodulated
signals from the receiving unit 4 and analyses them to
determine Whether the authentication data (ID code and
rolling code) included in the demodulated signals accords

inputted signal becomes small, the outputted signal becomes

With authentication data stored in the in-vehicle device 3 that

is uniquely assigned to the vehicle Where the in-vehicle
device 3 is mounted. When the authentication data is deter
mined to accord With that stored in the in-vehicle device 3,
the controlling unit 5 executes either door-lock or door
unlock by driving the door-lock actuator 31 based on the

operation command included in the demodulated signals
along With the authentication data.
[0025]

Here, each time the controlling unit 5 executes

door-lock or door-unlock based on the Wireless signals from

the transmitter 2, the controlling unit updates the rolling
code under the same rule as in the transmitter 2. Namely, the
controlling unit 5 expects a rolling code that is next trans
mitted from the transmitter 2.

[0026]

The receiving unit 4 is knoWn as described in

Patent Document 1; hoWever, explanation Will be given
beloW to exercise more care. Here, the remote-controlling
Wireless signal is referred to as a command signal.

[0027] As shoWn in FIG. 2, the receiving unit 4 includes
the folloWing: a reception antenna 10 for receiving Wireless
signals; a band-pass ?lter (BPF) 12 for causing, among
received signals via the reception antenna 10, the command
signals from the transmitter 2 to selectively pass; an ampli

fying circuit (AMP) 14 for amplifying the command signals
that have passed through the BPF 12; a local oscillator 16 for
generating a high-frequency signal having a constant fre
quency for converting a frequency; a mixture circuit 18 for
frequency converting the command signals to a given inter

converted via the BPF 20 is inputted to the AMP 22. As the

small to thereby decrease the poWer consumption of the
AMP 22; in contrast, as the inputted signal becomes large,
the outputted signal becomes large to thereby increase the
poWer consumption of the AMP 22. The RSSI circuit 30
detects the poWer consumption of the AMP 22 from the
electric current amount entering the AMP 22 and outputs to
the controlling unit 5 the electric voltage signal based on the
electric current amount as the RSSI signal representing the

signal strength of the received signal.
[0031] Here, the controlling unit 5 of the in-vehicle device
3 intermittently supplies the receiving unit 4 With poWer, as
shoWn in FIG. 3. When an electric voltage value (hereinafter
referred to as RSSI value) of the RSSI signal outputted from
the receiving unit 4 is less than a given value While the
poWer is being supplied, the controlling unit 5 determines
that no received electric Waves are present and then cuts off

the poWer to the receiving unit 4. Furthermore, the control

ling unit 5 simultaneously stores, in the storing unit 6, “1”
representing “no electric Waves are present” as an analysis
result for the received electric Waves.

[0032] In contrast, When the RSSI value is the given value
or more While the poWer is being supplied, the controlling
unit 5 determines that received electric Waves are present

and continues to supply the poWer to the receiving unit 4.

Furthermore, the controlling unit 5 simultaneously analyZes
the demodulated signal outputted from the receiving unit 4
and stores, in the storing unit 6, the resultant analysis result
for the received electric Waves.

[0033]

In the third line of FIG. 3, “OFF” of the reception

strength or RSSI indicates that the RSSI value is less than a

given value, While “ON” of the reception strength or RSSI
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indicates that the RSSI value is the given value or more. The

analysis results stored in the storing unit 6 include, in
addition to the above-described “1” representing “no receiv
ing electronic Waves are present,”“2” representing “receiv

ing error,”“3” representing “format error,”“4” representing
“CRC error,”“5” representing “ID error,”“6” representing
“RC (rolling code) error,” and “7” representing “normal.”
[0034] Next, process executed by the controlling unit 5
Will be explained With reference to FIGS. 5, 6.

[0035] FIG. 5 is a How chart shoWing process executed by
the running controlling unit 5. After the controlling unit 5
starts its operation by being supplied With the poWer, it Waits
until an activating timing of the receiving unit 4 comes.
When the activating timing comes, the sequence goes to
STEP S120.

[0036] Here, the ?rst activating timing of the receiving

[0042] When the received data of one frame is determined
to be normal at STEP S170, the sequence goes to STEP
S180. Here, the received data of one frame is subjected to a

knoWn data error detection process (CRC (Cyclic Redun
dancy Check) in this embodiment). When a check of the
CRC is successful or af?rmed, the sequence goes to STEP
S190.

[0043] At STEP S190, it is determined Whether the ID
code (hereinafter referred to as received ID code) included
in the extracted received data of one frame accords With an

ID code (hereinafter referred to as vehicle ID code) stored in
the in-vehicle device 3. When both ID codes accord With
each other (STEP S190: YES), the sequence goes to STEP
S200. Here, the vehicle ID code is stored in the storing unit
6 or another storage medium.

[0044] At STEP S200, it is determined Whether the rolling
code (hereinafter referred to as received rolling code)

unit 4 comes When a given time Tc (e.g., 200 ms) elapses
from When the controlling unit 5 starts its operation. The
second timing comes When the given time Tc elapses from
When the controlling unit 5 cut off the poWer to the receiving
unit 4 at the previous timing.

included in the extracted received data of one frame accords
With a rolling code (hereinafter referred to as vehicle rolling
code) stored in the in-vehicle device 3. When both rolling

[0037] At STEP S120, the controlling unit 5 turns on or
starts to supply the poWer to the receiving unit 4. At STEP

is also stored in the storing unit 6 or another storage medium.

codes accord With each other (STEP S200: YES), the
sequence goes to STEP S210. Here, the vehicle rolling code

S130, the controlling unit 5 determines Whether electric

[0045] At STEP S210, the storing unit 6 is stored With “7”

Waves are present or not by Whether or not the RSSI value
becomes a given value or more.

representing “normal” as an analysis result of the received
electric Waves. At subsequent STEP S220, unlocking or
locking of all the doors of the vehicle are conducted based
on the operation command data included in the received data
of one frame above extracted. In detail, When the operation
command data indicates the lock and all the doors are not
locked, the door-lock actuators 31 are driven to lock all the
doors. In contrast, When the operation command data indi
cates the unlock and all the doors are not unlocked, the

[0038] When the received electric Waves are determined to
be not present at STEP S130, or When the RSSI value does
not become the given value or more Within the given time
after the poWer to the receiving unit 4 is turned on (STEP
S130: NO), the sequence goes to STEP S140. Here, “1”
representing “no electric Waves are present” is stored in the

storing unit 6. At STEP S150, the poWer to the receiving unit
4 is turned off, Which returns the sequence to STEP S110.

door-lock actuators 31 are driven to unlock all the doors.

[0039] In contrast, When the received electric Waves are
determined to be present at STEP S130, or When the RSSI
value becomes the given value or more Within the given time
after the poWer to the receiving unit 4 is turned on (STEP
S130: YES), the sequence goes to STEP S160.

[0046] Next, at STEP S230, similarly to at above STEP

[0040] At STEP S160, the controlling unit 5 sequentially
determines the demodulated signals outputted from the

S130, it is determined Whether electric Waves are present by
Whether the RSSI value from the receiving unit 4 is the given
value or more. When the electric Waves are determined to be

present (STEP S230: YES), the command signals are sup
posed to be still transmitted sequentially from the transmitter
2, Which returns the sequence to STEP S160.

receiving unit 4 and determines Whether one communica

[0047]

tions unit (one frame in this embodiment) is normally

present (STEP S230: NO), the sequence goes to STEP S240,

extracted from the demodulated signals. For instance, at

Where the poWer to the receiving unit 4 is turned off. The
sequence then returns to STEP S110. After the given time Tc
then elapses, the process at STEP S120 and subsequent

STEP S160, both or one of (i) a time duration of a high level
and (ii) a time duration of a loW level is sequentially
measured and each bit included in one frame of the received

When the electric Waves are determined to be not

STEPS is again executed.

data is extracted (or restored). When the resultant measure
ment value falls outside of a range speci?ed under a com

munications rule, the bits of the received data cannot be
extracted from the demodulated signals. In this case, it is
determined that the received data cannot be extracted nor

[0048] Furthermore, When it is determined at STEP S160
that the received data cannot be normally extracted (or that
the received data of one frame cannot be normally
extracted), the sequence goes to STEP S250. Here, “2”

mally.

representing “receiving error” is stored as the analysis result
of the received electric Waves in the storing unit 6, Which

[0041] When the received data of one frame can be
extracted normally at STEP S160, the sequence goes to
STEP S170. Here, it is determined Whether a frame format
of the received data is normal or Whether the extracted
received data of one frame satis?es a requirement speci?ed
in the communications rule (e.g., Whether the last bit has a

advances the sequence to STEP S230.

[0049]

Furthermore, When it is determined at STEP S170

that the frame format of the received data of one frame is not
normal, the sequence goes to STEP S260. Here, “3” repre

logical value corresponding to an end bit previously speci

senting “format error” is stored as the analysis result of the
received electric Waves in the storing unit 6, Which advances

?ed).

the sequence to STEP S230.
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[0050]

Furthermore, When it is determined at STEP S180

that the CRC is not successful, the sequence goes to STEP
S270. Here, “4” representing “CRC error” is stored as the
analysis result of the received electric Waves in the storing
unit 6, Which advances the sequence to STEP S230.

[0051]

Furthermore, When it is determined at STEP S190

that the received ID code and the vehicle ID code do not
accord With each other, the sequence goes to STEP S280.

Here, “5” representing “ID error” is stored as the analysis
result of the received electric Waves in the storing unit 6,

mality Where door-lock or door-unlock does not function
even When the button 2a, 2b of the transmitter 2 is manipu
lated. Here, the cause may be located in either the transmit
ting function abnormality of the transmitter 2 or the receiv

ing function abnormality of the in-vehicle device 3.
[0058] (1) At ?rst, a diagnosis tool 39 is connected to the
communications line 35 of a subject vehicle; a button 2a, 2b
of a transmitter 2 of the vehicle is manipulated; and the
transmitter 2 is thereby caused to transmit to an in-vehicle

device 3 of the vehicle a Wireless signal (command signal)

Which advances the sequence to STEP S230.

for remote-controlling.

[0052] Furthermore, When it is determined at STEP S200
that the received rolling code and the vehicle rolling code do

[0059] (2) Next, a read-out request is transmitted from the
diagnosis tool 39 to the in-vehicle device 3; an analysis
result stored in a storing unit 6 of the in-vehicle device 3 is
read out to the diagnosis tool 39; and, the read out analysis

not accord With each other, the sequence goes to STEP S290.

Here, “6” representing “RC error” is stored as the analysis
result of the received electric Waves in the storing unit 6,
Which advances the sequence to STEP S230.

result is displayed on a display of the diagnosis tool 39 so as
to be con?rmed.

In a case Where the storing unit 6 already stores N

[0060] (3) When the analysis result shoWn in the display

items (N is a integer of tWo or more) of analysis results (or

in above procedure (2) is any one of “l”“2” and “3,” (i.e.,

N analysis results) at a time When any one of STEPs S140,
S210, S250 to S290 is executed, the oldest or earliest data
item is erased and the latest data item is alternatively stored.

When a demodulated signal compliant With a communica
tions rule is not outputted from a receiving unit 4 of the

(In other Words, if the number of analysis results stored in

again conducted under a combination of the transmitter 2 of
the subject vehicle and a given in-vehicle device 3 of Which
functional normality is con?rmed and Which is mounted in

[0053]

the storing unit 6 is already N at a time When the latest

analysis result is about to be stored, the earliest analysis
result is then replaced With the latest analysis result. Namely,
the storing unit 6 updates to store the latest N data items (or
N analysis results) from the analysis results obtained from
any one of STEPs S140, S210, S250 to S290.

[0054] Moreover, the controlling unit 5 of the in-vehicle
device 3 executes process for outputting analysis results
shoWn in FIG. 6, in parallel With the process in FIG. 5.
Namely, as shoWn in FIG. 6, the controlling unit 5 Waits
until a read-out request from the diagnosis tool 39 connected
to the communications line 35 is received at STEP S310.
When the read-out request is determined to be received

(STEP S310: YES), the sequence goes to STEP S320. Here,

in-vehicle device 3), the procedure in above (1) and (2) is

another given vehicle having a keyless entry system of the
embodiment.

[0061]

(4) When an analysis result read out from the given

in-vehicle device 3 of the given vehicle indicates the same
result (any one of “l”“2” and “3”) as that of the in-vehicle

device 3 of the subject vehicle, the transmitting unit 2d of the
transmitter 2 is determined not to normally function. Thus,
the transmitter 2 should be replaced or repaired.
[0062] (5) In contrast, When an analysis result read out
from the given in-vehicle device 3 of the given vehicle does
not indicate the same result (any one of “l”“2” and “3”) as

analysis results stored in the storing unit 6 are read out in an
order starting from the earliest data item and sent to the
diagnosis tool 39. The sequence then returns to STEP S310.

that of the in-vehicle device 3 of the subject vehicle, the
receiving unit 4 of the in-vehicle device 3 of the subject
vehicle is determined not to normally function. Thus, the
in-vehicle device 3 of the subject vehicle should be replaced

[0055]

or repaired.

Then, the analysis results read out at STEP S320

can be displayed on a display unit of the diagnosis tool 39
in an order from the earliest data item. This displaying is

performed using the diagnosis tool 39 as folloWs: the
diagnosis tool 39 is connected to the communications line 35
using the connector 37; the read-out request is transmitted
from the diagnosis tool 39; the latest N data items of the
analysis results stored in the storing unit 6 of the in-vehicle
device 3 are thereby read out; and the read out N data items
of the analysis results are displayed on the display unit of the

diagnosis tool 39.
[0056] Here, the read-out request can be diversely trans
mitted. Namely, each time operation of a transmission
command is conducted to the diagnosis tool 39, a read-out
request can be transmitted. Alternatively, after operation of
a transmission start is conducted to the diagnosis tool 39,
read-out requests can be repeatedly transmitted With given
intervals until operation of a transmission stop is conducted.

[0057] According to the in-vehicle device 3 of the keyless
entry system 1 of the embodiment, the folloWing procedure
(1) to (5) can investigate a cause of non-operation abnor

[0063] Here, Within the procedure (3), operation of (l) and
(2) can be alternatively conducted under a combination of a

transmitter 2, of Which functional normality is con?rmed, of
another given vehicle and the in-vehicle device 3 of the
subject vehicle. Namely, in this case, When an analysis result
read out from the in-vehicle device 3 of the subject vehicle
indicates the same result (any one of “l”“2” and “3”), the
receiving unit 4 of the in-vehicle device 3 of the subject
vehicle is determined not to normally function. Vice versa,
When an analysis result read out from the in-vehicle device
3 of the subject vehicle does not indicate the same result
(any one of “l”“2” and “3”), the transmitting unit 2d of the
transmitter 2 is determined not to normally function.

[0064] Thus, according to the in-vehicle device 3 of the
keyless entry system of the embodiment, it can be easily
determined Without a speci?c Wireless signal analyZing
instrument Whether the cause of non-operation abnormality
is the functional abnormality of the receiving function of the
in-vehicle device 3 or that of the transmitting function of the
transmitter 2.
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[0065]

Furthermore, in the in-vehicle device 3 of the

embodiment, When the data format is determined to be
normal at STEP S170 and then the check result of the CRC
is not OK at STEP S180, “CRC error” is stored in the storing
unit 6 as the analysis result at STEP S270. Therefore, it is
conveniently determined Whether the cause of the non

operation abnormality is a communications error (data
change) or not.

the received signal can be detected by another circuit. This
circuit detects the received signal after the frequency-con
version, outputted from the BPF 20 and detects the voltage
level after detecting Waves.

[0073] Furthermore, in the above embodiment, the diag
nosis tool 39 is used as the external device. The diagnosis
tool 39 is typically provided in a car dealer or the like for
diagnosing a vehicle under maintenance or repair. HoWever,

[0066] Furthermore, in the in-vehicle device 3 of the
embodiment, When the determinations at all STEPs S130,
S160, and S170 are a?irmed (i.e., the receiving unit 4 is
determined to output modulated signals compliant to the
communications rule), and also When the check result of

ing the cause of non-operation abnormality in the remote
controlled in-vehicle device and the corresponding trans
mitter.

CRC is determined to be successful, an authentication
determination result at STEPs S190, S200 is stored in the

invention is adapted to an in-vehicle device for a keyless

storing unit 6 as the analysis result of the received electric
Waves at STEPs S210, S280, S290.

[0067]

the external device can be a device dedicated for determin

[0074] Furthermore, in the above embodiment, the present
entry system. HoWever, the present invention can be adapted
to any in-vehicle device as long as this in-vehicle device is

used for remote-controlling, obtaining the same effect. For

This makes easy the determination of the cause of

instance, the in-vehicle device can be a system that activates

the non-operation abnormality When the cause is relating not

an engine of a vehicle by remote-controlling. Alternatively,

to the Wireless communications, but to an external output

the in-vehicle device can be a system that activates various

line (i.e., driving circuit 7 or door-lock actuator 31) from the
controlling unit 5 of the in-vehicle device 3.
[0068] That is, there may be a case Where an analysis
result read out from the in-vehicle device 3 indicates “7” in

the above procedure (2). In this case, since the authentica
tion determination Was already af?r'med (or OK), it can be
determined that there is no functional abnormality relating to
the Wireless communications or the authentication determi

nation but there is abnormality relating to the external output
line from the controlling unit 5 of the in-vehicle device 3.
Furthermore, in this case, the received ID code or the
received rolling code from the transmitter 2 or the vehicle ID
code or the vehicle rolling code stored in the in-vehicle
device 3 are not disclosed to the diagnosis tool 39, so that
con?dentiality can be maintained.

[0069] Further, there may be a case Where an analysis
result read out from the in-vehicle device 3 indicates “5” or
“6” in the above procedure (2). In this case, it can be
determined that there is no functional abnormality relating to
the transmitting function of the transmitter 2 or the receiving
function of the in-vehicle device 3. Alternatively, it can be

determined that the transmitter 2 transmits Wireless signals
including the Wrong authentication data or the authentication
determination is not normally executed in the controlling
unit 5 of the in-vehicle device 3. Therefore, in this case, for
instance, both the transmitter 2 and the in-vehicle device 3
can be replaced.

[0070] Furthermore, in the in-vehicle device 3 of the
embodiment, the latest N analysis results are stored in the
storing unit 6 and these N analysis results stored in the
storing unit 6 are replied according to one read-out request.
Therefore, even When an interval for transmission from the

diagnosis tool 39 is long, multiple analysis results can be
retrieved Without omission, Which helps prevent the analysis
result from disappearing Without being retrieved.

[0071] (Other Modi?cations)

auxiliary in-vehicle devices such a navigation device.
[0075] A process shoWn in the above may be executed
using a CPU, a ROM, and the like. Here, steps in the process
may be constructed as means or units in program stored in
the ROM or the like.

[0076] It Will be obvious to those skilled in the art that
various changes may be made in the above-described
embodiments of the present invention. HoWever, the scope
of the present invention should be determined by the fol

loWing claims.
What is claimed is:
1. A remote-controlled in-vehicle device provided in a

vehicle, the device comprising:
a receiving unit for receiving a remote-controlling Wire
less signal transmitted from a transmitter When a given
manipulation is conducted to the transmitter, demodu
lating the received Wireless signal, and outputting a

demodulated signal representing data included in the
received Wireless signal;
a controlling unit for executing a ?rst determination of

Whether authentication data included in the outputted
demodulated signal accords With authentication data
unique to the vehicle, and for controlling a state of the
vehicle When the ?rst determination is affirmed;
a receiving state determining unit for executing a second
determination of Whether the outputted demodulated

signal is compliant With a communications rule;
an analysis result storing unit for storing in a storage
medium a result from the second determination as an

analysis result for received electric Waves; and

an analysis result outputting unit for outputting the stored
analysis result When a read-out request of reading out
the analysis result is received from an external device.
2. The remote-controlled in-vehicle device of claim 1,

consumed electric currents of the AMP 22 is used for

Wherein When the receiving state determining unit deter
mines that the outputted demodulated signal is com
pliant With the communications rule, the analysis result

detecting the signal strength of the received signal in the
receiving unit 4. HoWever, detecting the signal strength of

electric Waves, a result from the ?rst determination.

[0072] In the above embodiment, the RSSI circuit 30 that
detects the signal strength of the received signal from the

storing unit stores, as an analysis result for received
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3. The remote-controlled in-vehicle device of claim 1,

4. The remote-controlled in-vehicle device of claim 1,

wherein the storage medium is updated to store N pieces
of analysis results from a latest analysis result, Wherein

Wherein the external device includes a diagnosis device to
execute a diagnosis for the vehicle.
5. The remote-controlled in-vehicle device of claim 1,

N is tWo or more, and

the analysis result outputting unit outputs the stored N
pieces of analysis results When a read-out request is

inputted.

Wherein the controlling unit controls door-lock or door
unlock of doors of the vehicle as the state of the vehicle.
*

*

*

*

*

