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RESOURCE ALLOCATION USING AN
AUTO-DISCOVERY MECHANISM FOR
PROVIDER-PROVISIONED LAYER-2 AND
LAYER-3 VIRTUAL PRIVATE NETWORKS

Rosen et al., “L2VPN Framework,” February 2003, available
at <http ://www.ietf.org/intemet-drafts/draft-ietf-ppvpn- l 2
framework-03. txt>, the entirety of which is hereby incorpo
rated herein by reference). Exemplary VPN mechanisms at

Layer-3 include Virtual Routing (VR)-based mechanisms,
such as VR using Border Gateway Protocol (BGP) (see

CROSS-REFERENCE TO RELATED
APPLICATIONS

Hamid Ould-Brahim et al. “Network based IP VPN Architec

ture using Virtual Routers,” July 2002, available at <http://

www.ietf.org/intemet-drafts/draft-ietf-ppvpn-vpn-vr-03.

This patent application claims priority to US. Provisional
Patent Application No. 60/365,878, ?led Mar. 18, 2002,
which is hereby incorporated by reference herein in its

txt>, the entirety of which is hereby incorporated herein by
reference) or VPNs based on RFC 2547bis (often referred to
as BGP/MLPS-based VPNs)(see Eric Rosen et al., “BGP/
MPLS VPNs” available at <http://www.ietf.org/intemet

entirety.

drafts/draft-ietf-ppvpn-rfc2547bis-03.txt>, October 2002,
the entirety of which is hereby incorporated herein by refer

FIELD OF THE INVENTION

The present invention relates generally to Virtual Private
Networks (VPNs) and, more particularly, to a technique for

ence).

implementing resource allocation for implementing VPN ser
vices using an auto-discovery process for con?guring one or
more Layer-2 and Layer-3 VPNs.

establishing a network-based VPN is to provide information

Regardless of the VPN mechanism used, a primary step in
about each VPN con?gured on a local PE device to the
20

remaining remote PE devices. A number of mechanisms may
be implemented to achieve this distribution of PE informa
tion, such as BGP, Domain Name Service (DNS), Remote
Authentication Dial In User Service (RADIUS), and the like.
Such mechanisms are well known in the art. After distributing

25

this PE information, one or more PE-PE tunnels typically are

BACKGROUND OF THE INVENTION

In the absence of a privacy mechanism, sensitive data (e.g.,

passwords, account numbers, proprietary information, etc.)

established based in part on information received through a

transmitted over a network may be susceptible to interception

VPN auto-discovery mechanism.
Various tunnel signalling protocols may be used to estab
lish and maintain VPN tunnels, such as, for example,

by unauthorized parties. One privacy mechanism commonly
used to protect network data is the Virtual Private Network

(VPN). Using specialiZed tunneling protocols and optionally
secure encryption techniques, data integrity and privacy may

30

bution Protocol (LDP), Constraint-based Routing LDP (CR
LDP), Asynchronous Transfer Mode (ATM), Frame Relay,
Generic Routing Encapsulation (GRE), IPSec, and the like.

to-point connection.
Network-based VPNs typically are implemented through a

tunneling mechanism. In general, the tunneling mechanism
encapsulates the packet headers and/or payload prior to trans

35

by the service provider. As a result, the scalability of such

result, the transmission of a VPN-based packet only uses
non-tunneling information, such as the Internet Protocol (IP)
addresses of the ends of the tunnels, while the sensitive infor

conventional VPN implementations is limited due to the dif

?culty in manually con?guring a complex and dynamic VPN
40

sensitive payload data, remains encapsulated. Exemplary tun
neling mechanisms include IP/IP tunneling, Generic Router

Encapsulation (GRE) tunneling, IP Security (IPSec) tunnel
ing and Multi-Protocol Label Switching (MPLS) tunneling.
The con?guration of VPN tunnel typically is speci?c to the
particular type of VPN used.

system having a large number of PE devices and/or constantly
changing system requirements, such as a continuous chang
ing number of tunnel s/VPNs, constant, continuous changes in
resources such as bandwidth, delay and/ or Quality of Service

(QoS) requirements, and the like. Further, these conventional
45

VPN implementations generally lack a de?ned mechanism to
relate VPN tunnels to a per VPN or per set of VPNs resources

such as QoS pro?les or other tunnel-speci?c parameters. As a

A typical Network IP-based VPN generally includes at least

two provider edge (PE) devices (e. g., a VPN-enabled router)
interconnected via a series of provider devices (e. g., routers)

Various parameters for VPN tunnels in conventional

Layer-2 and Layer-3 VPNs typically are con?gured manually

mission of the packet over an established VPN tunnel. As a

mation, such as the source and destination IP addresses and

Resource Reservation Protocol (RSVP), Resource Reserva

tion ProtocoliTraf?c Engineered (RSVP-TE), Label Distri

be maintained in a VPN in what seems like a dedicated point

result, the ?exibility of such conventional VPN systems is
compromised because the VPN is unable to predictably
50

that form a network backbone, where the network backbone
typically includes one or more public networks, such as, for
example, the Internet or a wide area network (WAN). Con

respond to changes in bandwidth requirements, QoS require
ments, and the like.
In view of the foregoing, it would be desirable to provide a

technique for facilitating the con?guration of VPN tunnels

nected to each PE device are one or more customer edge (CE)

devices, such as a workstation or personal computer. In this
type of network-based VPN, VPN tunnels are established
between PE devices, rather than between CE devices. These
tunnels, herein referred to as PE-PE tunnels, typically are
established at either Layer-2 or Layer-3 of the International

55

Standard OrganiZation’s Open System Interconnect (ISO/

60

based at least in part on supplied parameters in an auto
discovery manner. More particularly, it would be desirable to

implement resource pro?les such as Quality of Service (QoS)
parameters using a VPN auto-discovery as an extension to

existing auto-discovery mechanisms in an e?icient and cost
effective manner.

OSI) network model. Exemplary VPN mechanisms at

SUMMARY OF THE INVENTION

Layer-2 include Virtual Private LAN Service (VPLS) (see
Waldemar Augustyn et al., “Requirements for Virtual Private
LAN Services (VPLS),” October 2002, available at <http://

In accordance with one embodiment of the present inven
tion, a method for establishing a Virtual Private Network

www.ietf.org/intemet-drafts/draft-ietf-ppvpn-vpls-require
ments-0l.txt>, the entirety of which is hereby incorporated
herein by reference) andVirtual Private Wire (VPW) (see Eric

65

(VPN) tunnel between a ?rst provider edge (PE) device and a
second (PE) device of a Provider-Provisioned VPN (PPVPN)
is provided. The method comprises advertising at least one

US 7,478,167 B2
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4

tunnel-based parameter to one or more PE devices over a

DETAILED DESCRIPTION OF EXEMPLARY

network backbone using an auto-discovery mechanism, the

EMBODIMENT(S)

one or more PE devices including at least one of the ?rst and

FIGS. 1-5 illustrate various exemplary implementations

second PE devices and con?guring a VPN tunnel betWeen the
?rst and second PE devices based at least in part on the at least

for creating scalable VPN PE-PE tunnels in Level-2 or
Level-2 PPVPNs using an auto-discovery mechanism. Infor
mation regarding the establishment and/or con?guration of a
tunnel betWeen tWo PE devices may be advertised among the
PE devices of a netWork. This information may include, for

one tunnel-based parameter. A computer signal embodied in
a carrier Wave readable by a computing system and encoding
a computer program of instructions for executing a computer
process may be used to perform the above method.
In a Provider-Provisioned Virtual Private Network

example, the desired tunnel signalling protocol, the Quality

(PPVPN), a system is provided in accordance With another
embodiment of the present invention. The system comprises

of Service (QoS) pro?le for the tunnel, the PE tunnel end
point, membership information, the VPN technology to be

auto-discovery means for distributing at least one Virtual
Private NetWork (VPN) tunnel-based parameter to at least a

used, etc. In at least one embodiment, this information may be

?rst and second provider edge (PE) devices and tunnel sig

mechanism commonly used in VPNs, such as the Border

nalling means for con?guring a VPN tunnel over a netWork

GateWay Protocol (BGP), directory service protocols (e.g.,

backbone betWeen the ?rst and second PE devices based at
least in part on the at least one tunnel-based parameter.

Domain Name Service (DNS), RADIUS), and the like. After
distributing this information, a tunnel may be established
betWeen the appropriate PE devices based at least in part on
the supplied information. Alternatively, the PEs may select an
existing tunnel that complies With some or all of the supplied

advertised as an extension to a conventional auto-discovery

In a distributed netWork, a Provider-Provisioned Virtual

Private NetWork (PPVPN) system is provided in accordance

20

With yet another embodiment of the present invention. The
system comprises a netWork backbone, a ?rst and second

parameters. By implementing an auto -discovery technique to
distribute the QoS pro?le for the purpose of VPN tunnel

provider edge (PE)device, each operably connected to the
netWork backbone and an auto-discovery mechanism for dis
tributing at least one VPN tunnel parameter to at least the ?rst

25

and second PE devices as an extension to an auto-discovery

protocol.
The present invention Will noW be described in more detail
With reference to exemplary embodiments thereof as shoWn

in the appended draWings. While the present invention is
described beloW With reference to preferred embodiments, it
should be understood that the present invention is not limited
thereto. Those of ordinary skill in the art having access to the

30

Referring noW to FIG. 1, an exemplary PPVPN system 100

implementing a capability discovery mechanism is illustrated

teachings herein Will recogniZe additional implementations,
modi?cations, and embodiments, as Well as other ?elds of
use, Which are Within the scope of the present invention as

con?guration and/ or establishment information, the scalabil
ity of the VPN system may be enhanced because the QoS
pro?le of a tunnel may be set according to the requirements of
the VPN services, Where the information is distributed among
the PEs in an automated fashion rather than implemented by
manual con?guration as conventional VPN systems.

35

in accordance With at least one embodiment of the present
invention. In the illustrated example, the PPVPN system 100
includes PE routers 102, 104 connected via a netWork back
bone 106. Although described herein as VPN-enabled rout
ers, the PE routers 102, 104 may include other appropriate PE

devices such as, for example, MPLS/IP Layer-2 sWitches.

disclosed and claimed herein, and With respect to Which the

present invention could be of signi?cant utility.

The netWork backbone 106 may include any number of pro
vider netWork devices interconnected using one or more data

BRIEF DESCRIPTION OF THE DRAWINGS

In order to facilitate a fuller understanding of the present
invention, reference is noW made to the appended draWings.
These draWings should not be construed as limiting the
present invention, but are intended to be exemplary only.

40

ernet, and the like.
Connected to each PE router 102, 104 is one or more VPN
45

FIG. 1 is a schematic diagram illustrating a Provider-Pro

visioned Virtual Private NetWork (PPVPN) system utiliZing a
VPN auto-discovery mechanism in accordance With at least
one embodiment of the present invention.
FIG. 2 is a How diagram illustrating an overvieW of aVPN
auto-discovery mechanism for establishing and/ or maintain

as Well as devices to facilitate netWork connectivity, such as
50

In general, each VPN segment connected to the PE router
102 is a member of the same VPN as a VPN segment con
55

60

a Virtual Routing-based VPN in accordance With at least one

embodiment of the present invention.
FIG. 5 is a How diagram illustrating an exemplary imple
mentation of the VPN auto-discovery mechanism of FIG. 2 in
a Layer-2 VPN using a Virtual Private Local Area NetWork
Service (VPLS)-based or VPW-based mechanism in accor
dance With at least one embodiment of the present invention.

in the art, CE devices may include any of a variety of net

Worked devices, such as personal computers, laptops, Work
stations, and the like.

a RFC 2547bis-based VPN in accordance With at least one

embodiment of the present invention.
FIG. 4 is a How diagram illustrating an exemplary imple
mentation of the VPN auto-discovery mechanism of FIG. 2 in

segments, such as VPN segments 142-146 connected to PE
router 102 and VPN segments 152-156 connected to PE
router 104. Each VPN segment 142-146, 152-156 may
include one or more netWorked customer edge (CE) devices

hubs, routers, sWitches, bridges, and the like. As understood

ing a provider-edge-to-provider-edge (PE-PE) tunnel in
accordance With at least one embodiment of the present
invention.
FIG. 3 is a How diagram illustrating an exemplary imple
mentation of the VPN auto-discovery mechanism of FIG. 2 in

link types such as, for example, IP, ATM, Frame Relay (FR),
Time Division Multiplexing (TDM), Ethernet, Optical Eth

nected to the PE Router 104, thereby alloWing a VPN to be
established betWeen devices on the VPN segments. In the
illustrated example, the VPN segments 142, 152 are members
of VPNA, the VPN segments 144, 154 are members of VPNB,
and the VPN segments 146, 156 are members of VPNC.
Although each VPN segment is illustrated in FIG. 1 as a
member of a single VPN, it Will be appreciated that a VPN
segment may be a member of a plurality of VPNs. LikeWise,
a CE device may be a member of a plurality of VPNs and
therefore may be a member of more than one VPN segment.

65

To facilitate communications betWeen VPN segments,
each PE router 102, 104 may include a VPN interface corre

sponding to a VPN segment. To illustrate, the PE router 102

US 7,478,167 B2
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may include VPN interfaces 122-126 to interface with VPN

VCDI information for each of VPNA, VPNB, and VPNC, may
be determined and transmitted to the PE routers 102, 104 as
pro?les 162-166, respectively, as part of a BGP UPDATE 160
transmitted over the backbone 106. Upon receipt of the BGP

segments 142-146, respectively, and the PE router 104 may
include VPN interfaces 132-136 to interface with VPN seg

ments 152-156, respectively.
Depending on the VPN technology utiliZed, the VPN inter
faces 122-126, 132-136 may be implemented in any of a

UPDATE 160, the AD components 112, 114 (each BGP
enabled in this case) then may extract the pro?les 162-166
and supply the VCDI information of the pro?les 162-166 to
the tunnel signalling components 116, 118 for use in creating,

variety of ways. For example, if the PPVPN system 100

implements a Layer-3 VPN using Virtual Routing (VR), the
VPN interfaces 122-126, 132-136 may include Virtual Rout
ers implemented by the PE routers 102, 104 to provide Virtual
Routing between the CE devices on the VPN segments. Vir
tual Routing and Virtual Routers are well known to those
skilled in the art.
For example, if the PPVPN system 100 implements a

maintaining, and/ or con?guring the VPN tunnel(s) 170 asso

ciated with each VPN. DNS, RADIUS, and other directory
service protocols may be extended in a similar manner to
distribute VCDI to the PE routers. Accordingly, rather than

having to manually con?gure VPN tunnels at each PE router,
the VPN tunnel con?guration information (i.e., the VCDI)
may be “piggy-backed” onto auto-discovery information by
extending the auto-discovery protocol to include the trans

Layer-3 VPN using RFC2547bis, the VPN interfaces 122
126, 132-136 may include Virtual Routing and Forwarding
(VRF) implemented by the PE routers 102, 104 to provide
Virtual Routing and Forwarding tables between the CE
devices on the VPN segments. RFC2547bis and Virtual Rout
ing and Forwarding are well known to those skilled in the art.
Alternatively, if the PPVPN system 100 implements a

Layer-2 VPW in accordance with VPW (see, e.g., “L2VPN
Framewor ,” supra), the VPN interfaces 122-126, 132-136
may include a Virtual Switching Instance (V SI) implemented
by the PE routers 102, 104 to provide Layer-2 attachment

20

mission of the VCDI information.
Referring now to FIG. 2, an exemplary overview of the
VPN tunnel con?guration process is illustrated in accordance
with at least one embodiment of the present invention. In the

25

200 initiates at step 202, wherein the VCDI information for a
given VPN may be determined. The VCDI information may
include information regarding the con?guration of one or
more VPN tunnels between PE routers for the VPN. For

illustrated example, the VPN tunnel con?guration process

example, the VCDI information may specify the PE tunnel
endpoints, community route targets, resource parameters
(e. g., minimum bandwidth, maximum delay, committed burst

circuits between the CE devices on the VPN segments.

Layer-2 VPNs and Virtual Switching Instances are well
known to those skilled in the art.
Further, in at least one embodiment, the PE router 102 may

include an auto-discovery (AD) component 112 and a tunnel
signalling component 116 and the PE route 104 may include
an AD component 114 and a tunnel signalling component

30

siZe, committed rate, jitter, error, ownership, physical posi
tion, type of transport medium, etc.), topology information,
and other parameters utiliZed by the tunnel signalling mecha
nisms to establish and/ or con?gure a VPN tunnel.

118. As discussed in greater detail below, the tunnel signal
ling components 116, 118 may be adapted to create, con?gure

At step 204, the VCDI information obtained at step 202
may be advertised to some or all of the PE routers on the

and/ or maintain one or more VPN tunnels 170 between the PE 35 backbone. The advertisement of the VCDI information, in

routers 102-104 using one or more tunnel signalling mecha

nisms. Exemplary tunnel signalling mechanisms imple
mented by the tunnel signalling components 116, 118 may
include, for example, RSVP, RSVP-TE, LDP, CR-LDP, and
the like.

40

A number of supplied parameters may be used by the
tunnel signalling components 116, 118 to create, con?gure
and/ or maintain the one or more tunnels 170 between the PE

router 102 and the PE router 104. These parameters may

to some or all of the PE routers over the backbone.

include, for example: the type of tunnelling mechanism to be
used (i.e., specifying RSVP-TE or CR-LDP); the QoS pro?le
for each tunnel 170; the PE tunnel endpoints for a particular
VPN membership; the VPN technology to use (e.g., Layer-3
technology v. Layer-2 technology, 2547bis v. Virtual Routing,

45

etc.); and the like. For ease of discussion, this information is
collectively referred to herein as VPN Capability Discovery

50

bgvpn-auto-03.txt>, the entirety of which is hereby incorpo
rated herein by reference). In creating and con?guring the
55
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Referring now to FIGS. 3-5, various exemplary implemen

The auto-discovery mechanism may be implemented in
sion to conventional information distribution protocols, such
as BGP, DNS, and RADIUS. To illustrate using BGP, the

tunnel, CE devices on the various VPN segments them may
utiliZe the VPN tunnel to transmit data securely betweenVPN

segments.

maintaining, and/or con?guring the one or more tunnels 170
associated with the VCDI information.

any of a variety of ways. In at least one embodiment, the
auto-discovery mechanism may be implemented as an exten

VPN tunnel from the VCDI information, any of a variety of

tunnelling mechanisms may be used, as appropriate.
Examples of such mechanisms include, for example, RSVP
TE, LDP, CR-LDP, and the like. After creating the VPN

nent 112 may be adapted to advertise this information to other
PE routers on the backbone 106 using an auto-discovery

mechanism (described in greater detail below). The AD com
ponent 112 then may provide received VCDI information to
the tunnel signalling component 116 for use in creating,

At step 206, upon receipt of the VCDI information, a PE
router may begin negotiating the creation of a VPN (or per
VPN) PE-PE tunnel based at least in part on the received
VCDI information. As noted above, the creation and con?gu
ration of a VPN tunnel is well known in the art (see Hamid
Ould-Brahim et al., “Using BGP as an Auto-Discovery

Mechanism for Network-Based VPNs,” August 2002, avail
able at <http://www.ietf.org/intemet-drafts/draft-ietf-ppvpn

Information (VCDI).
In conventional PPVPN systems, this information typi
cally is con?gured manually at each PE router for each VPN
membership. In one embodiment, however, the AD compo

one embodiment, includes incorporating the VCDI informa
tion into a conventional information distribution protocol. For
example, the VCDI information could be incorporated as an
extension of BGP and transmitted between PE routers using,
for example, a BGP UPDATE transmission. Alternatively, the
VCDI information could be formatted and transmitted in
accordance with DNS or RADIUS. Multicast-based proto
cols also may be extended to multicast the VCDI information

65

tations of the process 200 of FIG. 2 for certainVPN technolo
gies are illustrated in accordance with at least one embodi
ment of the present invention. FIG. 3 illustrates an exemplary
implementation of the process 200 for a VPN system imple

menting a Layer-3 VPN using RFC 2547bis. FIG. 4 illustrates
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an exemplary implementation of the process 200 for a VPN

embodiment, the tunnel signalling component may select a
pre-existing VPN tunnel that complies With some or all of the
parameters set forth by in the VCDI information. At step 408,

system implementing a Layer-3 VPN using Virtual Routing.
FIG. 5 illustrates an exemplary implementation of the process
200 for a VPN system implementing a Layer-2 VPN using
VPLS or VPW. While exemplary implementations of the

the VPN topology information may be advertised in a manner
similar to the advertisement of the VCDI information at step
404.

process 200 are illustrated for a number ofVPN technologies,

those skilled in the art, using the guidelines provided herein,

Referring noW to FIG. 5, an exemplary auto-discovery
process 500 for distributing VPN tunnel con?guration infor

may modify the process 200 for various other VPN technolo
gies Without departing from the spirit or the scope of the

mation in a Layer-2 PPVPN based on VPLS or VPW is
illustrated in accordance With at least one embodiment of the

present invention.
Referring noW to FIG. 3, an exemplary auto-discovery
process 300 for distributing VPN tunnel con?guration infor

present invention. After determining the relevant VCDI infor
mation (step 202, FIG. 2), the process 500 initiates at step

mation in a Layer-3 PPVPN based on RFC 2547bis is illus
trated in accordance With at least one embodiment of the

502, Wherein the VCDI information associated With one or
more VPN tunnels is advertised to the AD components of the

present invention. After determining the relevant VCDI infor
mation (step 202, FIG. 2), the process 300 initiates at step

PE routers (e.g., AD components 112, 114, FIG. 1), as dis
cussed above. At this point, it may be unnecessary to

302, Wherein the VCDI information associated With one or
more VPN tunnels may be advertised to the AD components

information preferably is distributed as an extension of an

ofthe PE routers (e.g., AD components 112, 114, FIG. 1), as
discussed above. As noted above, the VCDI information pref

exchange Layer-2 VPN services. As noted above, the VCDI
auto-discovery protocol, such as BGP, DNS, or RADIUS.
20

At step 504, the tunnel signalling component (e.g., tunnel

protocol, such as BGP, DNS, or RADIUS. At step 304, the

signalling components 116, 118, FIG. 1) at a PE router nego
tiates With the tunnelling mechanism at a corresponding

tunnel signalling component (e.g., tunnel signalling compo

router to establish and con?gure one or more VPN tunnels

erably is distributed as an extension of an auto-discovery

nents 116, 118, FIG. 1) at a PE router negotiates With the
tunnelling mechanism at a corresponding PE router to estab

based at least in part on the supplied VCDI information. This
25

part on the supplied VCDI information. This con?guration
may include, for example, negotiating QoS for the VPN tun

for the VPN tunnel, specifying the tunnelling mechanism, and
the like. Alternatively, in one embodiment, the tunnel signal
ling component may select a pre-existing VPN tunnel that

nel, setting a minimum or maximum bandWidth for the VPN

tunnel, specifying the tunnelling mechanism, and the like.

30

Alternatively, in one embodiment, the tunnel signalling com

selection of a pre-existing tunnel), Layer-2 VPN advertise

With some or all of the parameters set forth by in the VCDI
information.

generation ofVRE tables is Well knoWn in the art. At step 306,
these VRF tables then may be exported to the backbone using,
for example, BGP and then distributed to the appropriate PE
routers for use in routing VPN traf?c through the established
tunnel.
Referring noW to FIG. 4, an exemplary auto-discovery
process 400 for distributing VPN tunnel con?guration infor
mation in a Layer-3 VPN based on Virtual Routing is illus

complies With some or all of the parameters set forth by in the
VCDI information.

Upon creation and con?guration of the VPN tunnel (or

ponent may select a pre-existing VPN tunnel that complies

Upon creation and con?guration of the VPN tunnel (or
selection of a pre-existing tunnel), Virtual Routing Forward
ing (VRF) tables may be generated at each PE router. The

con?guration may include, for example, negotiating QoS for
the VPN tunnel, setting a minimum or maximum bandWidth

lish and con?gure one or more VPN tunnels based at least in

ments may be created at step 506 and distributed using the
35

backbone BGP component (e.g., AD components 112, 114) at
step 508.
At this point, it should be noted that implementing an
auto-discovery VPN tunnel con?guration process in accor
dance With the present invention as described above typically

40

involves the processing of input data and the generation of
output data to some extent. This input data processing and
output data generation may be implemented in hardWare or

softWare. For example, speci?c electronic components may
be employed in a node or similar or related circuitry for

trated in accordance With at least one embodiment of the

implementing an auto-discovery component and tunnel sig
nalling component in accordance With the present invention

present invention. After determining the relevant VCDI infor
mation (step 202, FIG. 2), the process 400 initiates at step

operating in accordance With stored instructions may imple

402, Wherein VPN IDs are associated With the endpoints of
the tunnel to be established/ selected. At this point, it typically
is not necessary to advertise the VR pre?xes/addresses. At
step 404, a list of the VPN IDs is included With other VCDI

45

as described above. Alternatively, one or more processors

ment the functions associated With implementing an auto
50

information and this information may be advertised to the AD

components of the PE routers (e.g., AD components 112, 114,
FIG. 1), as discussed above. For Virtual Routing implemen

instructions may be stored on one or more processor readable
media, or transmitted to one or more processors via one or
55

tations, the VCDI information preferably is distributed as an

extension of a BGP Multiprotocol Extension (BGP-MP).
Other information distribution protocols, such as DNS,
RADIUS, and IP multicasting may be utiliZed. At this point,
it may be appropriate to advertise the VR pre?xes/ addresses.
At step 406, the backbone Virtual Router receiving the
VCDI information may be adapted to establish and con?gure

mum or maximum bandWidth for the VPN tunnel, specifying

the tunnelling mechanism, and the like. Alternatively, in one

more signals.
The present invention is not to be limited in scope by the

speci?c embodiments described herein. Indeed, various
modi?cations of the present invention, in addition to those
described herein, Will be apparent to those of ordinary skill in
60

the art from the foregoing description and accompanying
draWings. Thus, such modi?cations are intended to fall Within

the scope of the folloWing appended claims. Further, although

one or more VPN tunnels based at least in part on the supplied

VCDI information. This con?guration may include, for
example, negotiating QoS for the VPN tunnel, setting a mini

discovery VPN tunnel con?guration process in accordance
With the present invention as described above. If such is the
case, it is Within the scope of the present invention that such
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the present invention has been described herein in the context
of a particular implementation in a particular environment for
a particular purpose, those of ordinary skill in the art Will
recogniZe that its usefulness is not limited thereto and that the
present invention can be bene?cially implemented in any
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?gure a VPN tunnel between the ?rst and second PE

number of environments for any number of purposes . Accord

devices based upon the VPN capability discovery infor

ingly, the claims set forth below should be construed in view
of the full breath and spirit of the present invention as dis
closed herein.
What is claimed is:
1. A method for establishing a Virtual Private Network
(VPN) tunnel between a ?rst provider edge (PE) device and a

mation.
10. The system as in claim 1, wherein the auto-discovery
protocol comprises one of a group consisting of: a Border

Gateway Protocol (BGP)-based mechanism; a Domain Name
Service (DNS)-based mechanism; and a Remote Authentica
tion Dial In User Service (RADIUS)-based mechanism.
11. The system as in claim 10, wherein the tunnel signal

second provider edge (PE) device of a Provider-Provisioned

VPN (PPVPN) comprising:
advertising at least one tunnel-based parameter to one or
more PE devices over a network backbone using an
extension to an auto-discovery protocol, the one or more

ling means includes one of a group consisting of: a Resource

PE devices including at least one of the ?rst and second

mechanism; a Label Distribution Protocol (LDP)-based
mechanism; and a Constraint-based Routing LDP (CR-LDP)
based mechanism.

Reservation Protocol (RSVP)-based mechanism; a Resource

Reservation Protocol-Tra?ic Engineered (RSVP-TE)-based

PE devices;
determining VPN capability discovery information includ
ing the at least one tunnel-based parameter; and
negotiating between the ?rst and second PE devices to
automatically establish and con?gure a VPN tunnel
between the ?rst and second PE devices based upon the

VPN capability discovery information.

12. The system as in claim 10, wherein the at least one
tunnel-based parameter includes one of a group consisting of:
a type of tunnelling mechanism; at least one PE tunnel end

point; at least one community route target; topology informa

protocol includes one of a group consisting of: a Border

tion; and at least one resource parameter.
13. The system as in claim 12, wherein the at least one
resource parameter includes one of a group consisting of:

Gateway Protocol (BGP) -based mechanism; a Domain Name
Service (DNS)-based mechanism; and a Remote Authentica
tion Dial In User Service (RADIUS)-based mechanism.

minimum bandwidth; maximum delay; committed burst siZe;
committed rate; jitter; error; ownership; physical position and
transport medium.

20

2. The method as in claim 1, wherein the auto-discovery

25

3. The method as in claim 1, wherein automatically con

14. In a distributed network, a Provider-Provisioned Vir

?guring the VPN tunnel includes automatically con?guring

tual Private Network (PPVPN) system comprising:

the VPN tunnel using at least one tunnel signalling mecha
nism.
4. The method as in claim 3, wherein the at least one tunnel
signalling mechanism includes one of a group consisting of:

a Resource Reservation Protocol (RSVP)-based mechanism;
a Resource Reservation Protocol-Tra?ic Engineered (RSVP
TE)-based mechanism; a Label Distribution Protocol (LDP)
based mechanism; and a Constraint-based Routing LDP (CR
LDP) based mechanism.

a network backbone;
30

work backbone;
an auto-discovery mechanism for distributing at least one
VPN tunnel-based parameter to at least the ?rst and
second PE devices using an extension to an auto-discov
35

capability discovery information including the at least
40

tion; and at least one resource parameter.
6. The method as in claim 5, wherein the at least one
resource parameter includes one of a group consisting of:

minimum bandwidth; maximum delay; committed burst siZe;
committed rate; jitter; error; ownership; physical position and
transport medium.
7. At least one processor readable carrier for storing a

computer program of instructions con?gured to be readable
by at least one processor for instructing the at least one pro
cessor to execute a computer process for performing the
method as recited in claim 1.

one tunnel-based parameter, and negotiate between the
?rst and second PE devices to automatically establish
and con?gure aVPN tunnel between the ?rst and second
PE devices based upon the VPN capability discovery
information.
15. The system as in claim 14, wherein the auto-discovery
protocol comprises one of a group consisting of: a Border
Gateway Protocol (BGP)-based mechanism; a Domain Name
Service (DNS)-based mechanism; and a Remote Authentica
tion Dial In User Service (RADIUS)-based mechanism.
16. The system as in claim 14, wherein the tunnel signal
ling mechanism includes one of a group consisting of: a

50

Resource Reservation Protocol (RSVP)-based mechanism; a

Resource Reservation Protocol-Tra?ic Engineered (RSVP
TE)-based mechanism; a Label Distribution Protocol (LDP)

8. The method of claim 1, wherein automatically con?g
uring the VPN tunnel includes selecting a pre-existing VPN

based mechanism; and a Constraint-based Routing LDP (CR
LDP) based mechanism.

tunnel, the pre-existing VPN tunnel being compliant with the
at least one tunnel-based parameter.
9. In a Provider-Provisioned Virtual Private Network

ery protocol; and
a tunnel signalling mechanism adapted to determine VPN

5. The method as in claim 1, wherein the at least one
tunnel-based parameter includes one of a group consisting of:
a type of tunnelling mechanism; at least one PE tunnel end

point; at least one community route target; topology informa

a ?rst provider edge (PE) device and a second provider
edge (PE) device, each operably connected to the net

55

(PPVPN), a system comprising:

17. The system as in claim 14, wherein the at least one
tunnel-based parameter includes one of a group consisting of:
a type of tunnelling mechanism; at least one PE tunnel end

point; at least one community route target; topology informa

auto-discovery means for distributing at least one Virtual

Private Network (VPN) tunnel-based parameter to at
least a ?rst provider edge (PE) device and a second
provider edge (PE) device using an extension to an auto

tion; and at least one resource parameter.
18. The system as in claim 17, wherein the at least one
resource parameter includes one of a group consisting of:

discovery protocol; and

minimum bandwidth; maximum delay; committed burst siZe;
committed rate; jitter; error; ownership; physical position and
transport medium.

tunnel signalling means for determining VPN capability
discovery information including the at least one tunnel
based parameter, and negotiating between the ?rst and
second PE devices to automatically establish and con
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