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SYSTEM AND METHOD FOR
AUTHENTICATING A PERSON’S IDENTITY
USING A TRUSTED ENTITY
PRIORITY CLAIM

[0001]

Priority for this continuation-in-part is claimed

from US. patent application Ser. No. 11/749,403 ?led on
May 16, 2007 Which claims priority to US. Provisional

Patent Application Ser. No. 60/747,381 ?led May 16, 2006.
FIELD OF THE INVENTION

[0002] The present invention relates generally to protecting
sensitive information from identity theft.
BACKGROUND

[0003] With advances in technology and the expansion of
the Internet, people and companies are transacting more of
their business electronically via the Internet. Many relation
ships betWeen businesses and their customers are formed and
maintained via electronic communication or through the tele

phone Without the business ’ representatives having any physi
cal interaction With their customers. Usually an exchange of
products and services for money results from these relation

nently associated With the individual. Individuals use this

information to get employment, apply for a credit card, obtain
a mortgage, buy a mobile phone, get healthcare, and perform
numerous other transactions. A person’s SSN and birthday
are usually stored by businesses electronically in databases or
on physical paper documents Which can be vieWed by many
individuals Within a business. Once a person supplies a SSN

and birthday they lose control of hoW that information Will be
used and Who Will vieW that information. Sometimes business

computer systems and databases get hacked into alloWing the
hacker access to the person’s personal identity information.
Sometimes the SSN and birthday are transmitted to busi
nes ses and others electronically via the Internet. The Internet
is an unsecured netWork, so information not properly
encrypted can be vieWed by others on the Internet. There are
various Ways an impersonator or identity thief can obtain a
person’s SSN or birthday. The thief can obtain this informa

tion by looking at business records, vieWing unencrypted
messages With this information, or other types of fraud.
[0007] Once a thief has someone’s SSN and birthday, the
thief can use that information anytime during the lifetime of
the person because of the permanence of SSN and birthday
and its association With the person. The SSN and birthday
have been reliable indicators of a person’s existence but their

ships.

Widespread use by both the person and identity theft imper

[0004] Some of these relationships betWeen companies and
customers involve companies setting up accounts (e.g.

identity of person using the information.

sonators has made them of little use in authenticating the

extending loans and credit) to customers. In order to form this
relationship, a person provides the company With some

important information, like their name, address, phone num

ber, employer, Social Security Number (SSN), and birthday.
With the name, SSN, and birthday, the business can check the
person’s credit score or creditworthiness With a credit agency

and potentially extend the person the loan or credit. Anyone
Who possesses these limited pieces of information of a per
son’s name, SSN, and birthday may have the ability to pose as

the person and get a loan, credit, products, and services from
businesses.
[0005] Since the loan, credit, or account is tied to the per
son’s identity, name and SSN, and not the impersonator, the
impersonator or identity thief can steal money, products, and

SUMMARY

[0008] A system and method are provided for authenticat
ing a person’s identity to a business using a trusted entity With
a secure repository to store and protect the person’s identity
information. The person accesses their account on the trusted
entity’s server using a user name and a passWord. Then, the

trusted entity grants the person a unique code so the person
can authenticate their identity to the business. The person
delivers the unique code to the transactional entity. The busi
ness makes a request to verify the unique code With the trusted

entity. The trusted entity veri?es the unique code, Which
authenticates the person’s identity to the business.

services from the businesses leaving either the person or
business to pay for the loss. Usually the person Whose identity
Was used does not knoW about the use of their identity until
Weeks or months after their identity Was used and an account
previously unknown to them shoWs up on their credit report.
As a result of the previously unknown account, the person
may receive a poor crediting rating or a collection agency can
attempt to recover payment from the person for the business.

Once a person discovers this identity theft, they can go

through a laborious process of proving they did not apply for
the loan, credit, or account and shoWing that their identity Was

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] Additional features and advantages of the invention
Will be apparent from the detailed description Which folloWs,
taken in conjunction With the accompanying draWings, Which
together illustrate, by Way of example, features of the inven

tion; and, Wherein:
[0010]

FIG. 1 is an illustration of an embodiment of a

method for a person using a unique code from a trusted entity
to authenticate the person’s identity With a transactional

stolen. After this occurs, the business is left to ?nd the imper

entity;

sonator or absorb the loss. Finding impersonators or an iden

[0011] FIG. 2 is an illustration of an embodiment of a
method a person uses to obtain a key from a trusted entity and

tity thief is dif?cult because most if not all of the identity
information knoWn about the thief is actually the identity
information of the person Whose identity Was stolen. Identity
theft has cost businesses and individuals billions of dollars
and millions of hours of time to identify the fraud and clean up
the individual’s credit.

a transactional entity’s authentication of the key With the

trusted entity;
[0012] FIG. 3 is an illustration of an embodiment of a
method a person uses to obtain a key from a trusted entity by

responding to inquiries selected by a transactional entity; and

[0006] The identity theft problem exists largely because a
person’s name, SSN, and birthday are frequently used and
given to others to verify the person’s identity. The second

[0013] FIG. 4 is an illustration of an embodiment of a
method a person uses to obtain a key from a trusted entity, a

problem is a person’s name, SSN, and birthday are perma

transactions that can result from authentication of the key;

transactional entity’s authentication of the key, and executed
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[0014] FIG. 5 is an illustration of an embodiment of a
method a person uses to obtain a key from a trusted entity, a

transactional entity’s authentication of the key, and executed
transactions With a bene?ciary entity that can result from

tional veri?cation methods that the person they are transact
ing With is the true oWner of the identity and information used
in the transaction.
[0022] For example, the person may Want a neW credit card.

authentication of the key; and

Initially, the person contacts the credit card company (the

[0015] FIG. 6 is a How chart ofan embodiment ofa method
for a person using a unique code from a trusted entity to

transactional entity) about getting a neW credit card. The
credit card company may request that the person provide

authenticate the person’s identity With a transactional entity.

proof of their identity. Then the person requests a unique code
from the Social Security Administration (SSAithe trusted

[0016]

Reference Will noW be made to the exemplary

embodiments illustrated, and speci?c language Will be used
herein to describe the same. It Will nevertheless be understood
that no limitation of the scope of the invention is thereby

intended.
DETAILED DESCRIPTION

[0017]

Reference Will noW be made to the exemplary

embodiments illustrated in the draWings, and speci?c lan
guage Will be used herein to describe the same. It Will never
theless be understood that no limitation of the scope of the

invention is thereby intended. Alterations and further modi
?cations of the inventive features illustrated herein, and addi
tional applications of the principles of the inventions as illus
trated herein, Which Would occur to one skilled in the relevant

art and having possession of this disclosure, are to be consid
ered Within the scope of the invention.
[0018] One embodiment for protecting an individual’s
identity from identity theft is shoWn in FIG. 1. A person 100
can engage in a transaction or relationship With a transac

entity) using a user name and passWord. Both the person and
transactional entity trust the SSA. The SSA may ask addi

tional questions before granting an alpha-numeric string (the
unique code) to the person. Next, the person delivers the
unique code to the credit card company. The credit card
company makes a request to verify the unique code With the
SSA. The SSA authenticates the identity or indicates the
person does not match the identity information given to the
credit card company. If the unique code and identity informa
tion is authenticated, then the credit card company issues a
neW credit card to the person (executes the transaction). The

unique code links the identity information With the person

using that information, meaning the person using the identity
information is the true oWner of that information.

[0023] Another more detailed embodiment for protecting
an individual’s identity from identity theft is shoWn in FIG. 2.
A person 200 using a user identi?er 202 and passWord 204

provides a trusted entity 220 With the person’s personal iden
tity information 226. Either the trusted entity or the person

tional entity 140. The transactional entity can request that the

can determine the user identi?er or passWord. The user iden

person prove or authenticate their identity. The person can
request a unique code 102 from a trusted entity 120 or more

ti?er or passWord can be established at anytime during the

process of initially authenticating the person’s personal iden

entity can be an entity trusted by both the person and trans

tity information. The trusted entity can include the Social
Security Administration (SSA), an insurance company, or

actional entity. The trusted entity may have previously
authenticated the person’s identity and stored the person’s
information in the trusted entity’s system.

person’s personal identity information can be stored in a
secure repository 224.

speci?cally a trusted entity’s computer system. The trusted

[0019] In order to validate identity, the trusted entity can
ask the person questions about their identity and compare the
person’s responses With the information stored about the per
son in the trusted entity’s computer system. The questions can
be a user name, passWord, Social Security Number (SSN),
birthday, or mother’s maiden name. If the person ansWers the

questions correctly, the trusted entity can provide the person
With a unique code 130. The unique code can be stored in the

trusted entity’s system and canbe linked to the person’s stored
information.
[0020] The person can then deliver the unique code 106 to

the transactional entity. The transactional entity can verify the
unique code 144 by communicating With the trusted entity. If
the unique code is valid and is linked to the person’s stored
information, the transactional entity can validate or authenti

cate the unique code, and this means the person’s identity is
also authenticated 138. If the unique code is not valid or is not

linked to the person’s stored information, the trusted entity
can reject or invalidate the unique code meaning the person’s
identity is not authenticated. When the trusted entity authen
ticates the person’s identity, then the transactional entity can

another institution that maintains secure information. The

[0024]

In an embodiment, the person’s personal identity

information 226 can be stored With an authentication ?ag in

the secure repository immediately after the information is
provided by the person. The authentication ?ag can apply to
each piece of information, all the information combined, or
both. Once a piece of information (or all the information
combined) is authenticated the ?ag is set to authentic. Only
authentic information Would be used to verify identity With
transaction entities.
[0025] In another embodiment, a person’s unveri?ed per
sonal identity information 226 is stored in a separate tempo
rary secure repository until the information is authenticated.
Once the information is authenticated the information is
transferred to the person’s personal identity information on a
permanent secure repository.
[0026] The secure repository 224 can be a secure database,
server, or other combination of electronic storage and
retrieval system. Personal information, like a blood or DNA
sample, that may not be housed by electronic means may be

stored through a physical facility. Secure is generally de?ned
as su?icient security measures have been employed to protect

proceed and execute the transaction 150, Which uses the per

against unauthoriZed physical, softWare, ?rmWare, elec

son’s authentic identity.
[0021] An advantage of this embodiment is that the person

tronic, and human intrusions. Information can be secured

can avoid divulging their personal information to a transac
tional entity in order for the person to transact business With

during netWork transfer using Secure Socket Layer (SSL) and
other technologies used to protect netWorks, databases, and
servers against unauthorized eavesdropping. NetWorks, data

the transactional entity. Another result is that the transactional
entity can have a greater con?dence level than using tradi

bases, and servers can also be secured using encryption.
Secure can also mean protecting information against natural
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and man-made disasters that Would otherwise electronically
or physically destroy the information stored in the repository.

basic information, like SSN and birthday, has been authenti

[0027]

In another embodiment, the database or server can

that has previously been veri?ed can be collected. Asking the

be secured by partitioning the database, partitioning the

person questions about current balances can be another
method to thwart identity theft because an impersonator may
not knoW the person’s current account information. Auditing

server, or physically separating servers. Each piece of a per
son’s personal identity information 226 can be placed on a
different partition or server so that no one partition or server

has the person’s personal identity information linked

cated. Current balances on a checking or credit card account

information already authenticated can ensure information or
data stays secure and accurate.

together. For example, a person’s name can be on one server,

[0032]

SSN on another, birthday on another, and the link pointing to
name, SSN, and birthday on still another server. Identity

can initiate a transaction betWeen the tWo parties. Then the

information can have more value When the information is
combined With other information on the same identity. If a

Either the person 200 or the transactional entity 240

person can access the person’s individual account on the

server they may only obtain birthdays for example. A birthday

trusted entity’s system using a user identi?er 202 and pass
Word 204, Which Will be discussed later. The transactional
entity 240 can comprise, but is not limited to, a bank, credit
card company, mortgage company, ?nancial institution, busi

may not have much value for an identity thief, if the thief does

ness, insurance company, healthcare provider, government

hacker or identity thief is able to copy or hack into particular

not knoW the name or SSN associated With the birthday.

entity, service provider, or other entity desiring the person’s

[0028] The person’s personal identity information 226 can
include a person’s name, social security number, birthday,
current and prior addresses, employment history and infor
mation, ?nancial and credit information, biographical infor

identity to be authentic. At some point in the transactional

mation, biometric data, personal information only knoWn by
the person, codes from physical devices or hardWare in the
person’s possession, or combinations thereof. Biometric data

can comprise a photograph, handWriting, signature, ?nger
prints, voiceprints, retinal scans, iris scans, DNA or blood

sample, facial recognition, hand geometry, vascular patterns,
dental records, or combination thereof. Historically biometric
data (eg ?ngerprints) is a reliable indicator of a person’s
identity because biometric data is unique and dif?cult for
another person to replicate or fabricate.

[0029] The person’s personal identity information 226 can
be independently veri?ed by the trusted entity 220 using
authentic documents and governmental and non-governmen
tal organiZations that can de?nitively verify a person’s iden
tity. The SSA can be used to verify a Social Security Number
(SSN). The FBI can be used to verify ?ngerprints. The trusted
entity may be able to interface With older or legacy computer
systems to automate the veri?cation or authentication process

of the person’s original personal identity information. Legacy
computer systems can comprise the SSA’s system, FBI’s

system, credit reporting agencies (TransUnion, Equifax, or
Experian), or credit card companies’ systems.
[0030]

The trusted entity 220 can have various levels of

relationship, the transactional entity can request proof of the

person’s identity. Usually the transactional entity requests
that the person prove their identity on the parties’ initial
interchange or transaction.
[0033] The dif?culty most transactional entities encounter

is de?nitively authenticating a person’s identity for the ?rst
time. In the past, companies assumed knoWledge of a SSN,
birthday, and other basic personal information Was suf?cient
to prove a person’s identity. But noW, knoWledge of a SSN,
birthday, and other basic personal information is not su?i

cient to prove identity because of several factors including: 1)
The frequent use of the SSN, birthday, and other basic per
sonal information; 2) the ease by Which an impersonator or
identity thief can obtain a SSN and birthday through elec
tronic submission and records; 3) the ease by Which an imper
sonator or identity thief can establish an relationship With a

neW transactional entity (unknoWn to the person) Without
face-to-face contact; 4) the impersonator or identity thief can
also more easily escape liability versus other types of theft
because very little authentic evidence of the impersonator’s
identity is available.

[0034] Some advantages of using a thirdparty trusted entity
220 is that the trusted entity has already independently
authenticated a person’s identity Which can be expensive. In
addition, the cost for the trusted entity to provide evidence to
the transactional entity 240 that the person’s identity is genu

established criteria to independently verify a person’s identity

ine (after the identity has been authenticated) can be signi?

depending on the con?dence level or level of veracity desired
by the transactional entity or trusted entity’s use of the person
identity. Biometric data can provide stronger evidence of a

pendently verify the person’s identity. By using the trusted

person’s identity than a SSN, but obtaining and storing bio
metric data can also be more expensive than obtaining and
storing a SSN. The established criteria to independently

verify a person’s identity can be analogiZed to the background
checks used for different grades of government security clear

cantly less than the cost for the transactional entity to inde

entity, the transactional entity 240 does not have to go through
the initial laborious process of authenticating the person’s
identity and the transactional entity can use the information
already collected by the trusted entity. The reason many trans
actional entities, Which are victims of identity theft, do not put
more time, effort, and money into authenticating a person’s

ances. Since the transactional entities usually bear mo st of the

identity is because it increases the transaction cost, and higher

cost of the loss in identity theft, they may also pay the trusted
entity to independently verify a person’s identity. The trans
actional entity can determine the level of independent veri?

costs make them less competitive in the market. Transactional
entities attempt to balance the risk of identity theft With pro

viding competitive goods and services.

cation desired based on information traditionally collected
and the cost of achieving a certain con?dence level for the

is that many transactional entities 240 can use the same

person’s identity.
[0031]

The trusted entity 220 can continue to add to,

authenticate, collect, or audit the person’s personal identity
information after the information has been initially authenti
cated. For example, ?ngerprints may be added after some

[0035]

Another result of using a common trusted entity 220

authenticated personal identity information 226 on the same
person 200. The one time cost to authenticate the person’s

identity can be spread over many transactional entities, Which
can loWer the cost of authenticating the person’s identity for
each of the transactional entities.
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[0036] A further advantage to using a trusted entity 220 is
that the person 200 may only have to provide evidence and
prove their identity once versus the current procedure requir
ing the person to provide evidence and prove their identity
with each transactional entity 240. For the person to provide
proof of their identity only once can save the person time and
money.
[0037] The person 200 can access the person’s individual
account on trusted entity’s system using a user identi?er 202

and password 204 after the transactional entity 240 has
requested that the person authenticate their identity. The user
identi?er can include a person’s name, SSN, unique user
name, or second password. The password can have a single

password, multiple passwords, alphanumeric string, biomet
ric data, any of the person’s personal identity information 228
stored in the secure repository 224, or combination thereof.
The trusted entity’s system can use a secure repository, data

[0042]

The key 234 can be a single-use key, limited use key,

time limited key, unique key, alpha-numeric string, character
string, or combination thereof. A single-use key can expire so
that the key no longer con?rms a person’s identity after the
transaction entity enters the unique code on the trusted enti
ty’s system. A limited use key (single or multiple use, but not
unlimited use) can operate in a similar manner to single-use

key, but may only allow a predetermined number of accesses
before the key expires. A time limited key can expire after a

predetermined time. For example, the time limited key may
expire after 2 weeks regardless of whether it was used by the
transaction entity. The single-use key, limited use key, and
time limited key can provide additional protection against
identity theft, because if the key (along with the person iden
ti?er 232) is stolen or misused, the key can only be used for a
single access, for a predetermined number of accesses, or for
a limited time period, respectively. This way the identity thief

In one embodiment the person 200 accesses the

still does not have any permanent personal identity informa
tion about the person that can be used later. The unique key
can be unique without the person identi?er, so the key, person
identi?er, or unique code can be unique.
[0043] The person identi?er 232 can be created initially

trusted entity’s system using a person user interface 222. The

when the person’s personal identity information 226 is ?rst

person user interface can comprise a web page, computer

telephone operator, or representative employed by the trusted

entered into the secure repository 224 or when the person
accesses their account with the trusted entity 220 to get the
key 234. The person identi?er can be the same for all trans

entity 220. In order for the person to access their account on
the trusted entities server, the person’s user identi?er 202 and
password 204 must match the user identi?er and password
stored in the secure repository associated with the person.
[0039] In one embodiment the trusted entity’s system can
limit the number of unsuccessful attempts to access the sys

actional entities, different for each type of transactional
entity, or different for each transactional entity. The person
identi?er can include the person’s name, social security num
ber, or unique identifying name. The person identi?er can be
different than the user identi?er 202 used by the person to
access the person’s account on the trusted entity’s system.

tem by a particular computer, by a particular person, or using

Using a person identi?er 324 that is different from the user

a particular user identi?er, in order to further protect the

identi?er 202 may provide the additional bene?t of additional
security to the person’s account, because an impersonator or
identity thief may still need to discover both the user identi?er

base, server, website, computer network, telephone network,
human operators, or combination thereof. The computer net
work can use 128-bit encryption to protect the information on

unsecured networks, like the Internet.
[0038]

terminal, computer display, automated telephone system,

secure repository from unauthoriZed access or intrusions.

[0040] The trusted entity 220 can grant a key 234, after the
person’s user identi?er 202 and password 204 matches the
user identi?er and password stored in the secure repository
associated with that person. The key can be associated with a
person identi?er 232 which together can form a unique code
230 that a transactional entity 240 can use to verify the per
son’s identity. The trusted entity can link the key to the person
identi?er and store the link and key in the secure repository.

and password 204 not just the password if the unique code
230 was misplaced, misused, or stolen. The key, person iden
ti?er, or unique code can be displayed on a computer termi
nal, web page, or printed on a certi?cate to be given to the

transaction entity.
[0044] The person 200 can deliver the unique code 206 to
the transactional entity 240 after the person receives the

Storing the link and key can be performed immediately before

unique code 230 from the trusted entity. The unique code 230,

or after the trusted entity delivers or displays the key to the
person.

telephone network, mail, email, electronic delivery systems,

[0041] The key can be used by the transactional entity to
authenticate the person’s identity without the person divulg
ing or providing the transactional entity with their personal
identity information. The transactional entity can verify the
person’s identity and the person can maintain their personal
identity information con?dential (e. g. SSN and birthday).

206, or 244 can be delivered using a computer network,

mechanical delivery systems, physical delivery systems, or
human delivery systems. Any of these delivery systems can be
secured. The computer and electronic deliver systems can be

secured using encryption.

Unlike the SSN and birthday which are permanent, the key is

[0045] The transactional entity 240 can verify the unique
code 244 by communicating with the trusted entity’s system
after the transactional entity receives the unique code 206

temporary and can be changed or invalidated if the person
suspects the key has been stolen or misused. In an embodi

from the person 200. In one embodiment, the transactional
entity 240 accesses the trusted entity’s system using a trans

ment, the key may also be changed at a predetermined interval

actional entity user interface 236. The transactional entity

of time. In this embodiment the key can be analogiZed to a
credit card that has an account number and expiration date.
When a credit card is stolen, the person can cancel the account
number printed on the card and the credit card company
issues the person a new card. After the expiration date of the
credit card, the person also has to get a new card. The tem

user interface can be a web page, computer terminal, com

puter display, automated telephone system, telephone opera
tor, or representative employed by the trusted entity 220.
Alternatively, the transactional entity can append a transac
tional entity identi?er 242 to the unique code when the trans

porary nature of this key can provide some protection against

actional entity accesses the trusted entity’s computer system.
[0046] In another con?guration, the person 200 identi?es

identity theft.

the transactional entity 240 that can use the key. The transac

Jul. 31, 2008

US 2008/0184351A1

tional entity is then linked to the key. In this embodiment, only
the transactional entity speci?ed can use and verify the key.

transactional entity, because the trusted entity is in the busi
ness of handling con?dential information.

The advantage of this embodiment is that a misplaced or

[0053] Another advantage to having the trusted entity 220

stolen key (or unique code) may only be used by the transac
tional entity speci?ed by the person 200.

deliver all or a portion of the person’s personal identity infor
mation 226 directly to the transactional entity 240 is that the
time and expense of ?lling out personal pro?le forms for

[0047] The delivered key may be canceled by the person
200 accessing the trusted entity’s computer system and can

celling the validity of the key. Cancelling a key after the key
has been issued or delivered has the advantage of alloWing the
person to protect their personal identity information if a key is
lost, misplaced, or stolen.
[0048] The unique code 244 can be veri?ed by the trusted

entity’s system by comparing the delivered unique code With
the unique code 228 stored in the secure repository 224. If the
unique code is valid, the trusted entity can authenticate the

person’s identity; otherWise the person’s identity may not be
authenticated (rejected). A person’s identity authentication or
rejection 238 may be delivered to the transaction entity. The
person’s identity authentication or rejection 238 may be

delivered using a computer netWork, telephone netWork,

mail, email, mechanical delivery systems, physical delivery
systems, human delivery systems, or mechanism used to

deliver the unique code. Furthermore, laW enforcement
authorities may be noti?ed if person’s identity authentication
is rejected due to an invalid key or invalid unique code.
[0049] In another embodiment a photograph of the person

200 may be stored With the person’s personal identity infor
mation 226 and may be delivered With the identity authenti
cation or rejection. The photograph can provide a secondary

veri?cation of the person’s identity if the transaction entity
has visual or face-to-face contact With the person. The trans

either the person 200 or by the transactional entity can be

reduced. The process of entering the person’s personal iden
tity information on a transactional entity’s form can be auto

mated betWeen the transactional entity and the trusted entity.
[0054] Having the trusted entity deliver all or a portion of

the person’s personal identity information directly to the
transactional entity 240 may provide a secondary mechanism
for authenticating a person’s identity. The transactional entity
may be able to compare the person’s personal identity infor
mation provided by the person 200 With the person’s personal

identity information 226 provided by the trusted entity 220.
[0055]

The trusted entity 220 may record, log, or store

access information of the person’s account or the transaction
entity’s account on a server. The information can comprise the

date, time, information accessed, keys generated, keys vali
dated, computer ID of the computer accessing the account, or
other information related to accessing the account. The

trusted entity may display the recorded, logged, or stored
access information so the person can verify no one else is

accessing their account. Displaying logged information for
the person’s account can be analogiZed to the person checking
their credit report periodically for neW accounts or inquiries

made by an identity thief on the person’s credit report.
[0056] A portion or all of the person’s personal identity
information 226 may not be accessible or vieWable to the

person 200 after the information is stored in the secure reposi

actional entity may be able to compare the photograph With
the person in the transaction.

tory. Having the person’s personal identity information inac

[0050]

cated information from being vieWed by an impersonator or
identity thief, if the user identi?er 202 or passWord 204 Was
stolen or misused. For example, an identity thief Who knoWs
the user’s identi?er or passWord could access the person’s
account and obtain the rest of the person’s personal identity
information (eg SSN or birthday). The additional informa
tion may help the impersonator to get more information about

The transaction 250 betWeen the transactional entity

240 and person 200 can either continue to progress or be

executed once the person’s identity has been authenticated.
The transaction may establish a relationship or account

betWeen the person and the transactional entity. Using the
trusted entity to verify the person’s identity, the transactional
entity can be con?dent the person in the transaction is the true
oWner of the identity used in the transaction. The transac
tional entity can reduce their losses due to identity theft if the

people they transact business With are consistently the true
oWners of the identity information used in the transactions.
[0051] The transaction entity 200 may receive the person’s

SSN, birthday, other personal identity information, or com
bination thereof directly from the trusted entity 220. This
information may be provided after the transactional entity
provides a valid unique code 244 and the trusted entity
authenticates the person’s identity to the trusted entity. The
person 200, transactional entity, trusted entity, or combina
tion thereof may determine Which of the person’s personal
identity information 226 may be delivered directly from the

cessible or not vieWable can protect the person’s authenti

the person. As a result the impersonator may get more keys or

further engage in stealing the person’s identity. Hiding sen
sitive information may prevent the impersonator from obtain

ing additional personal identity information. Alternatively,
the person’s personal identity information may be vieWed,
accessed, or changed only after the person correctly identi?ed
the information already stored on an item by item basis.
[0057] Another embodiment for protecting an individual’s
identity from identity theft is shoWn in FIG. 3. Either a trans
actional entity 300 or a person 360 or may initiate a transac

tion or relationship 362 betWeen the tWo parties. The trans
actional entity can access the transactional entity’s account on

a trusted entity’s system using a transactional entity user

trusted entity’s secure repository 224 to the transactional

identi?er 302 and transactional entity passWord 304. The

entity.

transactional entity can access the transactional entity’s
account With a trusted entity 320 either prior to initiating a
transaction With the person or after the transaction has been
initiated. The transactional entity may use a person identi?er
306 if the person is disclosed to the transactional entity prior

[0052] Transferring all or a portion of the person’s personal
identity information 226 directly from the trusted entity 220
to the transactional entity 240 can have the advantage of

reducing the number of times a person’s personal identity
information is delivered, handled, or vieWed by humans. The
delivery mechanism and security betWeen the trusted entity
and transactional entity may be more secure than the delivery
mechanism and security betWeen the person 200 and the

to the transactional entity accessing the transactional entity’s
account.

[0058]

The transactional entity 360 can access the trusted

entity’s system using a transactional entity user interface 322.
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The transactional entity user interface can be the same or

different from the person user interface 330 used by the

person. The transactional entity 300, the trusted entity 320,
and the person 360 are similar to the transactional entity 240,
the trusted entity 220, and the person 200 described in FIG. 2.
[0059] The trusted entity’s system 320 can send a request
for identity inquiries 328 to the transactional entity 300 after
the transactional entity accesses the trusted entity’s system.
The request for identity inquiries can alloW the transactional
entity to select questions for the person 3 60 about the person’s

identity from a person’s personal identity information 336
previously stored in the trusted entity’s secure repository 334.
The transactional entity may only select the questions or
inquiries; but they may not be given the person’s responses or
the person’s personal identity information stored in the secure

repository.
[0060] The transaction entity 300 or trusted entity 320 may
select individual questions, or a plurality of questions placed
in a question group. The trusted entity may create various
question groups that can provide transactional entities With a
certain level of con?dence or high level of veracity about the
person’s identity in a predetermined type of transaction. For
example, the person 360 may be required to ansWer more

[0064] The trusted entity’s system 320 can provide the per
son 360 With the transactional entity’s selected inquiries 326
from the inquiries repository 324 after the person accesses the

trusted entity’s system and the transactional entity has been
selected. The person can then respond to the inquiries or
questions 332. All the inquiries can be given at once or the
inquiries can be given one inquiry at a time Where additional

inquiries may only be given When the person provides the
correct response to the current inquiry. The inquiries can be
ansWering a question, such as, “What is your SSN?” or pro
viding information, such as a ?ngerprint or sliding a card With
a magnetic strip through a card sWiper or card reader.

[0065]

In this embodiment, the person 360 may be granted

a key 344 associated With a person identi?er 342, combined to

form a unique code 340, When the person provides correct
responses to all the inquiries. The person can then deliver the

unique code to the transactional entity 300 (or 240 as shoWn
in FIG. 2) to complete the transaction.
[0066] Another embodiment for protecting an individual’s
identity from identity theft is shoWn in FIG. 4. FIG. 4 is
similar to the transaction in FIG. 2, but the executed transac
tion 460 is not limited to a person 400 and a transactional
entity 450. A transaction 442 can occur betWeen the trusted

questions to authenticate their identity if the transaction is for

entity 420 and the person. In addition, a transaction 440 can
occur betWeen the trusted entity and transactional entity, or

securing a mortgage for a home versus securing credit to buy
a television. The transactional entity may require more con

any combination of transactions 440, 442, or 460 can occur.

?dence or higher levels of veracity of the person’s identity if
the magnitude or cost of the transaction is large than if the
magnitude of the transaction is small. The questions in ques

For example, an insurance company can be the trusted entity.
The transaction can be buying a car. The transactional entity
can be an auto dealer With a ?nancing department. When the

person’s identity is authenticated by the insurance company,

tion groups can vary depending on the transaction type Which
can include Whether the transaction is prone to a prior history

the person can buy the car (executed transaction 460) and the

of identity theft, or the cost to the parties When identity theft

442). In another example the trusted entity can be an insur
ance company. The insurance company can provide identity
insurance to the transactional entity so transactions 440 and

occurs in that type of transaction. The transactional entity can
also create and save a multiplicity of questions in a question
group based on their desires, their transaction types, or types
of persons in the transaction.

[0061] In another embodiment the questions or inquiries
can be randomly selected from a multiplicity of questions.
Random inquiries may reduce the number of questions
needed to authenticate the person identity and can make pre

insurance company can insure the car (executed transaction

460 are executed.

[0067] Another embodiment for protecting an individual’s
identity from identity theft is shoWn in FIG. 5. FIG. 5 has
similarities the transaction in FIG. 2, but the executed trans
action 550 is not limited to the transaction betWeen a person
500 and a transactional entity 540. A transaction 562 can

dicting and ansWering the random inquiries dif?cult for an

occur betWeen the trusted entity 520 and a bene?ciary entity

identity thief.

560. In addition, a transaction 564 can occur betWeen trans

actional entity and bene?ciary entity, or any combination of

[0062] The additional inquiries or questions for the person
360 may require the person to prove their identity every time
the person requests a key 344 from the trusted entity. Even if
the person’s user identi?er 364 and passWord 366 Was stolen
or misused by an impersonator or identity thief, the imper

[0068] The bene?ciary entity can be any entity, similar to
the transactional entity, but not requesting the person to pro
vide proof of identity. For example, a ?rst health care facility

transactions 550, 562, or 564 can occur.

sonator may still need to provide correct responses to be

can be the transactional entity. The transaction can be trans

granted a key. Having the person ansWer inquiries in addition
to the user identi?er and passWord may provide greater pro
tection against identity theft if the user identi?er and pass

ferring the person’s medical records. The bene?ciary entity
tity is authenticated by the trusted entity the medical records

Word are stolen or misused. The transactional entity’s identity
inquiries selection 326 can be stored on an inquiries reposi

health (executed transaction 564). The bene?ciary entity can

tory 324.
[0063] As shoWn in FIG. 3, the person 360 accesses the
trusted entity’s system using a user identi?er 364 and pass
Word 3 66. The person can access the trusted entity’s computer

can be a second health care facility. When the person’s iden

get transferred from the ?rst health care facility to a second

comprise the same organiZations or individuals comprising
the trusted entity or transactional entity.
[0069]

In another example, an insurance company can be

the trusted entity and provide identity theft insurance to either

system using a person user interface 330. The person user

the person or the transactional entity. The person may get

interface can interact With both the inquiries repository 324

insurance When they agree to folloW protocols and procedures
established by the insurance company to protect the person’s

and secure repository 334. The person can provide a transac
tional entity identi?er 368 or the trusted entity can list trans

personal identity information. These protocols and proce

actional entities desiring identity authentication from the per

dures can include using a unique code When establishing a

son.

relationship or a transaction With a neW transactional entity
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desiring the person’s personal identity information. FolloW

tion is shoWn in FIG. 6. The person can access a person’s

ing these protocols and procedures may prevent the person
from divulging their personal identity information, Which

passWord 610. Then, the trusted entity can grant a key, asso

account on the trusted entity’s server using a user name and a

may protect that information from current and future identity
theft incidents. The insurance company may also provide the
service of monitoring the person’s credit report for neW
accounts and inquiries on the report and other services to

ciated With a person identi?er to form a unique code 620.
Next, the person can deliver the unique code to the transac

protect the person’s identity from their personal identity

trusted entity’s server 640.

tional entity 630. Then, the transactional entity can verify the

person’s identity by con?rming the unique code using the

information they already divulged in the past. The person may

[0074]

register their neW accounts or transactions With the insurance
company so the insurance Would not be alerted by accounts or

(SSA) can be the trusted entity and a bank can be the trans
actional entity. The transaction can be obtaining a loan. The
user identi?er and the person identi?er can be a person’s

transactions shoWing up on the credit report. NeW accounts by
an identity thief Would alert the insurance company. The

In an example, the Social Security Administration

insurance company may also pay the cost to protect or clean

Social Security Number (SSN). The key can be a traditional
personal identi?cation number (PIN). The SSA can grant a

up the person credit report, represent the person, or litigate for

PIN for a person’s use in transactions using a SSN. The person

the person on identity theft cases and incidents.

can provide the SSN (person identi?er) With its PIN (key) to

[0070] The insurance company may also provide identity
insurance to the transactional entity. The transactional entity

the bank. The bank can verify the SSN and its associated PIN
With the SSA. Without a valid PIN the bank may not be able

may obtain insurance When they agree to folloW protocols and
procedures established by the insurance company to protect
the transactional entity against identity theft in transactions

to validate the SSN, so the person cannot secure the loan. The

With persons. The insurance company may pay for identity
theft claims, Which may otherWise be paid by the transac

tional entity, if the transactional entity used the insurance
company’s (the trusted entity’s) system, protocols, or proce
dures in the transaction and identity theft still occurred in the
transaction.

[0071]

In another embodiment, the trusted entity of either

FIG. 2 or FIG. 3 can initially authenticate or assess the trans

actional entity’s identity information. The transactional enti
ty’s identity information can be the transactional entity’s

identity, information security systems, ?nancial viability,
customer satisfaction rating, or other information important
to the person in deciding Whether to transact With the trans
actional entity. In other Words, the identity of a company is
validated using this method. Each item in the transactional

entity’s identity information can be given a separate rating by
the trusted entity, or place in a category selected from a

predetermined plurality of categories called category groups.
Based on the transactional entity’s identity information, the
transactional entity can be given an overall rating by the
trusted entity, or be placed in an overall category used to
categoriZe transactional entities. The categories or ratings can

be ordered by desirability Where the most desirable category
or ratings can have the highest category or rating, and the least
desirable category or ratings can have the loWest category or

rating. The trusted entity may display the rating or categori
Zation to the person considering a transaction With the trans

actional entity. The person may choose to transact only With
transactional entities meeting a minimal rating or category.
[0072] In one embodiment the trusted entity may notify the
person if a transactional entity does not meet the person’s
minimum category or rating. In another con?guration, the

PIN may be changed When a person feels the PIN has been
comprised or at regular intervals. The PIN may be used at the
bank or other transactional entities desiring a SSN for per
sonal identi?cation. Associating or pairing a PIN to a SSN can
transform the static and permanent nature of a SSN into a

personal identi?er that can be changed and protected.
[0075] It is to be understood that the above-referenced
arrangements are only illustrative of the application for the
principles of the present invention. Numerous modi?cations
and alternative arrangements can be devised Without depart
ing from the spirit and scope of the present invention. While
the present invention has been shoWn in the draWings and
fully described above With particularity and detail in connec
tion With What is presently deemed to be the most practical
and preferred embodiment(s) of the invention, it Will be
apparent to those of ordinary skill in the art that numerous
modi?cations can be made Without departing from the prin
ciples and concepts of the invention as set forth herein.

1. A method for authenticating a person’s identity to a
transactional entity using a trusted entity With a secure reposi

tory of a person’s personal identity information, comprising:
accessing a person’s account on the trusted entity’s server
using a user identi?er and a passWord;
granting the person a key, associated With a person identi

?er to form a unique code, the key being obtained from
the trusted entity;
delivering the unique code to the transactional entity via
the person;

verifying the person’s identity to the transactional entity by
con?rming the unique code using the trusted entity’s
server.

2. A method for authenticating a person’s identity to a
transactional entity using a trusted entity With a secure reposi

person’s personal identity information may not be validated

tory of a person’s personal identity information, comprising:

or authenticated for the transactional entity not meeting the
person’s minimum category or rating. The result of authenti

accessing a person’s account on the trusted entity’s server
using a user identi?er and a passWord;

cating a transactional entity’s identity information, rating that

granting the person a single-use key, associated With a
person identi?er to form a unique code, the key being
obtained from the trusted entity;
delivering the unique code from the person to the transac

information, or categorizing that information is that the per

son’s personal identity information can be protected by alloW
ing the person to select to transact With transactional entities

that Will protect their personal identity information.
[0073] In another embodiment, a method for authenticating
a person’s identity to a transactional entity using a trusted
entity With a secure repository of a person’s identity informa

tional entity;
verifying the person’s identity to the transactional entity by
con?rming the unique code using the trusted entity’s
server.
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3. The method as in claim 2, wherein the single-use key

unique code, and verifying the person’s identity uses a com

expires after a predetermined time period.

puter netWork, automated telephone netWork, telephone net

4. The method as in claim 2, Wherein the user identi?er is
a person’s name, social security number, unique user name, or

Work With a human operator accessing the person’s account
on trusted entity’s server for the person and granting the

second passWord.
5. The method as in claim 2, Wherein the person identi?er

is a person’s name, social security number, or unique identi
fying name.
6. The method as in claim 2, further comprising the steps of
recording and storing information on accesses to the person’s

unique code, physical delivery mechanism, or combination
thereof.
18. The method as in claim 2, further comprising the step of

specifying the transactional entity for Which the unique code
Will be generated, Wherein the unique code only authenticates
the person’s identity When the transactional entity speci?ed
by the person veri?es the unique code.

account on the trust entity’s server, Which can be displayed to
the person.
7. The method as in claim 2, further comprising the steps of

person’s personal identity information is not accessible or

recording and storing the information on granting or denying

vieWable to the person after the information is stored in the

the single-use key on the trust entity’s server, Which can be
displayed to the person.
8. The method as in claim 2, Wherein accessing a person’s

sonal identity information cannot be vieWed or accessed by an

account further requires correctly responding to predeter
mined inquiries on the person’s personal identity information
stored in the trusted entity’s secure repository.
9. The method as in claim 2, Wherein granting the person a

single-use key further requires correctly responding to pre
determined inquiries on the person’s personal identity infor
mation stored in the trusted entity’s secure repository.
10. The method as in claim 2, further comprising the steps
of:

authenticating the person’s identity initially by the trusted
entity using trusted data and other trusted entities;
creating a person’s account at the trusted entity With a user
identi?er and a passWord;

storing the person’s personal identity information, prior to
access of a person’s account With the trusted entity.
11. The method as in claim 2, Wherein the person’s per

sonal identity information is selected from the group consist

ing of: A person’s name, social security number, birthday,
address, employment information, ?nancial information, bio
graphical information, biometric data, personal information
only knoWn by the person, secrets only knoWn by the person,
and a combination thereof.

12. The method as in claim 11, Wherein the biometric data

is selected from the group consisting of: HandWriting, signa
ture, ?ngerprints, voiceprints, retinal scans, iris scans, DNA
or blood sample, facial recognition, hand geometry, vascular
patterns, dental records, and a combination thereof.
13. The method as in claim 2, further comprising the steps
of displaying a photograph of the person stored With the

person’s personal identity information in the trusted entity’s
secure repository to the transactional entity after the person’s

identity has been veri?ed using the unique code, Whereby the
photograph is a secondary veri?cation to the unique code.
14. The method as in claim 2, Wherein the transactional

entity veri?es the person’s unique code on the trusted entity’s

19. The method as in claim 2, Wherein a portion or all of the

secure repository, Whereby that portion of the person’s per
identity thief if the identity thief obtains the person’s user
identi?er and passWord.
20. The method as in claim 2, further comprising the step of
printing the unique code on a certi?cate after granting the

unique code.
21. A method for generating a single-use key used for
authenticating a person’s identity using a trusted entity With a
secure repository of a person’s personal identity information

comprising:
assessing a transactional entity’s account on the trusted

entity’s server, Wherein the transactional entity is

accessing the transactional entity’s account;
selecting types of inquiries to use to authenticate the per
son’s identity, Wherein a verifying entity selects the

types of inquiries;
accessing a person’s account on the trusted entity’s server
using a user identi?er and a passWord, Wherein the per

son is accessing the person’s account;
responding to the inquiries selected by the transactional
entity so the person’s identity can be authenticated,
Wherein the person is responding to the inquiries;
comparing the person’s responses to the inquiries With the
person’s personal identity information stored on the
trusted entity’s secure repository by the trusted entity;
generating a single-use key, associated With a person iden
ti?er to form a unique code, generated from the trusted
entity and granted to the person for use by the transac

tional entity if the person’s responses match the person’s
personal identity information stored on the trusted enti
ty’s secure server.

22. The method as in claim 21, further comprising the step

of specifying the transactional entity for Which the unique
code Will be generated after accessing a person’s account on
the trusted entity’s server.
23. The method as in claim 21, Wherein the selected inquir

server using a transactional entity user interface.
15. The method as in claim 2, Wherein the transactional

ies are randomly generated.

entity is selected from the group consisting of: A bank, a

tory is a server.

?nancial institution, a business, an insurance company, a

25. The method as in claim 21, Wherein the verifying entity
comprises the transactional entity or the trusted entity.

health care facility, a government entity, and another entity

desiring the person’s entity to be authentic.
16. The method as in claim 2, Wherein the transactional

24. The method as in claim 21, Wherein the secure reposi

26. A system for authenticating a person’s identity to a

transactional entity using a trusted entity, comprising:

entity veri?es the person’s unique code using the trusted
entity’s server by using the transactional entity’s account With
the trusted entity.

a client module With a person input device for a person to

17. The method as in claim 2, Wherein delivering the

the person for the user identi?er and the passWord, and a

unique code, accessing a person’s account, granting the

person display unit connected to the person processing

enter a user identi?er and a passWord, a person process

ing unit connected to the person input device to prompt

US 2008/0184351 A1

unit to display the key associated With a person identi?er
to form a uhlque Code to the Person;

a transacnopal processmg mqdule wlth an transacnonal
input device for the transactional entity to enter the key,
a transactional processing unit connected to the transac-

tional input device to prompt the transactional entity for
the key, and a transactional display unit connected to the
transactional processing unit to display a message to the
transactional entity authenticating the person’s identity;
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a trusted entity server With a trusted entity processing unit
to process requests from the client module and the trans

actional processing module using a network, and a data
_

_

_

_

base accessible_ to the
trusted entity processing
umt to
_
_

Stere the user ldehtl?er, the Password, the uhlque Code,
and a person’s personal identity information.
*

*

*

*

*

